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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3525
23.95.248. 111 Lhited Sates 147.237.76. 201 e.atal.idf.il Bl ock_Udp All _Nets drop 1
89.248.174. 4 Net her | ands 147.237.76. 44 e.refuah.idf.il [Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 64. 169 |147.237.76.86 |Wited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 2
220.231. 195. 122147. 237. 77. 212 |Chi na e.dover.idf.il ET SCAN NVAP -f -sS 1
195.154.90. 21  |147.237.0.34 |Fance tikshuv.idf.il ET SCAN Potential SSH Scan 1
159. 203. 125. 110[147. 237.0. 16 [Wnited Sates  |ny-kosher-kravi.idf.il SERVER APACHE Apache nod_ssl non-SSL connection to SSL 1
port denial of service attenpt
104. 128. 144. 131|147. 237. 72. 166 |Canada aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
83. 146, 113, 205 |147 237 76 30 |RUSSian hivmsh i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
14.54. 160. 63 147 237 76,30 |FOrea Republic | o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
220.231. 195. 122|147. 237. 77. 212 |Chi na e.dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
195. 154, 90. 21  |147.237. 77. 226 |France wwwv chanat z. aka. i df . il |ET SCAN Potential SSH Scan 1
115. 182. 249. 11 |147. 237. 77. 178 |Chi na e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76. 199 |Net her | ands e. nakchal .idf .i ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122147. 237. 77. 212 |Chi na e.dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
99.237.104.94 [Canada 147.237.77. 233 |atal i of .i Bad TCP sequence S et ranem! Wth different monitor |20
139.162. 198. 213[Netherl ands ~ |147. 237. 72. 166 |aka.i df .i Bad TCP sequence S reuranemt wih dfferent moni tor |19
95.213. 141. 124 gz::;”i on 147.237. 77. 216 |dover.i df .i| Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |18
207.241.225. 194|Wnited Sates  |147.237. 72. 166 |aka. i of . drop SAMrule drop 18
99.237.104.94 |Canada 147.237.77. 233 |atal .idf. il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
81.171.57.77  [Netherlands  |147.237.72. 166 |aka idf.il Bad TCP sequence mdﬁ,rsin;'zt wth different monitor (8
79.183.202. 122 |Israel 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [noni tor
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
177.242.49.31  |Mexi co 147.237.8.50 |e.tikshw.idf.il [Geo-1ocation enfor cement S;?O'rgzi:]?n I nbound drop 4
100. 36. 168. 5 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
177.242.49.31  |Mexi co 147.237.8.14 |e.orchot.idf.il  [Geo-1ocation enfor cement Sﬁ?olrggi:f” I nbound drop 4
177.242.49.31  |Mexi co 147.237.8.24 |elifestyleidf.il [Geo-1 ocation enf or cement i?:rggiimon I nbound drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpli ant Failed to hand e connection data |nonitor |4
177.242.49.31  [Mexi co 147.237.8.27 |e.madimatal.idf.i|Geo- | ocati on enf or cement gﬁ?;)'rggiin:’n I nbound drop 4
177.242.49.31  |Mexi co 147.237.8.28 |e.mobile-ks.idf.il |Geo-1 ocation enf or cenent (:s]?o'r ggﬁg'n:’” I nbound drop 4
79.181.184.179 |Israel 147. 237.72. 166 |aka. i cf . i | Streaning Engine: TCP Invalid invalid segnent retransmssion. |, o, 3
Ret r ansni ssi on Packet dropped.
141.8.142.82 :Z:::t”i o 147. 237. 76. 147 |chi nuch. aka. i df . i | ;; ?Zr:srr]r? sEsri]chJr?e: TP Invalid :)g‘éakgtd ;eggrf;‘i retransmssion. g o 3
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
125. 46. 26. 253  |Chi na 147.237.72. 166 |aka.idf .il drop SAMrul e drop
173.252. 113. 115|lhited Sates 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SYN drop
40.127.178. 111 |Uited Sates  |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid  invalid segnent retramsmssion. |, 2
Ret r ansm ssi on Packet dropped.
173.252.113. 118|Wited Sates  |147. 237. 77. 176 |natpash.icf.il  |drop First packet ismt SWN drop 2
108.84.130.87 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 247 147.237.0.19 |madimatal .idf.il |dr op SAMrule drop 1
94.102.48.195 |Netherlands  |147.237.72. 156 [anan.idf il drop SAMrul e drop 1
184.105.139. 99 |Uhited Sates |147.237.76.196|e.svivaidf.il  |Geo-1 ocation enfor cenent i?olrggilmo n i nbound drop 1
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
176.13.20.31  [Israel 147.237.77. 234 |hal ag. i of . i | Bad TCP sequence Vﬂdﬁrsin;nlt Wth different monitor |1
94.102.48.195 |Netherlands  [147.237.76.202|e.halag.idf.il  |Geo-1 ocation enf or cement S;fo'rgzxnf” I nbound drop 1
185. 130. 5. 231 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf.il drop SAMrul e drop 1
173. 2. 20. 238 Uhited Sates  |147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
185. 130. 5. 247 147.237.0.33  |idf.il drop SMrul e drop 1
94.102. 48.195  |Net her| ands 147.237. 76. 148 |gocent er . aka. i of . i |dr op SAMrul e drop 1
184. 105. 139. 103|Wnited Sates  |147.237.77. 233 ata i cf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
61.242. 114. 152 |cnina 147.237.77. 121 |e.navy. i df .| Geo- | ocati on enf or cenent gﬁ?;)'rggiin:’n I nbound drop 1
216.218.206. 86 |lited Sates  |147.237.72.217|eidf. il Geo- | ocati on enf or cenent S;fo'rgzxnf” I nbound drop 1
94.102.48.195 |Nether| ands 147.237.77.74 |lawidf.il drop SAMrul e drop 1
185. 130. 5. 231 147.237.76.202|e.halag.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 67 |Uhited Sates |147.237.77.233ata.idf.il drop SAMrul e drop 1
173.2.20.238  |Wiited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |1
104. 128. 144. 131|canada 147.237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 247 147. 237.77. 216 |dover. i df .| drop SAMrul e drop 1
94.102.48.195 |[Netherlands  |147.237.76.176 [test.ncore.idf.il [drop SMrul e drop 1
184. 105. 247. 199|Wited Sates  |147.237.77. 234 |hal ag.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.29.231. 80 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 130. 5. 231 147.237.77. 216 |dover. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
2.54.174.199 | srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock
] - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 [Wited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 2
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed LRL Access on ww aka. i df .i|/giyus/kadatz |B ock 1
139. 162. 198. 213|Netherl ands  |147. 237.72. 166 |aka. i df . i | Too Many Qookies in a Request - 138 cooki es B ock 1
66.249.78.254 I srael 147.237.72.166 |aka. i df . i | thknow Paranet er anp; docid in None 1
wwv aka. i df . i |/ mai n/ gi yus/ general . aspx
37.187.57.8 France 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka.idf.il/xmrpc. php B ock 1
196. 40. 97. 8 South Africa |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 192.243.55. 131 B ock
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates |147.237.77.216|dover.i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
207. 46. 13. 45 Uhited Sates |147.237.72. 166 |aka. i df . il Unknown Paraneter catid in aka.idf.il/giyus/ ganda/ defaul t. asp None
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to wanidf.il/international -training B ock
Unhaut hori zed URL Access to
157.55. 39. 2 Lhited Sates [147.237.76.200|ei tan. aka. i df.il ww ei tan. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ne |B ock 1
d
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in ww aka.idf.il/main/giyus/general.aspx [None 1
37.187.57.8 France 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At enpt B ock 1
198.57.209. 102 |lhited Sates |147.237.77. 170 |naar achot . i df . i | Dstributed PHP Attenpt B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 192. 243. 55, 133 B ock 1
] . . D stributed Unauthori zed URL Access on
107.178.194.87 |[lhited Sates [147.237. 77. 216 |dover. i df .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
207.46.13.158 |Wnited Sates |147.237.77.216|dover. i df .il Lhaut hori zed URL Access to wawidf.il/i/js_inst B ock
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unauthorized URL Access from 66.249. 66. 25 B ock
195. 154. 227. 118|France 147.237.77.216|dover.i df .i | I11egal HITP Version HITH Bl ock 1
. ny-kosher -kravi . i df . [s3 untraceabl e Gonnection - Protocol violation
159. 203. 125. 110|lLhited Sates |147.237.0. 16 il (SSL_OONN_CLI ENT_HELLO) None 1
m ny- kosher - kr avi . i I11egal Paraneter Encodi ng 3V4J%q>t(! SY: s38HM
93.172.240. 106 |lsrael 147.237.0. 17 : 03LQY L8@Z/ chvanZH 5>0c{ GBR PR i n None 1
df.il m ny- kosher -kravi . i df . i|/aj ax/ cr eat ecapt chai nage. aspx
37.187.57.8 France 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to v cogat . idf.il/xnirpc. php Bl ock 1
198.57.209. 102 |Uhited Sates |147.237.77. 170 |n@ar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/xmrpc. php B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i/ gi yus/ kadat z B ock 1
; . . D stributed Lhaut horized URL Access on
107.178.195. 171 |lhited Sates [147.237. 77. 216 |dover . i df . i | v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover . i df . il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
66. 249. 66. 25 I srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wanidf.il/idf/tenpl ates/innerpage. aspx |B ock 1
37.26.148.157 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock
195. 154. 227. 118|France 147.237.77. 216 |dover . i df .i | Mitiple I11egal HITP Version from195. 154. 227. 118 B ock
. . Uhaut hori zed URL Access to
176. 13. 20. 31 I srael 147.237.77.234|hal ag.i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
- . D stributed Lhaut hori zed URL Access on
93.172. 250. 134 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
; . . D stributed Lhaut horized URL Access on
204.13.200. 200 |thited Sates |147.237.77.216 [dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to
66.249.64. 9 I srael 147.237.77. 176 |nat pash. i df . i | WA cogat . i df . i1/ usef ul i nf or nat i on/ speaker of mat pash/ pages/ mangeno |Bl ock 1
nki t zbaot pensya. aspx
- . . Unaut hori zed URL Access to
192.243.55. 133 |Dom ni ca 147.237.72.166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59330&doci d=64983 Bt ock !
] - . D stributed Lhaut hori zed URL Access on
107. 178. 195. 171|lhited Sates |147.237.77. 216 |dover.i df . i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 66. 125 [ srael 147.237.77.74 |lawidf.il thauit hori zed LRL Access to Bock |1
v mag. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
37.187.57.8 France 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
196. 40. 97. 8 South Africa [147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 1
176. 13. 23. 58 | srael 147.237.72. 166 |aka. i df . i | SIS Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
99.237.104. 94 [Canada 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
. . Unhaut hori zed URL Access to
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 8/ 3288. | pg B ock 1
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