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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3248

66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 325
134.147. 203. 115 CGer many 147.237.76. 199 e.nakchal .idf.il [Block Udp All Nets drop 4

134. 147. 203. 115 Ger many 147. 237. 76. 199 e nakchal .idf.il [Bock Np Al Net drop 2
89.248.174. 4 Net her | ands 147.237.76. 201 e atal.idf.il B ock Np Al Net drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
23.95.248. 111 Lhited Sates 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 1

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Purple Gon_Limt Htp dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
182. 254. 149. 138 147.237.77. 216 Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
172. 98. 200. 238 147.237.76. 31 nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
131. 109. 15. 15 147. 237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 218. 246. 103 147.237.0. 16 Russi an Federation ny- kosher - kravi . i df.il ET SCAN NMAP -sS wi ndow 1024 1
77.109. 38. 223 147. 237.77. 61 kr ai ne e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
172. 98. 200. 238 147.237.76. 31 nakchal . i df il ET SCAN NMAP -sS wi ndow 4096 1
131. 109. 15. 15 147.237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 4096 1
91. 218. 246. 103 147. 237.0. 35 Russi an Federation akavs. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
77.109. 38. 223 147. 237.77. 233 Wkrai ne atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
210.117.121. 60 147. 237. 76. 86 Korea, Republic of navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrul e drop 34
100. 36. 168. 5 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [nonitor 6
186. 128. 163. 166|Argenti na 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. | Bl ock HITP Non Conpl i ant Failed to hand e connection data |nonitor |4
207.241.225. 194|Lhited Sates  [147. 237. 72. 166 |aka.idf .i drop SAMrul e drop 4
5.39. 93. 143 France 147.237. 77. 176 |mat pash. i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |3
Sreaning Engine: TGP Invalid i i ssi
79.176.7.171  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
207.46.13.75  |Uited Qates  |147.237. 77. 243 [nobi 1 e.i of . i1 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.171  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.150.186 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
41.42.13.193 Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or
185. 130. 5. 231 147.237. 76. 148 |gocent er. aka. i of . i |dr op drop
Sreaning Engine: TCP Invalid i i ssi
157.55.39.2  |wited Sates  |147. 237. 72. 166 |aka i of .i 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
Vb Server Enforcenent HTTP Deni
2.54.132.165 |Israel 147. 237. 77. 216 |dover . i of . i | _ Véb Servers S ow Denial of 1 et 2
Mol ation Servi ce
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
151. 80. 164. 147 |ltaly 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
77.237.146.28 |Czech Republic |147.237.77.235|sviva.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or
184.105.139.91 |Wnited Sates [147.237.8.50 |e.tikshw.idf.il |Geo-1ocation enfor cenent i?;;lrggilmon I nbound drop 1
216.218. 206. 106|lhited Sates  [147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
104.130.78.65 |[thited Sates  |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |nonitor |1
74.73.151.222 |united Sates  |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 1
185. 130. 5. 231 147.237.76. 199 [e. nakchal .idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 70 |lhited Sates [147.237.77. 176 |natpash.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
41.42.13.193 Egypt 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 130. 5. 231 147.237.76. 176 |test.ncore.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.98 |Wited Sates [|147.237.76.30 |hinmush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 120|Wnited Sates  |147.237.77.212|e.dover.idf.il  [Geo-1ocation enf or cenent Sﬁ?o'rggi:]f” I nbound drop 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
213.8.116.175 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
74.82.47.35 Lhited Sates  [147.237.77.178|e.matpash.icf.il |Geo- | ocation enf or cenent S;?O'rgzi:]?n I nbound drop 1
185. 130. 5. 231 147.237.76. 201 |e. atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
216.218.206. 72 |Wited Sates |147.237.76.202|e.halag.icf.il  |Geo-1ocati on enfor cement Sf]?o'rggi'nfn I nbound drop 1
81.169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 1
185. 130. 5. 231 147.237.76. 177 |ncore.idf . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.52.177.28 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
184.105. 139. 111|thited Sates  |147.237.77. 235 [sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
130. 193. 50. 33 RJSf;;”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
216.54.213.66 |lWiited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.50 Whited Sates  |147.237.76. 199 |e.nakchal .idf.il [Geo-1 ocation enf or cenent gﬁ?glggi'ﬂfn I nbound drop 1
185. 130. 5. 231 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237.76.34 |yohal an.idf.il drop drop 1
184.105.139. 67 |Lhited Sates |147.237.77.235|sviva.idf.il dr op SAMrule drop 1
216.218.206. 94 |lited Sates  [147.237.0.200 [nau.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
91.143.235. 171 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
208. 115.111. 68 |lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
5.2.81. 160 Tur key 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from5. 2. 81. 160 Bl ock 5
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Uhauthorized URL Access from 192. 243, 55. 131 Bl ock 3
84.108.144.19 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 3
2.54.6.203 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
79.181.33.2 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
66.249.65.112 [Israel 147.237.76. 42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 112 Bl ock 1
5.2.81. 160 Tur key 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-adm n/ Bl ock 1
195. 154. 194. 111 |France 147.237.77. 216 |dover . i df . i | PHP Attenpt Bl ock 1
131.253.25. 172 |lited Sates |147.237.77. 216 |dover.idf . il Unaut hori zed HTTP Met hod B ock 1
Illegal Byte Code Character in URL /mivtza>xj xYxex! xX"x2xAY/x?x7
X0 Xj X?XMMxExe</ >, X| XZX—X"X?PX?X?XZx02 X"X>A; AE€ZxCxX"x¥
x: XexX>XexX ™™ </ p></ di v>
68.180.228. 112 |Lhited Sates [147. 237.77. 216 (dover.i df .i | B ock 1
</ div>
<t abl e cel | spaci ng=
207. 46.13. 75 Lhited Sates |147.237.77. 216 |dover.idf.il Ml tipl e Unauthorized URL Access from 207.46.13. 75 Bl ock 1
46.231.201. 171 |Sntzerland [147.237.72.166|aka.idf.il Dstributed PHP Attenpt Bl ock 1
184. 168. 200. 81 |Uhited Sates |147.237.72. 166 |aka. i df . | Uhaut hori zed URL Access to wwu aka. i df.i|/xmrpc. php Bl ock 1
ny- kosher -kravi .id .
104. 236. 201. 124 147.237.0. 16 £l Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
66.249. 65. 118  |Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut hori zed URL Access from 66. 249. 65. 118 Bl ock 1
24.104.243.131 |Wited Sates [147.237.77. 216 |dover.idf.i | Uhaut hori zed URL Access to waw idf.il./ B ock 1
195. 154. 194. 111 |France 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
131.253.25.172 |lnited Sates |147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wawidf.il/i/jot Bl ock 1
77.237.146. 28 gg;lhic 147.237.77.235|svi va. i df .i | Unaut hor i zed Met hod HEAD for / B ock 1
; ] . Unhaut hori zed URL Access to
208.115.113.93 |Uhited Sates 147. 237.76.42 |refuah. i df.il v ref ua. atal . i df.il/tenpl at es/ shared/ user cont r ol s/ header upper / Bl ock !
46.231.201.171 |Snitzerland |[147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to aka.idf.il/xnrpc. php Bl ock 1
192. 243.55. 130 |Donini ca 147.237.72. 166 |aka. i df . i | Mil tiple Uhaut horized URL Access from 192. 243. 55. 130 B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates |147.237.77.216 |dover.idf . il v i df i | / 1133- 22638- hel dover . aspx. B ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/ vi ew i ngt op. asp Bl ock 1
; ] . Unhaut hori zed URL Access to
40.77. 167. 23 Lhited Sates |147.237.77. 176 |nat pash_ idf.il Wi cogat . i df . i 1/ eport s/ wat err epor t 34. pub B ock 1
] . . DO stributed Lhaut hori zed URL Access on
204.13.200. 200 [Wited Sates 147.237.77.216 |dover. i df .|| v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
157. 55. 39. 77 Lhited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df . il/hone/ def aul t. aspx B ock 1
64. 85. 160. 49 Whited Sates [147.237.77. 216 |dover. i df .il Uhaut hor i zed LRL Access to ww i df . i|/kesher B ock
2.54.158. 143 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wanidf.il/error.htm Bl ock
; . ] D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77. 216 [dover . i df . i | v i df i | / 1133 22461- he/ dover . aspx. B ock 1
. - DO stributed Lhaut hori zed URL Access on
66. 249. 66. 31 I srael 147.237.77. 216 |dover. i df . il Wi i df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 1
; . ] D stributed Lhaut horized URL Access on
204.13.200. 200 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. B ock 1
_ ny- kosher - kravi .id _ o
40.77.167. 76 Lhited Sates [147. 237.0. 16 £l Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
; . . Unhaut hori zed URL Access to
157.55.39. 178 |lhited Sates |147.237.77.233|atal .idf.il 147. 237. 77. 2331 si p, st or agel fi | es/ 7/ 2227. | pg B ock 1
Unhaut hori zed URL Access to
66. 249. 64. 17 I srael 147.237.77. 176 |mat pash. i df . i | WA cogat . i df . i |/ useful i nformation/i dkoni i pages/ 07092010shcheni sr |Bl ock 1
ael i . aspx
Unaut hori zed URL Access to
192. 243.55. 131 |Doni ni ca 147.237.77.74 [lawidf.il ww g, i df i |/ tenpl ates/ getfil e/ getfil e. aspx?fil ename=xgf 5b3nol wvy3 |[B ock 1
ncdghpa2f cdhphdm t xdk4nt5kb2n¥& nf ocent eri t en¥t r ue
. . D stributed Uhauthori zed URL Access on
109. 201. 152. 248|Net herl ands  [147. 237. 77. 216 [dover . i df . i | v i df i | / 1133 22638- he/ dover . aspx. B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
-kosher-kravi .id i
207.46.13.69  |nited Sates [147.237.0.16 |, Wnaut hori zed URL Access to . . B ock 1
foil wan ny- kosher -kravi . i df . il /tenpl ates/ | ogi n/ I ogi n. aspx
. . D stributed Lhaut hori zed URL Access on
46.166. 190. 135 |Netherlands |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
184. 168. 200. 81 |Uhited Sates |147.237.72. 166 |aka. i df.i | PHP Attenpt Bl ock 1
104.131.15. 191 |lhited Sates |147.237.77.243|nobile.i df .i | Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
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