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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3549
122. 146. 243. 113 Tai wan 147.237.76. 148 gacenter.aka. idf.il [B ock Wp Al _Nets drop 1
5. 39. 20. 249 France 147.237. 76. 38 e.eneitav.idf.il Bl ock Wp Al Nets drop 1
66.102. 9. 21 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
112. 90. 184. 50 Chi na 147.237.76.176 test.ncore.idf.il JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
2.54.176. 123 147.237.77. 216 I srael dover.idf.il ET SCAN NVAP -sA (2) 2
93. 174. 93. 203 147. 237. 76. 201 Net her | ands eatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.77.19 Lhited Sates lawforumidf.il ET SCAN NMAP -sS w ndow 2048 1
50. 204. 188. 142 147.237.77.19 Lhited Sates lawforumidf.il ET SCAN NVAP -f -sS 1
195. 154. 90. 21 147.237.0. 19 France madi matal .idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 238 147. 237. 76. 39 nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
162. 242. 245. 138 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
104. 219. 238. 10 147.237.0. 19 madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
65. 60. 36. 203 147. 237.72. 217 Lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.77.19 Lhited Sates lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 39. 222. 253 147.237.0. 19 Net her | ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 77 147.237.76. 31 Lhited Sates nakchal .i df il ET DROP DBshield B ock Listed Source 1
172. 98. 200. 238 147. 237.76. 39 nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
162. 242. 245. 138 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 35

196.35.141.138 [South Arica  [147.237.77. 216 |dover. i df .l Bad TCP sequence SiNretransmt with different | o000 |29

w ndow scal e

195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
Sreanmng Engine: TCP Invalid i i ssi

79.176. 146. 110 i srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

212.179.8.162 |Israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. 14
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

166.171. 248. 115U ted Sates  |147. 237. 72. 167 |i shuri maka. i df .1 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.

46. 19. 86. 188 I srael 147.237.72. 167 |i shurimaka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 11
Sreanming Engine: TCP Invalid i i ssi

66.249.78.37  |ited Sates |[147.237.77. 234 |halag.idf. il 9 =g Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

149.78.59.83  |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.

212.143.142.56 |l srael 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 7

41. 33. 232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6

80.178. 150. 48 [l srael 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

195.34.150. 18  |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |4

46. 19. 85. 53 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |4

82.145. 219. 167 |Europe 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

reanmn ine: TCP Invali i i ssi

207.46.13.14  |wited Sates |147.237.72. 166 |aka.idf.il Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 4
Ret r ansni ssi on Packet dropped.

185. 32. 179. 246 |l srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi

109. 64. 206. 228 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

176.13.21.227 |Israel 147. 237. 77. 243 |nobi l e. i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 66. 22. 145 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.

89. 75. 36. 147 Pol and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi

79.176.160.94 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

46.19. 86. 188 | srael 147.237.72. 167 |i shurimaka.i df.i | g .g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

185.3.147. 142 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

46.19. 85. 53 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.179.69. 159 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.

91.200.12.106 |Ukraine 147.237.77.74 |lawidf.il drop SAMrule drop 3
Sreaming Engine: TGP Invalid i i ssi

109. 64.59. 177  |[israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

37. 46. 39. 180 I srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber monitor |3
Sreanmng Engine: TCP Invalid i i ssi

79.181.26.17  |Israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

172.56.42.36  |Wiited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.

Russi an ) D Streaming Engine: TCP Inval i d |invalid segnent retransnission.

130.193.51.91 ration 147.237.76. 200 |ei tan. aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3

91.200. 12. 143  |lkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 2

46. 19. 85. 225 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreaming Engine: TGP Invalid i i ssi

66.249.65.109 |Wited Sates |147.237.77.234|halag.idf. il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.

46. 19. 85. 53 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber alert 2

185. 120. 126. 24 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
Sreaming Engine: TGP Invalid i i ssi

208.115.111.73 |tited Sates |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 2

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2

46. 19. 85. 53 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreanmng Engine: TCP Invalid i i ssi

66.249. 64.250 |Uited Sates |147.237.77. 234 |hal ag i o i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

185. 130. 5. 235 147.237. 77. 216 |dover.i df .i | drop SAMrule drop

81. 169. 237. 146 |Ger many 147.237.76. 177 |ncore.i df .il drop SAMrul e drop

77.237.146.28 |Czech Republic |147. 237. 77. 226 "‘i"‘l’w‘:ha"atz'aka"df Bl ock HTTP Non Conpl i ant Response out of state nonitor |1

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1

212.179. 220. 105/l srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1

195. 60. 232. 57  |Israel 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

37.142.130.89 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 1

84.228.11.174 |lIsrael 147.237.77. 176 |nat pash. i of .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
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A tacker
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Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176. 13. 20. 31 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 51
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 192. 243, 55. 130 B ock 3
75.119.200. 140 [lnited Sates [147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 75. 119. 200. 140 B ock 3
84.108.144.19 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
46. 19. 86. 153 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 2
66. 249. 66. 25 I srael 147.237.77. 216 |dover. i df . il Mil tipl e Unaut horized URL Access from 66. 249. 66. 25 B ock 2
149. 88. 253. 100 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |hited Sates |[147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
46.19. 85. 50 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
109. 64. 206. 228 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in LRL from109. 64. 206. 228 B ock 1
69.197.169.202 |lnited Sates[147.237.0.34 |ti kshuv.idf.il Ml tipl e Unaut horized URL Access from 69. 197. 169. 202 B ock 1
196. 35. 141. 138 |South Africa |147.237.77.216|dover.idf .il Enmail collector robots 14 Bl ock 1
54.186.248.49 |Wnited Sates |[147.237.77. 216 |dover.i df .il Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il Bl ock 1
2.52.180. 24 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 1
174.49. 73. 68 Lhited Sates [147. 237. 77. 216 |dover. i df . i | Lhaut hori zed URL Access to waidf.il/aman/ B ock 1
Unaut hori zed URL Access to
. ] www i df . i1/ 1133- 20451- he/ i df gdover . aspx&a=u&ed=0ahukew eqd2y
95.86.73.62 I srael 147.237.77. 216 |dover . i df . i | 653kahvcur okhf vxdo44f bancbcwbq&usg=af gj cnewxi 7ko- zphp_0- d9u Bl ock !
8ot | bf nea
. . - Unaut hori zed URL Access to
66. 249. 69. 38 | srael 147.237.77.243|nobi | e. i df . i | nobi | . i df i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1730 B ock 1
207. 46. 13. 14 Lhited Sates [147.237.72. 166 |aka. i df . il Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Untraceabl e S9. Sessions: sigal gs oS Atack None 1
. . - D stributed Lhaut hori zed URL Access on
109.163.234.5  |Romani a 147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
196. 35. 141. 138 |South Africa |147.237.77.216|dover.idf.il eMai | Hoardi ng B ock 1
. - Unaut hori zed URL Access to
66.249.65.112  [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel fi | es/ 3 3493, | pg B ock 1
2.54.51.73 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
; . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77. 216 |dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gi yus/ gener al . aspx B ock 1
Unhaut hori zed URL Access to
207. 46.13. 75 Uhited Sates [147.237. 77. 216 |dover. i df .i | ww i df . i 1/ navy/ ht m / hi st ory/ bynont h/ himay. ht mex@<™x™x~ B ock 1
x3+11&hl =i w
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthori zed URL Access from 192. 243, 55. 131 B ock 1
. . D stributed Lhaut hori zed URL Access on
46.166.186. 212 |Netherlands [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
149. 88. 244.63  |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS A tack None 1
75.119.200. 140 [nited Sates [147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
198. 20. 69. 77 Lhited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
40.77.167.8 Lhited Sates [147. 237. 72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/defaul t.aspx B ock 1
176.13.21.227 |israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
’ . . O stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77. 216 |dover . i df . i | v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.78.234  |[Israel 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
208.115.111.73 |lnited Sates [147.237.72. 166 |aka. i df . i | Distributed Suspicious Response GCode_Qust om Tenpor ary B ock 1
- . . Unhaut hori zed URL Access to
192.243.55. 131 |Dom ni ca 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=62117&doci d=76428 Bl ock !
50.62.161.194 [lnited Sates [147.237.72. 166 |aka.idf . il PHP Att enpt B ock 1
www. chanat z. aka. i
77.237. 146,28 | 28N 147.237.77.226| . . Unaut hor | zed URL Access to / B ock 1
Republ i ¢ df.il
] . - D stributed Lhaut hori zed URL Access on
204.13.200. 200 |lhited Sates|147.237.77.216 |dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 66. 25 | srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/error. htm B ock 1
’ . . Unaut hori zed URL Access to
40.77.167.23  |Wited Sates [147.237.77. 176 |nat pash. i df . i | v cogat . i df i 1/901- 11019- en/ cogat . aspx. Bl ock 1
178. 255. 215. 87 |France 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
109. 64. 206. 228 I srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in LR /mainkapatz//res Bock |1
our ces/ i mages/ i nner page/ goback. gi f
69.197.169.202 |lnited Sates[147.237.0.34 |ti kshuv.idf.il Ostributed PHP At tenpt B ock 1
217.132. 112. 163|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/eitan/listpage B ock 1
50.62.161.194 |lnited Sates [147.237.72. 166 |aka.idf . il Unaut hori zed URL Access to waw aka. i df . i|/xmrpc. php B ock 1
157.55.39. 152 |Uited Sates |147.237.72. 166 |aka. i df . i Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
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