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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3011

66. 249. 73. 206 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 594

109. 67. 125. 101 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6

66. 102. 9. 21 Lhited Sates 147.237.72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - r eset 1

89. 248.174. 4 Net her | ands 147.237.76. 34 yohal an. i df .i | B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

213.87.145.33 |147.237.72. 166 gj::;”ion aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 96
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
200. 109. 159. 94 [147. 237. 76. 200 |Venezuel a eitan aka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 197 |Chi na e himsh.idf.il ET SCAN Potential SSH Scan 1
200. 109. 159. 94 [147.237.0.34 |Venezuel a ti kshuv. i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 38 |[China eeneitav.idf.il ET SCAN Potential SSH Scan 1
195.154.90. 21  |147.237.76.42 |Fance refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.50 |China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
117. 25. 155. 164 |147.237.8.28 [China e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
59. 45. 79. 117 147.237.8.24 |China elifestyleidf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 76. 34 [Turkey yohal an. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 176 |Chi na mat pash. i df .i | ET SCAN Potential SSH Scan 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
59. 45. 79. 117 147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
200. 109. 159. 94 |147.237. 76. 197 [Venezuel a e. hinush. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
200. 109. 159. 94 [147.237.0.15 |Venezuel a kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
117. 25. 155. 164 |147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147.237.0. 200 |China rdu. i df il ET SCAN Potential SSH Scan 1
89.139. 18.224  |147.237.77. 216 |l srael dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
59. 45. 79. 117 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
0489 206. 122|147 237 77 19 |canada | aveforumi df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

59. 45. 79. 117 147.237.77.19 |China | awforumidf . il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 200 [Chi na eitan. aka. idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

count ry Target Address |Ste Signature

212.179. 21. 194 I srael 147.237.77. 170 [n@arachot .idf .il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1019
Sreaning Engine: TGP Invalid i i ssi

79.182. 150. 164 I srael 147. 237. 76. 147 |chi nuch. aka. i df . | 9 =9 Invalid segnent retransmssion. |, 42
Ret r ansni ssi on Packet dr opped.

213.87. 145,33 |Ssian 147.237.72. 166 |aka.i df . i drop First packet isn't SWN drop 40

Federati on

41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

46.19.85.145 |[Israel 147.237.72. 167 |ishurimaka. i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 29

195. 239. 16. 53 E;Z:::{'ion 147.237.77.74 |lawidf il B ock HTTP Non Conpl i ant Failed to handle connection data  |menitor |26

195. 239. 16. 40 gj;;”ion 147.237.77.74 |lawidi.il Bl ock HTTP Non Conpl i ant Failed to handl e comnection data  [monitor |26
Sreanming Engine: TCP Invalid i i ssi

77.127.217.15 |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.

46.19.85.6 | srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 22

141.0.14.181 |Europe 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 20
Sreaning Engine: TGP Invalid ' i ssi

217.132. 125. 97 |I sr ael 147. 237.77. 243 |mobi l e. i f i 9 =9 Inval i d segrent retransmssi on. dr op 18
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi

85.250.26.77 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segent retransmssion. drop 10
Ret r ansni ssi on Packet dropped.

76. 4. 141. 93 Lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor |9

s SWNretransmit wth different .

176. 13.22. 246 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e monitor (8

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

2.54. 160. 83 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect

2.54.183.169 [Israel 147.237.72. 166 |aka i of .i | SYN Attack SYN -> SYN-ACK -> RST rej ect

37.142.68.116 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SINAK retransmt with different oo ior |6

w ndow scal e

41.33.232.66 |Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaning Engine: TQP Invalid i i ssi

5.29.189.173 [Israel 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

46.19.86.81  |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

2.54.143.66  |Israel 147.237.72. 167 |i shuri maka. i df . i g =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

75.196.149.73 |Wited Sates  |147.237.77. 216 |dover.idf il 9 =9 Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.

77.125.86.3  |Israel 147.237.77. 233 |atal i i1 Bad TCP sequence SN retransmt wih different monitor |5
w ndow scal e

Streaming BEngine: TCP Invalid |invalid segrent retransnission.

207.46.13.14 |wited Sates  [147.237.72. 166 |aka.idf .i | 2 dro 4
Ret r ansni ssi on Packet dr opped. P
reaming BEngi ne: TCP Invali i i ssi
66.249.78.146 |lhited Sates |147.237. 72. 166 |aka i df. il Streamng Engi ne: TCP Invalid finvalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dr opped.
s SWNretransnmit wth different )
84.228.78.60 |[lIsrael 147. 237. 72. 156 |anan.i df .i Bad TCP sequence i hdow scal e noni t or 4
37.46.39.122  |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
195. 34.150. 18 |Austria 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |noni tor
31. 210. 187. 240 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
213. 87. 145. 33 ?é;;:tnion 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
5.102. 253. 8 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or
109. 65. 180. 164 |I srael 147. 237. 77. 216 |dover . i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
reamn ine: TCP Invali i i ssi
109. 64. 130. 128 |I srael 147, 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.69.46 |lhited Sates  |147.237.77.243|nobile idf. il 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
188. 120. 159. 24 |l srael 147.237.77. 216 |dover.i df il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 3
Sreaning Engine: TGP Invalid i i ssi
5.102.254.72  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, ) 3
Ret r ansni ssi on Packet dr opped.
reaming BEngi ne: TCP Invali i i ssi
109. 66.14.12  |israel 147.237.77. 243 |rbi e i1 | SAMNg Enginer TCP Invalid  invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
84.110.39.84 |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, ) 3
Ret r ansni ssi on Packet dr opped.
reaming BEngi ne: TCP Invali i i ssi
185.3.147. 167 |Israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.223 |israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
37.46.39. 38 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid ' i ssi
82.81.41.70  |Israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.185.10  [Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
46.19.85.252  |Israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
85. 130. 232. 224 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.181. 219. 45 |Israel 147. 237. 77. 243 |nobi l e.i df . i1 9 59 Invalid segnent retransmssion. dr op 3

Ret r ansm ssi on Packet dr opped.
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A tacker
Count ry

Target Address |dte

Signature
Sreaning Engine: TGP Invalid

Ret r ansm ssi on

Packet dropped.

109. 67.9.154 [ srael 147.237.72. 166 |aka. i df .i | > = Inval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.36.2 I srael 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i SSi
77.127.84.158 |Israel 147.237.72. 166 |aka. i df .i | 9 =g Invalid segment retransmssion. drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
77.126.95.207 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 112
77.126.95.207 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 96
85.250. 245.85 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 92
109. 253. 206. 238 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 79
46. 19. 85. 49 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 38
85. 250. 245.85 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 33
109. 253. 206. 238 srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 33
80.246.133.48 | srael 147.237.0.34 |tikshuv.idf.il ;g?zﬁ,r_'yl;; de Sane Response (ode (404) in Session from Bock |29
85. 250. 26. 77 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 66. 49. 109  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
217.132.125.97 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
217.132.125.97 [Israel 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
46. 19. 86. 155 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.31.154 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
46. 19. 85. 254 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
185.32.179.67 |Israel 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 2
77.126.92.9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
85. 250. 56. 250 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
192. 243.55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192. 243.55. 138 B ock 2
5.29.189. 173 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.52.174. 67 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
109.64.110. 212 |l srael 147.237.76.42 [refuah.idf.il murtgzra: Ztegl ﬁf_fffre:ssojr?:e/ user f ol | ow esour ce/ creat e/ Bl ock !
77.125.86.3 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
199. 203. 122. 1731 srael 147.237.76.42 |refuah.idf.il \Twa]:;i;g‘;e.\iﬂd?ﬁi /033:9}?5:1;63;}: gspx Bock |1
5. 29. 247. 163 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
157.55.39.41  [thited Sates |147.237.77.234|hal ag.idf.il D stributed Wnauthorized URL Access on 147.237.77. 234/ robot s. t xt B ock 1
84. 228. 78. 60 I srael 147.237.72. 156 [aman. i df . i | Too Many Cookies in a Request - 101 cooki es Bl ock 1
77.127.225.192 |[israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter _ in ww aka. idf.il/main/giyus/general . aspx None 1
109. 186.38.38 |l srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 1
66.249.78.160 |lsrael 147.237.72.166|aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
213. 8. 204. 35 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
95. 86. 72. 159 I srael 147.237.77. 170 |n@ar achot . i df . i | [Mil ti pl e Unaut hori zed URL Access from 95. 86. 72. 159 Bl ock 1
46. 19. 85. 193 | srael 147.237.72.166|aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
176.13.23.223 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
80. 246. 136. 2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: si gal gs oS Attack None 1
77.126.86.111 |lsrael 147.237.72.166|aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
46.120. 106. 182 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i|/nai n/ sachar/ undefi ned B ock 1
207.46.13.103 |thited Sates [147.237.76.30 |hi nush.idf.il PHP Attenpt Bl ock 1
85.250.252.78 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
5. 29. 251. 225 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/hone B ock 1
173.252.74.96 |lhited Sates |147.237.72.166|aka. i df .il Untraceabl e SIL Sessi ons: sigal gs oS Attack None 1
Extrenel y Long Paraneter in wwyaka. idf.il
85. 65.169. 242  [Israel 147.237.72. 166 |aka. i df . i | YUDT YAAYDT YAT UDT %0 5UD7 YAL UDT7 YAA+UDT Y0 4 %DT7 %9 1 %D7 %9 9%D7 %A |B ock 1
A+YD7 YO 4YD7 YA ¥D7 YA YD7 %0 9+ YD7 %O 1 %D7 %O 0 ¥D7 YA8 %
79.179.119. 153 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 253.132. 21 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
95. 86. 72. 159 I srael 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed LR Access to maarachot.idf.il/pdf/files/4/110474. pdf Bl ock 1
66.249. 78.240 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
213.8.204.43  |Israel 147.237.72.166 |aka. i df . i | %ﬁgﬁﬂfﬁfﬁﬁf& - Protocol vidlation None 1
85. 250. 26. 77 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
2.54.189. 179 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
141.8.132.78 g;z:;nl on 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to ww i df.il/consol e/ core/ doc_ngr/nazi.idf.il |B ock 1
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