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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3000

66. 249. 73. 206 | srael 147.237.77. 170 naarachot.idf.il |TQP handshake viol ation, first packet not syn |drop 163

82. 145. 217. 150 Eur ope 147. 237. 76. 42 refuah.idf.il B ock Ip Véb In drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

183. 60. 48. 25 Chi na 147.237. 76. 196 e.svivaidf.il JLM Under Attack_Con_Tcp drop 2

66. 249. 93. 182 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - r eset 1
66.102. 9. 118 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
89.248.174. 4 Net her | ands 147.237. 76. 38 eeneitav.idf.il |Bock Np Al _Net drop 1
89.248.174. 4 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |[Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

151. 80. 31. 135 Italy 147. 237.76. 42 refuah.idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Qountry

Signature

Scan or Infection

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. . . |ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons,
217.27.159.74 |147.237.8.28 |kraine e. mobi | e-ks. i df.il . 1
Potential Scan or Brute Force
_ o ET DO5 Large amount of TCP Zer oWndow - Possibl e Nkiller2 DDos
79.178.122. 191 |147. 237.76. 30 |[lsrael hi nush. i df .i 1
attack
. |ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential
5.39.222.196 |147.237.76. 176 |Net her| ands test.ncore.idf.il ) 1
Scan or Infection
5.39.222.196 [147.237.76.31 [Netherlands nakchal . i df il ET SCAN NVAP -sS wi ndow 1024 1
40.115.58.160 [147.237.0.34 [lhited Sates [tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
L ET SCAN Behavioral Uhusual |y fast Terminal Server Traffic, Potential
5. 39. 222. 196 147.237.76. 86 [Net herl ands navy.idf.il 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
37.26.148. 163 |Israel 147.237.77.233|ata .idf.il dr op First packet isn't SN drop 286
Sreanmng Engine: TGP Invalid i i ssi
84.94.96.73  |Israel 147.237.0.34  |tikshwv.idf.il 9 =9 Invalid segnent retransmssion. |, 105
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
Sreanming Engine: TCP Invalid i i ssi
84.94.96. 73 | srael 147. 237. 76. 147 |chi nuch. aka. i df .i | g .g Inval i d segrent retransmssi on. drop 33
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.143.9 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.178.183.81 |Israel 147. 237.77. 243 |mobi l e. i i 9 =9 Inval i d segrent retransmssi on. dr op 15
Ret r ansni ssi on Packet dr opped.
85. 250. 236. 129 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 12
85. 250. 236. 129 | srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
46.19. 85. 53 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreaming Engine: TP Invalid i i ssi
2.54.25.192  [israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
82. 145. 221. 193 |Eur ope 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
84.109. 6. 50 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 10
84.109. 6. 50 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence noni t or 10
2.54.185.177 |israel 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 10
84. 109. 6. 50 I srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 8
84. 108. 220. 108 |I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
84.109. 6. 50 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
31. 210. 187. 151 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 53 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaning Engine: TCP Invalid i i ssi
5.22.129.97  |Israel 147. 237.77. 243 |mobi l e. i f i 9 =9 Inval i d segrent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 22 I srael 147. 237. 72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
41.33.232.66  |Egypt 147.237.77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |noni tor
Sreaming Engine: TP Invalid i i ssi
77.125.1.165 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149.170 |Israel 147. 237.77. 243 |mobi l e. i f i 9 =9 Inval i d segrent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
46.117.137. 43 |lsrael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 6
reamn ine: TCP Invali i i ssi
109.65.22.31  |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.147.236 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 95 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 85. 95 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 5
79.181.3.122  |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
84.109. 6. 50 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 5
84.228. 161. 111 |I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 5
109. 67. 157. 34 |l srael 147.237.72. 166 |aka.i df .il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 4
. . SYNHAK retransmit with different .
84.109. 6. 50 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 4
reaming BEngine: TCP Invali i i ssi
80. 246. 130. 131 |l srael 147.237.76. 200 [ei tan aka i of 1 || S NG Enginer TCP Invalid  invalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dr opped.
37.26.148.238 |[lsrael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence noni t or
46.19.86.122  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.219 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanmng Engine: TCP Invalid i i ssi
79.176.168.54 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, ) 3
Ret r ansni ssi on Packet dr opped.
2.54.152.146 |israel 147.237.72. 166 |aka.idf il SYN Attack rej ect 3
Sreaning Engine: TCP Invalid i i ssi
109. 65.22.50 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.178.211.23 [israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.132.54  |Israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
Russi an ) S Sreaming Engine: TCP Invalid Invalid segnent retransnission.
5. 45. 254. 226 Feder ati on 147.237.0.34 |tikshuv.idf.il Ret r ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
79.177.131. 41 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
Russi an e Sreaming Engine: TCP Invalid Inval i d segnent retransnission.
141.8.132. 112 |Z o 147. 237. 72. 166 |aka.i of .i Ret 1 ansmi Ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
109. 66.0.179  |Israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
i Sreaming Engine: TP Invalid i i ssi
185. 54, 239, 200 |USs!an 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Feder ati on Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Count ry Target Address |[Site S gnature Action ‘Count
46.19.85.149  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 339
46.19.85.149 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 225
79.180.35.192 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 201
176.13.9.25 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 86
213.57.40. 247 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 59
79.180.35.192 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 55
176.13.9.25 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 54
46.19.85.149 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 39
213.57. 40. 247 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 32
31. 168. 186. 121 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 24
79.180.35. 192 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 18
5.22.130.230 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 16
149. 88. 109. 83 |[lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 9
46.120.86.30 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 9
208.115.111. 72 |Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forunasp/ showforumasp  [B ock 6
109. 67. 157. 34 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ hore/ def aul t . aspx B ock 4
192. 243. 55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhauthorized URL Access from 192. 243, 55, 131 B ock 3
149. 88.231. 20 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
66.249.66.25 |Israel 147.237.77. 216 |dover . i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 66. 25 B ock 3
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhauthorized URL Access from 192. 243, 55. 133 B ock 3
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 135 B ock 3
5.102. 254.174 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
37.26.149.198 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 2
204.13.200. 200 |Uhited Sates [147.237.77. 216 |dover. i df . i1 |00 e lfggg’;g?ﬂe%v’;‘ffssp;” Bock |2
107. 178.194. 79 |Uited States [147.237.77. 216 [dover.idf. il [0 5" ted 1?:;}:;;5?&%\/’??:&” Bl ock 2
204.13.200. 200 |Uhited Sates [147.237.77. 216 |dover. i df . i1 |0 o e lfggg’g;;?ﬂe%v’;‘ffssp;” Bock |2
46.19.86.155 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
149. 78. 231. 192 |I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 2
85. 64.2.54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
40.77.167.42 |Wited Sates |147.237.77.216|dover.idf.il Unhaut hori zed LR Access to waw i df.il/1523-en/ dover. aspx+ df bl og B ock 1
Unaut hori zed URL Access to
192. 243. 55. 138 |Domi ni ca 147.237.72. 166 |aka. i df . i | vy aka. i df . i1 /sites/klali/defaul t.asp?sitei d=43314&cat i d=43385&doci d=46 |Bl ock 1
888&l i st=1

66. 249. 65. 118 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
208. 115. 111. 73 |Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw i df.il/irag/ english/info.asp B ock 1
95.86.125.63 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. idf.il/main/giyus/ B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55. 136 B ock 1
82.81.40.77 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
77.127. 216. 185 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.54.179.110 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/eitan/ pratinpirteychayal B ock 1
62. 94. 44. 50 Italy 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
85. 250. 105. 157 |l srael 147.237.72.166 |aka. i df . i | :‘j‘rwa;;e: d??? /ﬂi{“ﬁﬁ';;:r” a”igef alt asp None 1
40.77.167.83 |Wnited Sates [147.237.72.166|aka.idf.i | Distributed Whaut horized URL Access on 147.237. 72. 166/ Bl ock 1
192.243.55.132 |Domnica  |147.237.72. 166 |aka. i df . i | m“;g_ri' gfe_di Iﬁmf]cf;z;i?mgener o aspx7cat | d-50069 Bl ock 1
212.34.12.56  |Jordan 147.237.77.216|dover. i df .i | I11egal HITP \ersion Bl ock 1
37.142.68.37 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55, 137 B ock 1
84.108.45.38 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
79.177.37.174 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
5.22.129. 97 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df.il/giyus/kadatz Bl ock 1
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