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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address |Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 3566
85. 64. 71. 65 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
66. 249. 78. 153 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Count
188. 165. 15. 119 France 147.237.77. 233 atal.idf.il (228: HITP. AhrefBot craw er B ock 1
188. 165. 15. 203 France 147.237.72. 167 ishurimaka.idf.il 28: HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
213. 8. 204. 41 147.237.0.19 |Israel nadi matal .idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 15
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249.78.151 |147.237.76.39 |Wited Sates |nobile neitav.idf.i|ET SCAN NVAP -sA (2) 2
37.143.82.50 147.237.76. 39 [Netherl ands nobi | e. nei tav.idf.i [ET SCAN NVAP -f -sS 1
183. 61. 109. 189 |147. 237. 76. 198 |Chi na e.yoha an.idf.il [ET SCAN NMVAP -sS wi ndow 4096 1
132 74.95. 21 147 237 77. 170 |1 st el et achot i df il ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
attack
131.109. 15. 15  [147.237.76. 176 |Whited Sates |test.ncore.idf.il [ET SCAN NVAP -sS w ndow 2048 1
106.75.199. 201 [147.237.8.45 |China eeitanidf.il SERVER APACPE Apache nod_ss| non- SS9 connection to SS. port 1
deni al of service attenpt
218.77.79. 38 147.237. 77. 212 |Chi na e.dover.idf.il ET SCAN Rapi d PGP3 (onnections - Possi bl e Brute Force Attack 1
88.249.106.23 |147.237. 77. 243 |Turkey nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 191. 56. 187 |147.237.76. 148 |Wnited Sates |gqcenter.aka idf.il [ET SCAN NMAP -sS wi ndow 3072 1
66. 249. 66. 61 147.237.72.166 |Whited Sates |aka.idf.il VEB- O3 redirect access 1
199. 191. 56. 187 |147.237.76. 148 |lhited Sates |ggcenter.aka idf.il [ET SCAN NVAP -f -sS 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
37.143.82.50 147.237.76. 39 [Netherl ands nobi | e.nei tav.idf.i [ET SCAN NVAP -sS wi ndow 2048 1
185.130. 5. 247  |147.237.77.212 e.dover.idf.il ET SCAN Potential SSH Scan 1
183. 61. 109. 189 |147. 237. 76. 198 [Chi na eyohalan.idf.il |[ET SCAN NMAP -sS wi ndow 3072 1
131.109. 15. 15 |147.237.76.176 |Lhited Sates |[test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
131.109. 15. 15 |147.237.76.176 |Lhited Sates |[test.ncore.idf.il |ET SCAN NVAP -f -sS 1
93.174.93.203 |147.237.76.86 |Netherlands navy. i df .il ET SCAN NVAP -sS w ndow 1024 1
199. 191. 56. 187 |147.237.76.148|lhited Sates [gqcenter.aka.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
46. 19. 85. 135 147.237. 72. 166 |I srael aka.idf.il portscan: TP Dstributed Portscan 1
198. 20. 69. 74 147.237.77.205|thited Sates |prisha.idf.il ET DRCP Dshi el d B ock Li sted Source 1
37.143.82.50 147.237.76. 39 [Netherl ands nobi | e.nei tav.idf.i[ET SCAN NVAP -sS wi ndow 3072 1
189. 203. 240. 181(147.237.0.33  |Mexi co idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
185. 99. 45. 169 147.237.77. 176 |nat pash. i of .i 1 |dr op Frst packet isn't SN drop 133
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 34
Sreanming Engine: TGP Invalid i i sSi
37.26.149.171 |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 21
Ret r ansmi ssi on Packet dropped.
84.228.78.60 |Israel 147.237.72.156 |anan.iof i1 [Bad TOP sequence S retransmt weh different wndow) oivor |15
5.102.254. 174 |[Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 13
185. 99. 45. 169 147.237.77. 176 |matpash. i df . i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
37.142.231.35 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 12
37.26. 146. 167 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 12
217.132.84.32 |lIsrael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 64 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 10
Sreanming Engine: TQP Invalid i i sSi
66.249.78.37  |lnited Sates |147.237.77.234|halag.idf. il 9 =g Invalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 64. 133. 209 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segrent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i sSi
109.67.48.74  |israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
87.68. 19. 83 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
79.180.205.69 | srael 147.237.77.233|atal .idf.il  |Bad TCP sequence izge”ansm't with different wndowl ooivor s
46.19. 85. 228 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
79.182.226.3 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 8
5.29.1.195 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
5.29.1.195 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or 8
85. 64. 66. 2 I'srael 147.237.77.234|ndl ag.icf.il  [Bad TCP sequence iz;e”ansm't wth different wndowl onivor s
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
46.19. 85. 135 I srael 147. 237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
212.68.153.26 |lsrael 147.237.76.86 |mavy.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 7
89.138.55.167 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
e SYNVACK retransmt wth different .
89.138.55.167 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal & noni t or 6
208.115.113.92 |Lhited States |147.237.77. 176 |natpash.idf.il |dr op First packet isn't SN drop
85. 65.138.212 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber aert
Sreamng Engine: TCP Invalid i i ssi
5.28. 154. 26 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
85.65.138.212 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 85. 135 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYNACK -> Ti meout rej ect
Sreaning Engine: TCP Invalid i i sSi
79.183. 226. 214 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 64.212. 44 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i sSi
82.80.146.24  |israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
46.19.86.217  |israel 147.237.0.34  |tikshuv.idf.il 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 135 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
5.29.1.195 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
46. 19. 86. 58 I srael 147.237.77.233|atal .idf.il |[Bad TCP sequence Invalid AGK nunber noni t or 6
197. 165. 156. 240|Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 6
79.177.31.160 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 228 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 5
46.19.86.217  [israel 147.237.77. 216 |dover.idf.il [Bad TOP sequence SINHAK retransmt with different foonior |5
w ndow scal e
46. 19. 85. 135 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 5
46.19. 85. 135 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 5
5.29.1.195 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 4
94.230.86.153 |l srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 4
5.102.254.174 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TGP Invalid ' i ssi
46.117.9.195  |israel 147. 237.77. 243 |mobi l e. i . i 9 =9 Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
5.29.1.195 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
91.200.12.143 |krai ne 147.237.77. 74 [lawidf.il drop SAMrule drop




01-09-2016-20:04:03 to 01-09-2016-21:04:03

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
213. 8. 204. 41 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 441
79.180. 111. 143 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 315
213.8.204.41  [Israel 147.237.0.19 |nadimatal .idf.il ;‘ig l\:r;yo :f 4;he Sane Response Qode (403) in Session from Bl ock 232
79.180. 111. 143 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 133
79.180.111. 143 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 104
213.8.204. 41 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 104
213. 8. 204. 33 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 101
46. 120. 86. 30 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 60
176.13. 5. 61 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 60
213. 8. 204. 41 | srael 147.237.0.19 |madimatal .idf.il ;’ig. l\él.anzyozf‘lihe Same Response Code (404) in Session from B ock 55
79.178.184.250 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 44
185.32.179.39 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 37
79. 180. 109. 238 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 32
176.13. 5. 61 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 24
85. 250. 174.66 |l srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/l ogin Bl ock 13
46. 19. 86. 182 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 7
109. 186. 168. 47 |l srael 147.237.77.243|nobi [ e.i df . i | Mil tipl e Unhaut hori zed URL Access from 109. 186. 168. 47 B ock 6
109. 226. 48. 121 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 5
5. 29. 33. 241 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from5.29. 33. 241 B ock 4
109. 253. 206. 196|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
192. 243.55. 131 |Donini ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 192.243. 55. 131 B ock 3
85.65.122.216 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/ 1/ B ock 3
46.117. 96. 44 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unauthorized URL Access from 46. 117. 96. 44 B ock 3
77.127.78.98 | srael 147.237.0. 17 g; niyl- kosher-kravi .| Miltiple Illegal Paraneter Encoding from77.127.78.98 None 3
46.117.96.44  |[israel 147.237.77. 243 |nobi l e. i df . i | mgﬂteh?réfz_??/tz‘eggfﬁsemZtesllistch” sdocunent s/ 1071 Bl ock 3
46. 19. 85. 102 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
109. 64. 133. 209 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
37.142.231.35 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
82. 166. 240. 203 I srael 147. 237.77. 243 |nobi | €. i df . i | m;ﬂt:?rd'fz?? , tgegpgrcﬁsesl:rptl(;tesll <t ehi | ddocunent s/ 1071 Bl ock 2
109. 64. 133. 209 |Israel 147.237.77. 243 |nobi l e. i df . i | m;ﬂt :?rd'fsz /tz‘egpgf;sem;esmst ehi | ddocunent </ 1536 Bl ock 2
149.78.231. 192 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL B ock 2
213.57.241.39 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from213.57.241.39 |B ock 2
2.54.158. 242 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut horized URL Access from 2. 54. 158, 242 B ock 2
109. 253. 130. 76 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109.186. 168. 47 |Israel 147.237.77. 243 |nobi | e. i df . i | nuqo;ﬂt:frc;fsz /t;legpgrcﬁsem‘;esmst hi | ddocunent </ 1362 Bl ock 2
71077808 s [147.257.0.17 [T KOSNET-KIAVET Parammter Type Miolation ct| 00Snt et aceftcer st apteria in g o |
2.54.189. 24 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
82.81.28. 10 I 'srael 147.237.77.216|dover . i df . i Ostributed Lhaut horized URL Access on waw i df .il/anan B ock 1
213. 8. 204. 33 I srael 147.237.0.19 |nadimatal .idf.il Mil tiple Untraceabl e SSL Sessions from213.8.204.33 (pen Mde) None 1
47.53.167.242 |lhited Sates|147.237.77.216|dover.i df.il Uhaut hori zed URL Access to waw idf.il/aman B ock 1
Unknown Par anet er
79.176.198.28 |[Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! aceHol der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
195. 154. 194. 111|France 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to wwy nag. i df.il/wp-1 ogin. php Bl ock 1
37.142.64.112 |Israel 147.237.72. 166 |aka. i df . i | Mal formed URL B ock 1
77.125.147.96 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
66. 249. 66. 31 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/1283-13115-en/ dover B ock 1
149.78.93.80 [l srael 147.237.0.19 |nadimatal.idf.il ?a(siit ;;:tu;ﬁ? d??‘ﬁ';%;'éﬁ;jajg‘/ fgg:fjna(j’(’;t qaunti ty. asp B ock 1
24.61.185.177 |Wited Sates|147.237.77.216|dover.idf.il SSL Untraceabl e Gonnection - Unsupported d pher None
84.228. 78. 60 I srael 147.237.72. 156 |anman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
2.54.14. 95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
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