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01-09-2016-18:04:06 to 01-09-2016-19:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 214 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3218
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3000
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1

182. 207. 134. 227 Chi na 147.237.76. 30 hi nush. i df .i | Bl ock_Up Al _Nets drop 1

182. 207. 134. 227 Chi na 147.237. 76. 31 nakchal .idf.il ock Wp Al _Nets drop 1




01-09-2016-18:04:06 to 01-09-2016-19:04:06

|Top Attackers In IPS|

At t acker Address|Attacker Qount ry Target Address |Site |Sgna1ure

188.161.82.52 [Palestinian Territory, Qrcupied147.237.77.176 |mat pash. i df . i1|14170: HTTP. B ank User-Agent (descriptor but no string) [B ock 3
188. 165. 15. 126 |France 147.237.76.30 |hinush.idf.il |28 HITP. AnrefBot craw er B ock 1
80. 87. 200. 38 Russi an Federation 147.237.77.216 [dover.idf.il |28 HITP. AwrefBot craw er B ock 1
104. 45, 132. 180 |Lhited Sates 147.237.77. 176 |nat pash. i df . i [|22280: HITP. Jooma Qpj ect |njection Wl nerability B ock 1




01-09-2016-18:04:06 to 01-09-2016-19:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.73.206 |147.237.77.170|Wited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
66.249. 78. 9 147.237.72.166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
162. 222. 185. 165|147. 237. 76. 201 |Lhited Sates |e atal.idf.il ET SCAN Potential SSH Scan 1
185.130.5.247 |147.237.77.234 hal ag.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 176 |Lhited Sates |test.ncore.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 247  |147.237. 76. 197 e. hinush.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 77. 61 |Canada e.cogat.idf.il ET SCAN NMAP -sS wi ndow 4096 1
185. 130. 5. 247  |147. 237. 76. 196 esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
98.119. 105. 221 |147.237.76.198|lhited Sates |e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130. 5. 247  [147.237.76.30 hi nush. i df . il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76.34 [Netherlands  |yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
162. 242. 245, 138|147. 237. 77. 170 |United Sates |mmarachot.idf.il ET SCAN NVAP -sS w ndow 3072 1
162. 242. 245. 138|147. 237. 77. 170 [Lited Sates |nmarachot.idf.il ET SCAN NVAP -f -sS 1
162. 222. 185. 165[147. 237. 76. 198 |Lhited Sates |e.yohal an.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 247  |147.237. 77. 226 waw chanat z. aka. i df . i | |[ET SCAN Potential SSH Scan 1
19527 46.179  |147. 237 76. 30 |Thi 1 and himsh i df i | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 130. 5. 247  |147.237. 76. 196 esvivaidf.il ET SCAN Potential SSH Scan 1
98.119.105. 221 [147.237.76.198|thited Sates |e. yohal an.idf.il ET SCAN NMAP -sS w ndow 4096 1
185.130. 5. 247  |147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237.76.38 |[Netherlands eeneitav.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 247  |147. 237. 0. 200 . i df . il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
162. 242. 245. 138|147. 237. 77. 170 |United Sates |mmarachot.idf.il ET SCAN NMAP -sS w ndow 2048 1




01-09-2016-18:04:06 to 01-09-2016-19:04:06

|Top Attackers In FW |

At acker

Devi ce

ountry ‘Target Address |Ste Signature Action ‘Count
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 36
46. 19. 85. 36 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
Sreaming Engine: TGP Invalid i i ssi
46.19.86.78  |Israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. o 21
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
149.88.71.103 |Israel 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. 16
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46. 116. 248. 231 [ srael 147.237.77. 243 |nobile. i f . 9 =g Invalid segnent retransmssion. o 12
Ret r ansni ssi on Packet dr opped.
. . SYNretransmt wth different .
46.121.71. 167 [l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 11
Sreaming Engine: TGP Invalid i i ssi
79.183. 109. 97 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.146. 247 |israel 147. 237. 77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177. 175. 175 |I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 9
Ret r ansni ssi on Packet dropped.
212. 143. 142. 56 || srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 7
o SN retransnmit wth different .
84.228.78.60 |[lIsrael 147.237.72. 156 |anan. i df .i | Bad TCP sequence i ndow scal e noni t or 7
91.200. 12. 143 |Wkraine 147.237.77. 216 |dover.idf il drop SAMrule drop 7
Sreaning Engine: TGP Invalid i i ssi
84.228. 164. 65 |Israel 147.237.72. 166 |aka.i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
181.109.82. 131 |Argentina  |147. 237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g o, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
149. 78. 229. 213 | srael 147.237.77. 243 |nubi le.i . i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
2.54.13.117  |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. 6
Ret r ansmi ssi on Packet dropped.
79.181.123.2 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 6
41.33.232.66 |Egypt 147. 237.77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
89.139.175.17 |lsrael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
46.19.85.206 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
37.142.64.42  |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
79.181.123.2 |[Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.110 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
109.65.0.99  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 28 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.206 [l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |6
37.142.64.42  |lIsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
46.19.85.110 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber rmoni t or 6
46. 19. 85. 28 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 28 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 5
46.19. 85. 28 I srael 147.237.77. 216 |dover.idf i Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 36 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 36 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber monitor |5
66.249.93. 253 |lhited Sates [147. 237.76. 202 |e. hal ag.i df .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 4
enf or cenent
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf. | B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
5.28.158.113 |[Israel 147.237.72. 166 |aka.i df il Bad TCP sequence Inval i d ACK nunber noni t or
94. 230. 86. 190 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.110  |Israel 147.237.77. 226 [\ chanatz. aka. 1df. |7y TCP sequence Invalid ACK nunber aert 4
46.19.85.110 |Israel 147.237.77. 226 ;’Vl““hanmz' aka-Tdf- |pad TOP sequence Inval i d ACK nunber moni tor |4
Sreaming Engine: TGP Invalid i i ssi
109. 253. 128. 23 |1 sr ael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. o 4
Ret r ansni ssi on Packet dropped.
217.132. 73. 227 |I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
37.46.39.105 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19.85.238 |lsrael 147. 237. 72. 166 |aka. i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 4
91.200. 12. 143 |Wkraine 147.237.77.74 |lawidf.il drop SAMrule drop 4
2.54.129.194  |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
185.32.179. 75 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TGP Invalid i i ssi
2.52.176.7 I srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 81 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TQP Invalid i i SSi
79.179. 114. 64 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.181. 115. 48 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 220. 172|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 127
2.54. 31. 206 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 85
213.57.45.108 |[Israel 147.237.0.34 |tikshuv.idf.il |[Dstributed Too Many of the Same Response Code (404) B ock 50
2.52.173. 143 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 33
79.181.117.190 |[Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 30
208.115.113.88 |thited Sates [147.237.76.86 [navy.idf.il Mil tipl e Unhaut hori zed URL Access from 208. 115. 113. 88 B ock 20
2.54.31. 206 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 19
109. 253.222. 71 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 19
109. 253. 220. 172I srael 147.237.0.19 |nadi matal .idf. i Ig‘;_“gg’_ gfzot_ qe?zSama Response Qode (404) in Session from B ock 17
37.142.64.58 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
84.109. 104. 237 |[Israel 147.237.0.34 |tikshuv.idf.il |[Dstributed Too Many of the Same Response Code (404) B ock 9
2.54.158. 242 I srael 147.237.77.243|mobi | e. i df . i | Mil tiple Unauthorized URL Access from2.54. 158, 242 B ock 9
109. 253. 220. 204|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
84.109.49.172 [israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 84.109. 49. 172 B ock 5
87.69. 155. 28 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Method from87.69. 155. 28 B ock 4
87. 69. 155. 28 | srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 87. 69. 155. 28 Bl ock 4
87.69. 155. 28 I srael 147.237.72. 166 |aka. i df . i | Ml tiple Abnormal Iy Long Request from 87.69. 155. 28 B ock 4
149. 88.71.103 |l srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Qode B ock 4
87.69. 155. 28 | srael 147.237.72. 166 |aka. i df . i | Mil tiple NILL Character in Header Nane from 87.69. 155. 28 B ock 3
109. 253. 138. 158]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
46.120. 86. 30 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
77.127.242.44  |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.69. 155. 28 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Abnormal |y Long Header Line from 87.69. 155. 28 B ock 3
84.109.49.172 |[israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/sip _storagel/files/ 8/ B ock 3
2.54.158.98 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.0.58 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
87.69. 155. 28 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
87.69. 155. 28 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed HTTP Header Line from 87.69. 155. 28 B ock 3
87.69. 155. 28 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Header Nane from87.69.155.28 |[B ock 3
192. 243.55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 129 B ock 3
87. 69. 155. 28 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Ml forned URL from 87.69. 155. 28 Bl ock 3
46.117.63.247 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.23.123 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 3
87.69. 155. 28 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Header Val ue from87.69.155.28 |B ock 3
79.178.131.102 |[israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 79. 178. 131. 102 B ock 2
85.64.189.210 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
87. 69. 155. 28 I srael 147.237.72. 166 |aka. i df . i | Miltiple I11egal HITP \Version from87.69. 155. 28 Bl ock 2
79.182.12.162 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
204.13.200.200 [Uited Sates [147.237.77. 216 |dover i df i1 |00 SO TR BN TR eoess on B ock 2
85. 65.195.102 |Israel 147.237.77. 216 |dover . i df .i | Untraceabl e SSL Sessions: (pen Mde None

46.116. 248. 231 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
37.26.146.247 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
107.178.194.83 |ited Sates [147.237.77.216|dover. idf il | o0 e 1?;;}:%;;?&%\2??;{;” Bl ock 2
2.54.158.242  |Israel 147.237.77. 243 |nobi | e. i df . i | nﬂ;”lt:?réfsz , g;‘eggrcye;m e/l st chi | ddocument s/ 1362 B ock 2
212.76.108.101 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
77.127.225.169 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock

85. 64.175.247 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/gius Bl ock
192.243.55. 129 1Dom ni ca 147.237.72. 166 [aka. i df . i | mugﬂgrli Z?.di Iullrraf‘r:];:(g?isf/uggener al . aspx?cat i d=59391&doci d=65353 B ock !
50.63.85.245  |nited Sates [147.237.77.176|natpash.idf.il |Ostributed PHP Attenpt B ock 1
89.138.251.23 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
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