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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3738
66. 249. 66. 31 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 13
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
40.77. 167. 42 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
207. 46. 13. 75 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
157. 55. 2. 150 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
120. 89. 105. 229 Nepal 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
109. 66. 204. 68 | srael 147.237.72. 166 aka.idf.il B ock Wdp Al _Nets drop 3
173. 252. 90. 228 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
107.170.119. 178 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 2
207. 46. 13. 123 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
89. 108. 144. 114 Lebanon 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
173. 252. 90. 228 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
65. 55. 213. 25 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
207.46. 13. 123 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
107. 150. 55. 210 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
192. 249. 66. 247 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 1
107. 150. 60. 78 Lhited Sates 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 drop 1
142. 54. 160. 213 Lhited Sates 147.237.0. 19 nadi matal .idf.il |bl ock-sp-trafl forward 1
77.77.76.3 Iran, Islanic Republic of |147.237.77.216 dover.idf.il SYN H ood out of context drop 1
43. 255. 176. 89 Japan 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
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195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 [147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
27.189.88.81 [147.237.72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
158.255.2.52  |147.237. 76. 42 ?;Z::::‘ion refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
131. 100. 80. 110 [147.237.0.16 |Brazil ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
106. 75. 199. 201 |147. 237. 77. 226 |Chi na v charmat z. aka. i df . i | SER\/ER APAO_E_ Apache nod_ssl non-SS. connection to S8 port 1
deni al of service attenpt
103.6.223.61 [147.237.72. 167 |hi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
94, 102. 48. 195 |[147.237. 76. 201 |Net her| ands e.atal.idf.il ET SCAN Potential SSH Scan 1
200. 203. 100. 12 |147. 237. 76. 176 |Rrazi test.ncore.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 114 |147. 237. 77. 176 | kr ai ne nat pash. i df i | ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 247 |147.237.77. 170 naar achot . i of . i | ET SCAN Potential SSH Scan 1
91. 201. 236. 113 |147. 237. 76. 147 |krai ne chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
176.13.22.84  |147.237.77.216|Israel dover . idf.il portscan: TCP O stributed Portscan 1
168. 62. 238. 153 [147. 237. 76. 148 |Lnited S ates ggcenter. aka. i df .il ET SCAN NVAP -sS w ndow 1024 1
131. 100. 80. 110 [147.237.0.19 |Rrazil nadi matal .idf.il ET SCAN Potential SSH Scan 1
117. 25. 155. 164 [147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
103.6.223.61 |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
101, 18 131, 174 |147 237 8. 28 |cni na o nobi | e ke, i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94, 102. 48. 195 |[147.237. 76. 200 |Net her | ands eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 114 |147. 237. 77. 176 |krai ne nat pash. i df .i | ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
185. 130. 5. 247 [147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 113 [147. 237. 76. 147 |krai ne chi nuch. aka.i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
168. 62. 238. 153 |147. 237. 76. 197 |Lhited S ates e. hi nush. i df .i ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2063
Sreamng Engine: TCP Invalid i i ssi
46.210.236. 64 |Israel 147. 237. 76. 147 |chi nuch. aka. i df .i | 9 =g Invalid segnent retransmssion. |y, 78
Ret ransm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
. . SN retransmt wth different .
46.121.71. 167 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 16
Sreaming Engine: TGP Invalid i i ssi
79. 183. 188. 197 |I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 15
Ret ransn ssi on Packet dropped.
89. 108. 144. 114 |Lebanon 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 14
Sreamng Engine: TCP Invalid i i ssi
77.126.220.30 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |y, 12
Ret r ansn ssi on Packet dr opped.
8.37.224.23 g”;(r;ymus 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 10
2.54.60.175 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TCP Invalid i i SSi
79.179. 194. 166 |1 srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g, 9
Ret ransnm ssi on Packet dropped.
84.228.197. 183 [l srael 147.237.72. 166 |aka. i df . i drop First packet isn't SN drop
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i SSi
109. 66. 17. 155 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79. 180. 106. 166 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
77.127. 215. 171 |I srael 147.237.77. 243 |nobil e. i df . Streaming Engi ne: TCP alid |invlid segnent retransnissi on drop 6
Ret ransnm ssi on Packet dropped.
94.230.86. 171 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor (6
reaming BEngine: TCP Invali i i ssi
79. 180. 20. 160 |I srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 6
Ret ransnm ssi on Packet dropped.
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 6
120. 89. 105. 229 |Nepal 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
77.127.148. 178 |l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 5
2.52.58.199 I srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
93. 172. 166. 144 || srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor  [5
2.52.62.27 I srael 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 216 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 5
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data |nonitor |4
46.19.85.166 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor (4
46.19.85.121 |[lIsrael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
52.16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
54.72.73.168 |[lreland 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
79. 180. 106. 166 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
84.109.13.45 |[lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
5.102.254.129 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor (4
Sreaming Engine: TGP Invalid i i ssi
79. 180. 102. 201 |I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80. 246. 137. 137 |I srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.147.166 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
46.19.86.177 |Israel 147.237.77. 226 | "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK number moni tor |3
5.102.253.17 |[lsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor 3
Sreamng Engine: TCP Invalid i i SSi
87.68.146. 117 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
149.88.53. 154 |Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor 3
Sreanming Engine: TCP Invalid i i Ssi
37.26.147.193 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.126.97.211 |israel 147. 237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. |y, 3
Ret ransnm ssi on Packet dropped.
5.102.253.32 |[lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor 3
Sreamng Engine: TCP Invalid i i ssi
87. 68. 240. 157 |Isradl 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
207.46.13.75 |Wited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i SSi
79.176. 164. 175 |I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 67. 170.36 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansn ssi on Packet dr opped.
43.255.176.89 |Japan 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or
85. 64. 67. 157 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop
e SN retransmit wth different
149. 78.58. 129 |l srael 147.237.77.234 |halag.idf .i Bad TCP sequence wi ndow scal e alert 3
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Too Many of the Same Response Code (404) in Session from

Action

‘Count

vy3ncdghpa2f cdhphdni t xdeznzquzg9j & nf ocent eri t en¥t r ue

109. 253. 192. 79 |l srael 147.237.0.19 |nadimatal .idf.il 109. 253 192. 79 B ock 295
109. 253.192. 79 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 104
109. 253.192. 79 |Israel 147.237.0.19 |nadimatal .idf.il  [/°0 M of the Sane Response Code (403) in Session from Bock  [103
109. 253. 192. 79
77.126.103.171 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 41
46.117.63.251  |israel 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bock 17
46.117. 63. 251
217.132.102. 41 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 217.132.102. 41 B ock 15
79.182.57.136 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 12
. . . Unaut hori zed URL Access to
79.176.54. 164 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi l e, i df . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 5
192. 243. 55, 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 192. 243, 55, 137 Bl ock 4
79.179.56.197 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 4
109. 160. 181. 6 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawn i df.il/894-he Bl ock 3
2.54.31. 206 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CQode Bl ock 3
109. 253. 156. 248]I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code Bl ock 3
79.178.11.166 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
207.46.13.123 |[thited Sates 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt Bl ock 2
207.46.13.123 [lnited Sates 147.237.77. 216 |dover.idf . il D stributed Waut hori zed URL Access on waw i df.il/wload. php  |B ock 2
109. 253. 201. 172|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . Paraneter Type Mol ation search in
109. 66. 169. 42 |l srael 147.237.77.233(atal .idf . il v atal i df .11/ 1437-hel atal . aspx Bl ock 2
. . Mul tiple Waut horized Method for Known URL from
79.182.213. 175 |l srael 147.237.72.166 |aka. i df . i | 29. 182, 213. 175 B ock 2
2.54.48.129 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
109. 67. 171. 115 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
79.176.54.164 |lsrael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unhaut horized URL Access from 79. 176. 54. 164 B ock 1
. . - Unaut hori zed URL Access to
66.249. 64. 185 |l srael 147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df . i |/ i 1V gi yus/ gener al . aspx B ock 1
’ . . O stributed Unaut hori zed URL Access on
204.13.200.200 |Lhited Sates 147.237.77. 216 |dover.i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
88.235.100.72 |[Turkey 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wwidf.il/arr/ Bl ock 1
185.32.179.84 |Israel 147.237.72. 166 [aka. i df . i | SIS Untraceabl e Gonnection - sigal gs DoS Attack None 1
79.183.134.48 |lsrael 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
79.178.30.178 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
31.168.67.217 |[Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 1
2.52.62.117 I srael 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
] - - D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates 147.237.77. 216 |dover. i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
77.126.92.9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
84.108.69.216 |[lIsrael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wawidf.il/https:/vwidf.il/ B ock 1
. - D stributed Lhaut hori zed URL Access on
46.166.186. 198 |Nether| ands 147.237.77. 216 |dover . i df . i | v i df i 1/ 1133- 22638- he/ dover . aspx. B ock 1
46. 19. 85. 80 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
149. 78. 161. 202 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
] . . Unaut hori zed URL Access to
79.179. 194. 166 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | .1 df i 1/5i p storagel il es/ 9/ 1849, pf B ock 1
2.54.154. 41 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
66.249.65.112 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 8/ 2278. | pg B ock 1
89. 138. 161. 137 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
79.183.134.48 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to ww refua. atal.idf.il/xnrpc. php Bl ock 1
46.117.163. 129 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 46. 117. 163. 129 Bl ock 1
185. 32.179. 214 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
Pal esti ni an . .
37.75.213.91  [Territory, 147.237.77. 176 |nat pash. i df . i | Paraneter Type Mol ation Searchiiext in Bock |1
. wav cogat . i df . i 1/938-en/ cogat . aspx
Cccupi ed
2.52.174. 237 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
wawv. chamat z. aka. i [unaut hori zed URL Access to
109. 66. 115. 168 |l srael 147.237.77. 226 df il W chanat 7. aka. i df . i1 /si p_storagel files/ 9 2479.] pg B ock 1
- . Unaut hori zed URL Access to
217.132.102. 41 |[Israel 147.237.72. 166 |aka. i df . i | voww aka, i df i |/ mai 1V sachar / def aul t . asp B ock 1
84.228.78. 60 I srael 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
. ] D stributed Lhaut hori zed URL Access on
46. 166. 186. 206 |Net her| ands 147.237.77. 216 |dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
Unaut hori zed URL Access to
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il v | aw i df . il /tenpl ates/ getfil e/ getfil e. aspx?fi| enane=xgf 5b3nol w Bl ock 1
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