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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1401
128. 78. 78. 156 France 147.237.77.216 dover.idf.il SYN H ood out of context dr op 20
208. 54. 37. 255 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
78.21.25.198 Bel gi um 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
146.185.57. 7 | srael 147.237.0. 34 tikshuv.idf.il B ock Wp Al Nets drop 6
109. 200. 30. 168 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
146. 185.57.7 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 6
109. 64. 3. 34 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 5
178.151. 196. 124 Lkr ai ne 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 4
79.178. 138. 67 I srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
66. 249. 78. 166 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
89.248.174. 4 Net her | ands 147.237. 76. 39 nobi le.neitav.idf.il |[Block Np All Net drop 1
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
146. 185. 239. 100 Russi an Federation 147.237. 72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
107. 150. 60. 245 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 drop 1
128. 78. 78. 156 France 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
107. 150. 55. 214 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
52.16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
207. 46. 13. 123 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185. 130. 5. 224 147.237.76. 38 eengitav.idf.il B ock Wp Al Nets drop 1
107. 150. 60. 77 Lhited Sates 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
192. 249. 66. 247 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood del ete reset dr op 1
107. 150. 60. 242 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure Devi ce Action ‘Count

151. 80. 31. 145 Italy 147.237.0. 34 tikshuv.idf.il 228: HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
192. 198. 151. 43 147.237.72. 166 Eur ope aka idf.il ET SCAN NVAP -sA (2) 2
183. 60. 252. 84 147.237.8. 28 Chi na €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
98. 119. 105. 221 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
52.90. 147. 148 147.237.77.178 Lhited Sates e. mat pash. i df . i | ET SCAN Potential SSH Scan 1
212.129. 55. 113 147. 237. 0. 200 France ndu. i df . il ET SCAN Potential SSH Scan 1
212.129. 55. 113 147.237.0. 15 France kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sS wi ndow 4096 1
98. 119. 105. 221 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -f -sS 1
212.129. 55. 113 147. 237.8. 28 France e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
212.129. 55. 113 147.237.0.35 France akavs. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

ountry Target Address ‘Ste ‘Slgnature

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi

77.127.217.15 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.

66. 102. 9. 122 Lhited Sates |147.237.77.176|matpash.idf.il |dr op First packet isn't SN drop 17
Sreaming Engine: TCP Invalid ' i ssi

109. 64.125.22 |Israel 147. 237, 77. 243 |obi l e. i . i 9 =g Inval i d segnent retransmssi on. drop 15
Ret ransni ssi on Packet dr opped.

43.255.176.89 [Japan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10

212. 143. 142. 56 |I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 7

37.26.148.186 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7

31.168.245.1  |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval id ACK nunber noni t or 6

41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreamng Engine: TCP Invalid i i ssi

79.182.187.70 |Israel 147. 237. 77. 243 |nobi | e.i df .i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

185. 120. 125. 51 147.237. 77. 243 |robi 1 e i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.

85.65.50.15  |Israel 147.237.76.42 |refuahidf.il |Bad TOP sequence S retrensmt weh different wndow | oiivor o

31.168.245.1  |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert

128.78.78.156 |France 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert

109. 67. 205. 199 |Israel 147.237.77.234|nal ag.icf.il  [Bad TCP sequence ?nge“ansm't wWth different wndow | oivor |5

128.78.78.156 |France 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect

109. 64. 154. 118 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or

128.78.78. 156 |Fance 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

85.65.89.177 |l srael 147.237.77.233|atdl .idf.il  [Bad TCP sequence i;;e”ansm't with different wndow | onivor |4

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or

146. 185. 56. 178 |l srael 147.237.0.34 |tikshuv.idf.il |drop First packet isn't SN drop

84.229.35.93 |Israel 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect

o SYNHAK retransmit with different .
37.26.147.131 |Israel 147.237.77. 216 |dover.idf.il |[Bad TCP sequence wi ndow scal 6 noni t or 3
reamn ine: TCP Invali i i Ssi

2.54.48.153  |Israel 147.237.72. 166 |aka. i df .i | Sream g Engine @ Invalid Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

82.80.59.160 |l srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

212.76.127.10 |[lsrael 147.237.77.233|atal.idf.il  |Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or 3
Sreamng Engine: TCP Invalid i i ssi

79.182. 160. 73 |Israel 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.

208.54.37.255 |Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 3
Sreanming Engine: TCP Invalid ' i ssi

79.177.187.9  |Israel 147. 237. 72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

100. 64. 143. 16 |Israel 147.237.72. 166 |aka. i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.

212.76.127. 111 [l srael 147.237.77.233|atal.idf.il  |Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 3

37.26.147.131 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3

85. 130. 216. 252 |I srael 147. 237. 72. 156 |aman. i df . i | SYN At ack SYN -> SYN-ACK -> RST rej ect 3

84.108.87.88 |Israel 147.237.76.86 [navy.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi

79. 178, 224. 172 |I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

37.26.147.131 |Israel 147.237.77.216|dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi

79. 183. 108. 163 |l srael 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

46.19.85.216 | srael 147.237.72. 166 |aka.i df . g =g I nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

2.54.48.52 I'srael 147.237.77. 243 |mubile.i o .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

79.181.175.93 |Israel 147.237.72. 166 |aka.i df . g =g I nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.120.72.221 |israel 147.237.77. 243 |mubile.i o .11 9 =9 nval i d segnent retransmssi on. drop 2
Ret ransm ssi on Packet dr opped.

78.21.25.198  |Bel gi um 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or

37.26.148.200 |Israel 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi

157.55.39.2  |tited Sates |147.237.76. 200 |eitan aka i df .i 9 =9 nval i d segnent retransmssi on. drop 2
Ret r ansmi ssi on Packet dr opped.

5.22.130. 117 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi

149. 78. 165. 177 |I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 2
Ret ransm ssi on Packet dr opped.

5.102.253.51 |lsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 2

78.21.25.198  |Bel gi um 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2

37.46.39.240  |[lsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 2

5.22.130.121 |lsrael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
82.81.58.8 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 64
46. 19. 86. 56 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 13
46.19. 86. 239 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 46. 19. 86. 239 B ock 6
208.115.113.88 |Lhited Sates [147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orumasp |B ock 4
176.13.6.5 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
85. 65.230. 110  [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 3
109. 253. 198. 36 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
93. 45. 50. 229 Italy 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 3
37.142.228. 147 [israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
107.178.194.79 |Wited Sates  |147.237. 77. 216 |dover. i df .i | D stri bt oc 1T§g:§£éi?ﬁeﬁv§??sspﬁn Hock 2
2. 54. 50. 205 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
107.178.104.87 [Uited Sates  [147.287.77. 216 dover i df il |1 Cg AL BT TR eeess on Bock |2
208.184.112.74 |Uited Sates  [147.237.77. 216 |dover. i df.i| (D S!T1DUeC lfggggégg?ﬁe%ﬁ??:pﬁn Bock |2
204.13.200.200 [Uited Sates  [147.287.77. 216 dover. i df il [Tt MGG EHIT LIS TR acese o Bock |2
185. 58. 73. 50 CQoatia 147.237.77. 170 |n@ar achot . i df . i | |Ostributed Whaut hori zed URL Access on maarachot.idf.il/xnrpc. php B ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwu i df.il/newsite/ hebrew nain. asp B ock 1
50.87.12.21 Lhited Sates |147.237.77.74 (lawidf.il Unhaut hori zed URL Access to waw mag. i df.il/xmrpc. php B ock 1
216.218. 207. 138|lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
109. 186. 4. 31 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
207.46.13.162 |Wited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to v tikshuv.idf.il/site/links. aspx Bl ock 1
91.185. 208. 141 |Yovenia 147.237.77.74 |lawidf.il Ostributed PHP Attenpt B ock 1
79.182.187.70 [israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
192. 243.55. 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
66.249. 66. 131 I srael 147.237.76.42 |refuah.idf.il ﬂ?}’;g;ri?éefz?p f;coersaz;ff’i e/ 1 2351, | pg Bl ock 1
46.117. 255. 189 |l srael 147.237.77. 216 |dover.idf .i | Paraneter Type M ol ation SearchText in waidf.il/1065-he/ dover. aspx B ock 1
216.194.173.26 |lnited Sates [147.237.76.31 |nakchal .idf.il |Dstributed PHP Attenpt B ock 1
31.168.23.182 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
207. 46.13. 75 Lhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 207.46.13. 75 B ock 1
85. 65. 54. 28 | srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
188.143. 232. 21 g;:::g on 147.287.77. 176 |nat paSh' idf. il \ALhw?\zuct::goar\tl ZIE;C: .lijlq/_tgcn;r}:lts eé/oshared/ user cont r ol s/ header upper / Bl ock !
68.180.230.29 |Uhited Sates  |147.237. 7. 176 |nat pash. i df . i | mar:);z pe M /Oig;;_o;‘;?ggggnaiszx Hock |1
51. 255. 202. 66 LK”i‘i;gegom 147.237. 7. 216 |dover . i df .i| [0S uted 1?;;};;’;5?&%\/’;‘??:&” Bock |1
109. 201. 154. 175|Netherl ands ~ |147. 237. 77. 216 |dover. i df . i | D stri bt oc 1T;g:§gi3§?ﬁeﬁvﬁcfsspﬁn Hock |1
40.77.167.3 Wited Sates |147.237.77. 170 [maar achot . i df . i | Xla:f/;frx'jii ALfZ‘<3Af$§SSAf/§3"f$rAa:Ah?/;3i ,gf 'Xisli\-r;dgé;il/;sgfww/x > 18 ock 1
207.232.21.105 |[lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/nai n/ aschar B ock 1
91.185. 208. 141 |Yovenia 147.237.77.74 |lawidf.il Dstributed Wauthorized URL Access on waw mag. i df .il/xnirpc. php B ock 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut horized URL Access from 192. 243, 55. 138 B ock 1
176.13.13.13 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249.60.38  |Israel 147.237.77. 243 |nobi | e. i df . i | ntggﬂt:?réfsz , geggrcyisesnptlce)uesll <t ohi | ddocunent </ 1882 Bl ock 1
50.62.176.181 |Wnited Sates |147.237.77.170|n@arachot.idf.il|Ostributed PHP A tenpt B ock 1
216.194.173.26 |Wited Sates [147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/xnrpc. php Bl ock 1
31.168.245. 1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
207. 46.13. 75 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/1391-12626-e n/ dover. aspx B ock 1
192. 243. 55, 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | m“;gi' jﬁ‘ji Iﬁai/f/‘:rzizntu‘t’ J qeneral . aspx2cat i d=61550 Bl ock 1
78.46.4.54 Ger many 147.237.77. 170 |n@ar achot . i df . i | |Ostributed PHP Attenpt B ock 1
62.128.48.166 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
208.115.113.88 |lhited Sates |147.237.76.86 [navy.idf.il Ml tipl e Unauthorized URL Access from 208. 115. 113. 88 B ock 1
84.109.94. 243 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.154. 41 | srael 147.237.72.166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
192. 243.55. 138 |Donini ca 147. 237.72. 166 |aka. i df . i | thaut hori zed URL Access to Bl ock 1

waw aka. i df . i |/ nai n/ gi yus/ gener al . aspx?cat i d=58625&Joci d=72420
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