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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 73. 214 | srael 147.237.77.170 naarachot.idf.il |TGP handshake viol ation, first packet not syn |drop 3472
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2514
66. 249. 73. 198 | srael 147.237.77. 170 naarachot.idf.il |TGP handshake viol ation, first packet not syn |drop 7
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il F Dover Unhder Attack Con Htp drop 4
216. 185. 58. 80 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

1. 36. 247. 100 Hong Kong 147.237.76. 196 e.sviva.idf.il ock Wdp Al _Nets drop 2
188. 165. 201. 164 France 147.237.76. 196 e.sviva.idf.il ock Wdp Al _Nets drop 1
208. 67. 1. 60 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1
89.248.174. 4 Net her | ands 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1
107. 150. 60. 76 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il |bl ock-sp-traf1 drop 1
173.208. 136. 170 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Up Al Nets drop 1
142. 54. 168. 140 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 93. 29 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
212. 143. 165. 117 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
162. 222. 185. 165 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.76. 86 Lhited Sates navy.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147. 237.76. 196 Lhited Sates e.svivaidf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.0.35 Lhited Sates akavs. i df.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1




01-09-2016-13:04:09 to 01-09-2016-14:04:09

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 36
Sreamng Engine: TCP Invalid i i ssi
176.12.160.1  |Israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssion. g 27
Ret ransm ssi on Packet dr opped.
Syrian Aab s .
46. 213. 234. 239 Republ i ¢ 147.237.77. 176 |nat pash. i of . | Bad TCP sequence Invalid AGK nunber aert 18
Syrian Arab S . .
46.213. 234. 239 Republ i ¢ 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 18
Iran, Islanic . . .
212.80.12. 151 Republ i ¢ of 147.237.77. 170 |n@ar achot . i df .i | Bad TCP sequence Invalid AGK nunber aert 18
Iran, Islamc . . . .
212.80.12. 151 Republ i ¢ of 147.237.77. 170 |maar achot . i df . i | Bad TCP sequence Invalid ACK nunber noni t or 18
reanming BEngine: TCP Invali i i sSi
2.54.128.226  |Israel 147.237. 77. 243 |robil e i df . i | Streaning Engine: TCP Invalid|invalid segnent retransnission drop 15
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
213.57.157. 158 |Israel 147. 237. 76. 200 |ei tan. aka i of . i1 9 =g Inval i d segnent retransmssion. g 12
Ret ransnm ssi on Packet dr opped.
reanming BEngine: TCP Invali i i sSi
149.88.22.23 [ srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval i d|invalid segnent retransnissi on drop 12
Ret ransnm ssi on Packet dropped.
79.183.139. 109 |l srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TGP Invalid i i sSi
46.19.86.187  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dropped.
. . SWNretransmt wth different .
85. 65. 89. 177 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 8
Sreanming Engine: TGP Invalid i i sSi
84.228.53.91  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
109. 67. 60. 96 | srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 6
109. 64.53. 158 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
41.33.232. 66 Egypt 147.237.77. 216 [dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
109. 64.53. 158 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i SSi
94.159. 166. 248 | srael 147.237.76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransm ssi on Packet dropped.
37.142.241.49 |Israel 147.237.72. 167 |i shurimaka.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TGP Invalid i i sSi
185.3.144.60  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TQP Invalid ' i ssi
85. 64. 59. 95 I'srael 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dropped.
e SYNtACK retransmt with .
77.125. 88. 52 I srael 147, 237. 72. 156 |anan. i df .i | Bad TCP sequence di fferent vi ndow scal monitor |5
5.22.129. 251 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or
194. 90. 39. 41 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject
101. 226. 69. 246 |Chi na 147.237. 77. 216 [dover. i df il SYN At tack SYN -> SYN-ACK -> Tinmeout [reject
. . SWNretransmt wth different .
198. 100. 144. 55 |Canada 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 5
46. 19. 86. 16 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
46. 19. 86. 16 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
101. 226. 69. 246 [Chi na 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber aert 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |4
Sreamng Engine: TCP Invalid i i SSi
207.46.13.32  |Wnited Sates  |147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 4
Ret ransnm ssi on Packet dr opped.
101. 226. 69. 246 |Chi na 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |4
5.102.254.175 |israel 147. 237.77. 226 "‘?"I’“Cha”atz‘aka' 'df lBad TCP sequence Inval i d ACK nunber moni tor |4
Sreamng Engine: TCP Invalid i i ssi
157.55.39.13  |Wited Sates  |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssion. g 4
Ret ransm ssi on Packet dropped.
101. 226. 69. 246 |Chi na 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or
87.69. 17. 157 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
77.127.130. 187 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
79.183.120. 191 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
217.132.23.227 |israel 147.237.72. 166 |aka.i df . 9 =g Inval id segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
79.176.193.18 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 198. 133 | srael 147.237.72. 166 |aka.i df . 9 =g Inval id segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
5.22.129. 251 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber noni tor |3
Sreamng Engine: TCP Invalid i i ssi
79.182.57.16  |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.178.132.2  |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransnm ssi on Packet dr opped.
46. 19. 86. 63 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |3
Sreaming Engine: TGP Invalid i i sSi
62.219. 132. 230 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dr opped.
82.80. 196. 44 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject
195. 154. 227. 118|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
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A tacker

Attacker Address count ry Target Address [Ste Signature

Streamng Engi ne: TCP Inval i dfinvalid segnent retransnission.

2.52.28.71 I srael 147.237.72. 166 |aka.idf il ..
Ret ransm ssi on Packet dr opped.




01-09-2016-13:04:09 to 01-09-2016-14:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
93.173.167.185 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 146
93.173.167. 185 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 104
109. 64. 138.58 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 61

Too Many of the Sane Response Gode (403) in Session from
93. 173. 167. 185

46.19. 85. 228 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 29
Too Many of the Sane Response Code (404) in Session from

93.173.167. 185 |l srael 147.237.0.19 |nadimatal .idf.il B ock 29

80. 246. 136. 73 |l srael 147.237.0.19 |nadi matal .idf.il 80. 246. 136. 73 B ock 21
80.246.136.73 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 16
87.69. 78. 155 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 87.69. 78. 155 B ock 9
37.142.64. 16 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 7
212.34.11.59 Jor dan 147.237.77. 216 |dover . i df .i | Mil tiple Milformed URL from212. 34. 11. 59 B ock 5
212.34.11.59 Jordan 147.237.77.216|dover.idf . il Mil tipl e Unknown HTTP Request Method from 212. 34.11. 59 B ock 5
109. 66. 120. 118 I srael 147.237.77. 216 |dover . i df . i | Wnauit hori zed LRL Access to B ock 4
ww i df . i1/ resourcel userfol | ow esour cel creat e/
37.142.228. 147 [israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
212.34.11.59 Jordan 147.237.77.216|dover . i df .i | Mil tiple Abnormal |y Long Request from 212.34.11.59 B ock 3
79.176.169. 192 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19.86.4 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
188. 143. 232. 21 RJSS::t”ion 147. 237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 188. 143. 232. 21 B ock 2
37.142.221. 248 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
2.52.33.143 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | D stributed Uaut horized LRL Access on ww aka. i df . i/ giyus/ kadat z Bl ock 2
89.138.80.212 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
] . . D stributed Uhauthori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
: ; ; D stributed Uhauthorized URL Access on
204.13.200.200 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. Bl ock 2
2.225.191.203 [italy 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/1362-en/ cogat . ast x B ock 2
. . D stributed Unaut hori zed URL Access on
77.247.181.162 |Netherlands  |147.237.77.216(dover.idf.il v i df i | / 1133 22461- hel dover . aspx. B ock 1
61.135. 190. 198 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ | ayout 2. css B ock 1
207. 46.13. 75 Uited Sates |147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 207.46.13. 75 B ock 1
87.69.63.226  |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte (e Character in LR /nai nkapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
79.182.116.58 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
216.174.101. 91 |Lhited Sates |147.237.76.86 [navy.idf.il D stributed Unhaut hori zed LRL Access on waw navy. i df .il/xmnirpc. php Bl ock 1
. . D stributed Uhauthori zed URL Access on
5.135.66.213  |France 147.237.77. 216 (dover.idf . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
141.8.132. 78 RJSIS:;ni on 147.237.77.216|dover . i df .i | Distributed Lhauthorized URL Access on ww i df. i |/ nazi Bl ock 1

} . . D stributed Uhauthori zed URL Access on
107.178.194.87 |Uhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . . Uhaut hori zed URL Access to

66. 249. 69. 38 | sr ael 147.237.77. 243|nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1731 Bl ock !
Illegal HITP Version __atuvs=5690d6ba51f e6e22000;
212.34.11.59 Jor dan 147.237.77.216|dover.i df .i | _pk_i d. 20. 8af c=882985ee9474082a. 1452097654. 3. 1452332736. 14523 |B ock 1

32736.; _pk_ses. 20. 8af c=*

Lhi ted

88.105.141. 202 | ngdom 147.237.77.216|dover. i df . i | D stributed Uaut horized LRL Access on ww i df . i |/ mazi B ock 1
61.135.190.72 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ reset . css B ock 1
. . URL is Above Root Directory
198. 100. 144. 55 |Canada 147.237.77.216|dover. i df . il Wi df i1/ ./ shar edl user cont rol s/ header upper/ B ock 1
176.58. 120. 214 | ted 147.237.76.86 |navy.idf.il PHP At enpt B ock 1

Ki ngdom

. . D stributed Uhauthori zed URL Access on
83.169.10. 185 |Ger nmany 147.237.77.216|dover. i df . il Wi i df i |/ shar ecl user cont ol s/ header upper / B ock 1

D stributed Unaut hori zed URL Access on

109. 201. 135. 183|Netherlands ~ |147. 237. 77. 216 [dover . i df . i | v i df i | / 1133- 22638- hel dover . aspx. B ock 1
78.47.17.5 Ger many 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
61. 135. 190. 200 [Chi na 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ t ext . css B ock 1
207. 46. 13. 75 LUhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-he Bl ock 1
46.19. 86. 24 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/i ndex Bl ock 1
Unaut hori zed URL Access to
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il www. mag. i df . i |/ 163-5090- en/ pat zar . aspx15/ i - got - a- bacon- onel et t e-t o [B ock 1
dayt - up- a- r ubsi ng- hi st
80. 40. 134. 104 zint:gom 147.237.77.216|dover . i df .i | Dstributed Uhaut hori zed URL Access on waw i df . i/ mazi Bl ock 1
216.218.207. 138|hited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/1294-en/wwy idf.il/english B ock 1
5. 144. 60. 46 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
141.212.122. 145|Uhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Waut hori zed URL Access to 147.237.76. 147/ Bl ock
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