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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1000

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 438
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 1

107. 150. 60. 243 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-trafl drop 1

208. 67. 1. 60 Lhited Sates 147.237.76. 197 e hinush.idf.il |[Bock Np Al Net drop 1

115. 204. 224. 180 Chi na 147.237.76. 34 yohalan.idf.il |Block Wdp All Nets drop 1




01-09-2016-12:04:05 to 01-09-2016-13:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site |Sgnature Devi ce Action |Count |
62.210.107.201 [France 147.237.72.166 |aka.idf.il [ClL000106: HITP. najestic bot B ock 1
63. 141. 204. 60 Lhited Sates 147.237.77.216 |dover.idf.il|Q25. HITP. access to adninistrator/index. php -> Quarantine B ock 1
74.115.1.238 Anonyrmous Proxy |147.237.77.216 |dover.idf.il{Q025: HITP. access to adninistrator/index. php -> Quarantine B ock 1
136. 243. 103. 164 |Ger many 147.237.72.166 |aka.idf.il [ClL000106: HITP. najestic bot B ock 1




01-09-2016-12:04:05 to 01-09-2016-13:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Federati on

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 9 147.237.76.42 |Wited Sates  |[refuah.idf.il ET SCAN NVAP -sA (2) 2
66.249.73.206 |147.237.77.170|Wited Sates  |n@arachot.idf.il ET SCAN NVAP -sA (2) 2
95.221.91.84  |147.237. 76, 202 |1 @ e halagidf.il ET SCAN Potential SSH Scan 1
Feder at i on
RUssi an . . .
95.221.91. 84 147. 237.76. 177 Fedor ot on ncore.idf.il ET SCAN Potential SSH Scan 1
Russi an . . .
95. 221. 91. 84 147. 237. 76. 42 . refuah.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
195. 142. 117. 226|147.237.0. 16  [Turkey ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS w ndow 2048 1
95.221.91.84  |147.237.72.167 gj;:tnim i shuri makaidf.il ET SCAN Potential SSH Scan 1
195. 142. 117. 226(147. 237.0. 16  |Turkey ny-kosher-kravi.idf.il |ET SCAN NVAP -f -sS 1
94.102.48.195 |147.237.76.34 [Netherlands yohal an. i df .il ET SCAN NVAP -sS w ndow 1024 1
173.199. 74. 136 |147.237.72. 167 |Uni ted Ki ngdom |i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
78.193.2.8 147.237.76.30 |Rrance hi nush. i df i | ET SCAN NVAP -sS w ndow 1024 1
104. 128. 144. 131|147. 237. 76. 39 |Canada nobi | e.neitav.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
95.221.91.84  |147.237.77. 176|158 nat pash. i df . | ET SCAN Potential SSH Scan 1
Feder at i on
52.90. 147. 148 |147.237.77.216|lnited Sates dover.idf.il ET SCAN Potential SSH Scan 1
95.221.91.84  |147.237.77.61 XSS e.cogat.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
95.221.91.84  |147.237.76.199 23:;6;? o e. nakchal . i df i ET SCAN Potential SSH Scan 1
95.221.91.84  |147.237.76. 147 23;;”' o chinuch. aka i df .i | ET SCAN Potential SSH Scan 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
201.175.82.115 |147.237.8.14 Mexi co e.orchot.idf.il . 1
Potential Scan or Brute Force
95.221.91.84  |147.237.76.38 |RSSIan eeneitav.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
195. 142. 117. 226|147. 237.0. 16  |Turkey ny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
95.221.91.84  |147.237. 72, 166 |55 " aka.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
89.248.172.159 [147.237.0.16 |Netherlands ny-kosher-kravi .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
158.255.2.52  |147.237.0.15 ?éj::;’}m kosher-kravi.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
95.221.91.84  |147.237.77.178 ?233;”. o e. nat pash. i df . i | ET SCAN Potential SSH Scan 1
52.90. 147. 148 |147.237.77.243|lnited Sates nobi | e.idf il ET SCAN Potential SSH Scan 1
95.221.91.84  |147.237.77. 170 |SSI & naar achot . i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘S|gnature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36

149.88.185.8  |Israel 147.237.72.166 |aka i of il |Bad TOP sequence fz;;e”ansm't with different wndow| o v 27
Sreaning Engine: TCP Invalid i i ssi

41.226.101. 107 |Tunisia 147.237.76. 200 |ei tan. aka. i of . | 9 =g nvalid segnent retransnssion. drop 20
Ret ransmi ssi on Packet dropped.

46. 19. 86. 16 I srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence Inval i d ACGK nunber noni t or 18

222.164.197. 179|S ngapor e 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 13

94, 230. 86. 245 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaning Engine: TP Invalid i i ssi

46.19.85.146  |Israel 147. 237. 76. 200 |6 tan. aka i of . | 9 =9 Inval i d segnent retransnission. drop 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

46.120. 221. 220 |Israel 147.237.76. 200 |ei tan. aka. i of . | 9 =g nvalid segnent retransnssion. drop 12
Ret ransmi ssi on Packet dropped.

94.230. 86. 245 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACGK nunber aert 10
Sreaming Engine: TGP Invalid i i ssi

77.127.84.51  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 9
Ret ransni ssi on Packet dropped.

5.102. 254. 73 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or

2.54.2.220 I srael 147.237.72.156 |anan.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi

157. 55. 39. 2 Wited Sates |147.237.76.200 |eitan aka idf.i 9 =g Invalid segnent retransmssion. drop 8
Ret ransni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7

46. 19. 85. 231 I srael 147.237.77.216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6

46. 19. 85. 251 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6

79.178.64.223 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACGK nunber noni t or 6

46. 19. 85. 231 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber aert 6

46.19. 85. 251 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

46. 19. 85. 231 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6

5.102. 254. 251 |l srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence Invalid ACK nunber noni t or 6

84.228.108. 208 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi

37.26.149.198 |Israel 147. 237.77. 243 |robile. i f . | 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.

46.19. 85. 231 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 6

37.46.39. 32 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4

37.26.147.143 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi

40.77.167.8 Lhited Sates [147.237.76.200 [eitan. aka idf. i 9 =9 Invalid segnent retransission drop 4
Ret r ansni ssi on Packet dr opped.

46.117.248.198 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i ssi

176.13.17.221 |Israel 147.237.77. 243 |nobi L e.i df i 9 =9 Inval i d segnent retransnission. drop 4
Ret r ansni ssi on Packet dropped.

46. 19. 85. 227 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3

79.178.64.223 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber aert 3
Sreamng Engine: TCP Invalid i i ssi

81.218. 166. 194 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransission drop 3
Ret r ansni ssi on Packet dr opped.

reanmn ine: TCP Invali i i ssi

79.181.186.72 |Israel 147.237. 72, 166 jaka icr. i1 | €M Ng Bngine: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

77.125. 158. 167 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransission drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

95.35.66.185 [l srael 147.237.72. 166 |aka.i df .i 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.54.13. 48 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransission drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

79.182.134.73 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

77.125.164. 232 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.

5.102. 254. 56 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3

46.19. 85. 179 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACGK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi

2.54.155.115  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

79.178. 161. 190 |I srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 65.99. 148 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

185.3. 146,247  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

149. 78. 236. 220 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.

100. 127.172. 14 147.237. 72. 156 |anan. i df .il dr op First packet isn't SN drop 3

46. 19. 85. 179 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi

79. 179. 26. 9 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
80.246.136. 73  |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 118
149.88.196.20 |l srael 147.237.0.34 |tikshuv.idf.il |/00 My of the Sane Response Code (404) in Session from Bl ock 25
149. 88. 196. 20
80.246.136.73 [ srael 147.237.0.19 |madi matal . i df . i |/°° & of the Sane Response Code (404) in Session from Bl ock 11
80. 246. 136. 73
. . . Dstributed Paraneter Type Mol ation on
77.126.102. 195 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e. i df . i 1/ sachar / changepasswor d par anet er Repeat Passvor d B ock 9
87.69. 78. 155 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 87.69. 78. 155 Bl ock 5
188. 143. 232. 21 R‘Sf;:t”i o 147. 237.77. 216 |dover . i df . i | Mil ti pl e Lnaut horized URL Access from 188. 143.232. 21 B ock 4
213. 8.204. 23 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ B ock 3
46.10.86.242  |israel 147.237.77. 243|nobi l e. i f .| [FXaneter Type Violation Repeat Passvord in B ock 3
nobi | e. i df . i |/ sachar/ changepassword
213.57.9. 151 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 213.57.9. 151 Bl ock 3
84.108. 60. 218 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
2.52.188. 227 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.57.53.176 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
2.54.63. 185 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
109. 160. 233. 165|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 64. 161. 200 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
94.230. 86. 245 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
109. 65. 131. 239 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19.86.4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 [aka. i df . i | Dstributed Unaut horized URL Access on waw aka.idf.il/giyus/kadatz  |B ock 1
79.178.64.223 |lsrael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
. . - Unaut hori zed URL Access to
66.249. 69. 46 | srael 147.237.77. 243 |mobi | e. i df . i ] nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1726 Bl ock !
46. 19. 86. 69 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
87.69. 78. 155 I srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method HEAD for www aka. idf.il/main/giyus/ B ock 1
] - . D stributed Lhaut hori zed URL Access on
17.138.59.145 [Wnited Sates  [147.237.72. 156 |anan. i df . i | vaw arvan, i df . |/ appl e- app- si t e- associ at i on Bl ock 1
192. 243.55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . D stributed Lhaut hori zed URL Access on
66.249.78.246 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
] . . D stributed Unauthori zed URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
63.141.204.60 [lhited Sates 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php Bl ock
84.228.100. 230 |l srael 147.237.77. 170 |n@ar achot . i df . i | [Mil tipl e Whauthorized URL Access from 84.228. 100. 230 B ock
37.26.149.210 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |lhited Sates  [147.237.77.216|dover.idf . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
2.54.148.9 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed LRL Access from2.54.148.9 B ock 1
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/giyus/ general B ock 1
79.178.162.61 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 253. 213. 135|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.78.159 |Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 78. 159 B ock 1
46.19. 86. 233 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
213. 8.204.23 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storage/files/ 9/ B ock 1
89.138. 116. 241 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . Paraneter Read Qily Molation in
84. 108. 46. 96 I srael 147.237.72. 166 |aka. i df . il v aka, i df i |/ mai v sachar !/ f or got passwor d. aspx None 1
37.26.146.190 |lsrael 147.237.72. 166 |aka. i df . i | SSL ULhtraceabl e Connection - (pen Mde None 1
L . . D stributed Lhaut hori zed URL Access on
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | ww aka i o i |/ti Znoret/ pri nt previ ew def aul t . asp B ock 1
157.55.39. 3 Lhited Sates 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
] - - D stributed Lhaut horized URL Access on
107.178.194.87 |lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. . Unknown Par anet er anp; docid in
66. 249. 66. 75 I srael 147.237.72. 166 |aka. i df . i | S S e None 1
wwv aka. i df . i |/ mai n/ gi yus/ general . aspx
84. 228.100. 230 |l srael 147.237.77. 170 |maar achot . i df . i | {Uhaut hori zed LR Access to maarachot.idf.il/pdf/files/6/113136. pdf B ock 1
46.19. 85. 105 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
] . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
2.54.148.9 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 6/ Bl ock 1
- . . Unaut hori zed URL Access to
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | vow aka i df i /i znor et/ pri nt previ ew def aul t. asp B ock 1
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