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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 1636
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover _Under_Attack Con Htp drop 4

142. 54. 160. 212 Lhited Sates 147.237.0. 34 tikshuv.idf.il |bl ock-sp-trafl forward 1

174. 16. 199. 228 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
142.54.168. 141 Lhited Sates 147.237.0. 34 tikshuv.idf.il |bl ock-sp-trafl forward 1
89.248.174. 4 Net her | ands 147.237.76. 201 eatal.idf.il |Bock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

104. 45. 132. 180 Lhited Sates 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 2 147.237.72.166|nited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
43.245.103. 151 |147.237.76.44 |india e.refuah.idf.il ET SCAN Potential SSH Scan 2
43.245.103.151 |[147.237.0.35 |india akavs. i df i ET SCAN Potential SSH Scan 2
43.245.103. 151 |147.237.77.212|India e.dover.idf.il ET SCAN Potential SSH Scan 1
111 36, 243 178 |147. 237.8.27  |ni na o radi matal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
43.245.103. 151 |[147.237.77.61 |india e.cogat.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237.0. 200 |Canada . i df il ET SCAN NVAP -f -sS 1
43.245.103. 151 |147.237.76.176|Indi a test.ncore.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 113 |147. 237. 76. 199 |kr ai ne e. nakchal i df .i | ET SCAN NMAP -sS wi ndow 1024 1
43.245.103. 151 |[147.237.76.34 |india yohal an. i df .| ET SCAN Potential SSH Scan 1
85. 93. 5. 66 147.237.76. 38 |Ger many eeneitav.idf.il ET SCAN Potential SSH Scan 1
43.245.103. 151 |[147.237.72.14 |india dover.idf.il(old) ET SCAN Potential SSH Scan 1
78.193.2.8 147. 237. 77. 235 |France sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
43.245.103. 151 |147.237.8.27 |india emadimatal .idf.il ET SCAN Potential SSH Scan 1
43.245.103. 151 |147.237.0.200 |india ndu. i df i | ET SCAN Potential SSH Scan 1
201 173, 106. 1381147, 237 72. 217 |sxi co cidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
43.245.103. 151 |147.237.77.227|India e. hamaz. i df .il ET SCAN Potential SSH Scan 1
43.245.103.151 |147.237.0.34 [india tikshuv.idf.il ET SCAN Potential SSH Scan 1
43.245.103. 151 |147.237.77.216|Indi a dover.idf.il ET SCAN Potential SSH Scan 1
14.127.84.146 |147.237.8.28 |China e.mobi | e-ks. i df .il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
116. 202. 217. 100|147. 237. 77. 216 |Indi a dover . idf.il portscan: TCP O stributed Portscan 1
43.245.103. 151 |147.237.77.74 |india lawidf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 0. 200 |Canada ndu. i df i | ET SCAN NMAP -sS wi ndow 2048 1
43.245.103. 151 |147.237.76. 177 |Indi a ncore.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237. 72. 167 [Net her| ands i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 113 [147.237. 76. 199 |Lkrai ne e. nakchal .i df .il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
43.245.103. 151 |147.237.72.217|Indi a eidf.il ET SCAN Potential SSH Scan 1
78.193.2.8 147. 237. 77. 243 |France nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
43.245.103.151 |[147.237.8.28 |india e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
78.193.2.8 147.237.77. 176 |France nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
43.245.103.151 |[147.237.8.24 |india elifestyleidf.il ET SCAN Potential SSH Scan 1
43.245.103. 151 |147.237.77.233|Indi a atal .idf.il ET SCAN Potential SSH Scan 1
201 173, 106. 1381147, 237 72. 156 |nexi co avan. i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
43.245.103. 151 |147.237.77.226|India waw chanat z. aka. i df .i | [ET SCAN Potential SSH Scan 1
43.245.103.151 |147.237.0.15 |[Iindia kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
158.255.2.52  |147. 237, 77. 227 |58 & e hamaz. i df i ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng BEngine: TCP Invalid i i ssi
87.68.249.182 | srael 147.237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
5.170.223.24  |[itay 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
66.249.66.60  |lnited Sates |147.237.76.86 |navy.idt.il 9 =9 Invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.
171.96.142.9 Thai | and 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 11
46.121.109. 150 |l srael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TGP Invalid i i ssi
66.249.93.182 |lnited Sates [147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmission drop 8
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
82.145.221. 193 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
109. 67. 191. 241 |l srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 73 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng BEngine: TCP Invalid i i ssi
80. 246. 136. 198 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
46.19. 85. 78 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber alert
80. 246. 137. 137 |Israel 147.237.72. 166 |aka i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
o SWNretransmit wth different .
149. 78. 57. 64 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 6
46.19. 85. 78 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 73 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
reanmn ine: TCP Invali i i ssi
157. 55. 39. 2 Wited Sates |147.237.72. 166 |aka i df.il Streaning Engine: TCP Invalid  finvalid segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dropped.
131. 0. 50. 2 Brazil 147.237. 77. 216 |dover.i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
82.145.219.87 |Europe 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.179. 217. 160|I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 4
212.179. 217. 160|l srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi
74.97.179.238 |Uited Sates |147.237. 77. 216 |dover. i of i 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansm ssi on Packet dropped.
31.210. 188. 125 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
212.179. 217. 160|l srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop
37.46. 39. 153 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
66.249.69.46  |Lited Sates |147.237.77. 243 |nobile.idf.il 9 =g Invalid segnent retransmission. dr op 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
194, 90. 167. 156 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.64.57.82  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
41.234.55.212 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi
149.78.244.91 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.178.60.46 |l srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
89. 138. 102. 127 |[Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
82.81.27.133  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 65. 173. 201 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
217.132.3.120 |israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
82.102.170. 194 |lsrael 147.237.72. 167 i shuri maka.i of . i [dr op First packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i Ssi
109. 67.0. 72 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.18.77 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi
77.125.112. 193 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
150. 70.173.52  |Japan 147.237.76.202|e.ha ag.idf.il |Geo-| ocati on enfor cenent Geo-1 ocati on i nbound enf or cenent |drop 3
Sreaming Engine: TGP Invalid i i ssi
109. 64.55.178 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
87.68.47.150  |Israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46.120.159.0 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop
79.182.146. 182 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
79.178.60.46  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
5.102.254.239 |Israel 147.237.72. 166 |aka i df .i | SYN Attack SYN -> SYN-ACK -> RST aert 2




01-09-2016-10:04:07 to 01-09-2016-11:04:07

|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Acti on ‘Count
85. 65.216.87  |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 14
188. 143. 232. 21 E;Z:;;”I o 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 188. 143. 232. 21 B ock 7
84.228.41.228 |lsrael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code Bl ock 6
80. 246. 136. 198 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
5.170.223.24 |italy 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 3
85. 64. 163. 217 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
176.228.86.2 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 208. 45 [l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.121. 214. 199 || sr ael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
80. 187. 110. 98 |Ger many 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
m ny- kosher - kr avi . i _ ,
109. 64. 128. 244 |l srael 147.237.0. 17 df il Miltiple Il1egal Paraneter Encodi ng from 109. 64. 128. 244 None 3
212.116. 166. 10 [l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
) . - Unhaut hori zed URL Access to
72.9.148.10  |lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 192. 243. 55, 137 B ock 2
46.117.96. 161 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 2
85. 65. 19. 99 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
208.115.113. 88 [Lhited Sates [147.237.76.86 [navy.idf.il Ml tipl e Unhauthorized URL Access from 208. 115. 113. 88 B ock 2
192. 243. 55. 133 |Domi ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192.243.55. 133 B ock 2
79.180. 190. 116 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
208, 115.113. 88 [United Sates  [147.237.76.86 |navy.idf.il tnaut hori zed UR. Access to Bock |2
navy.idf.il/giyus/foruniasp/ showf orum asp
157. 55, 39. 2 Lhited Sates |147.237.72.166|aka.idf .il D stributed Suspicious Response Code Qust om Tenpor ary B ock 2
. . . O stributed Whaut hori zed URL Access on
204.13.200. 200 [Whited Sates  [147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
Unhaut hori zed URL Access to
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | wwu aka. i df . i |/ kamar/ Kkl al i / def aul t. asp?cat i d=59830&doci d=74040 [Bl ock 1
&8ist=1
66.249.69.30 |[lIsrael 147.237.77.243|nobi | e.i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 30 B ock 1
. . Unaut hori zed URL Access to
109. 67. 16. 209 [l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
) . . O stributed Whaut hori zed URL Access on
107.178.194.79 |Lhited Sates  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
. . . O stributed Whaut hori zed URL Access on
204.13.200. 200 [Wited States  [147.237.77.216 |dover . i df .i | v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
82.81.27.133 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
L . - Unaut hori zed URL Access to
192.243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i1 v aka. i df . i 1/ mai n/ gi yus/ gener al . aspx?cat | d=59391&doci d=77996 | °K !
. . . Unaut hori zed URL Access to
66. 249.69. 30 | srael 147.237.77. 243 nobi | e. i df . i | nobi | e. i df.il/categorytenpl ates/|istchil ddocunent s/ 1727 B ock !
17.138.60. 8 Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwu i df.il/appl e-app-site-association |B ock
79.176. 165. 40 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None
- . . Unhaut hori zed URL Access to
192.243. 55, 137 |Dom ni ca 147.237.72.166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58339&doci d=68498 B ock !
185. 32.179. 74 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . . D stributed Uhauthorized URL Access on
107.178.194. 87 |Lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
82.81.27.133 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df .il/mai n/ sahar B ock 1
. . . Unaut hori zed URL Access to
66.249.69.38 |Israel 147.237.77. 243 |nobi l e. i df . i | nobi | €. o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1762 B ock 1
) - - DO stributed Lhaut hori zed URL Access on
17.138.60. 144 |Lhited Sates [147.237.72.166|aka. i df.i | v aka, i f i1/ appl e- app- si t e- associ at i on B ock 1
149.78.57.64 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
85.65.24.181 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SI Sessions: sigal gs oS Atack None 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 192. 243. 55, 138 B ock 1
. . Unaut hori zed URL Access to
66.249. 66.61 |lIsrael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ i | ui i/ t enpl at es/ i n. asp B ock 1
2.52.136.130 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
m ny- kosher - kravi . i i i
109. 64. 128. 244 |1 srael 147.237.0.17 y l1egal Paraneter Encoding rnd in . None 1
af.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
. . Unhaut hori zed URL Access to
66.249. 78. 159 |Israel 147.237.77. 216 |dover . i df . i | v i df i |/ nevsi tef engl i sh/ 1226- 3. st Bl ock 1
L . . Unaut hori zed URL Access to
192. 243. 55. 133 | Doni ni ca 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai v sachar/ Kl al i . aspx2doci d=16978 B ock 1
37.26.148.228 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/eitan/pratimpirteyerua |B ock 1
Russi an Unaut hori zed URL Access to
188.143.232.21 | o o0 147.237.77.216|dover.i df . il wwyidf.il/tenplates/articlel/article. in. aspx/ tenpl at es/ sendtof ri end/ s|B ock 1
endt of ri end. aspx
66.249. 66. 191 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1537- he/ r ef uah. aspx |Bl ock 1
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