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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66.249. 78.9 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4449
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3344
216.218.147. 195 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 76
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 38
197.32.3.15 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 13
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under_ Attack Con Htp drop 7

45. 35. 64. 142 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
54.72.0.55 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 6

41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
157.55. 39. 2 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1

45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
37.26. 147. 110 | srael 147.237.77.216 dover.idf.il SYN Hood out of context drop 1
207. 46. 13. 157 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
157. 55. 39. 2 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
173.208. 136. 170 Lhited Sates 147.237.76. 42 refuah.idf.il |Bock Wdp All Nets drop 1
40.77. 167. 42 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
89.248.174. 4 Net her | ands 147.237. 76. 200 eitan.aka.idf.i|B ock Udp All Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 177 ncore.idf.il B ock_Udp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site ‘Sgnai ure
123. 126. 113. 154 |Chi na 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
185. 130. 5. 207 147.237.76.39 |nobil e. neitav.idf.il]|20085 HITP. Miebl ackcat Security Scanner Initial Request Bl ock 1
185. 130. 5. 207 147.237.76.39 |nobi | e. n@i tav.idf.il|20086: HITP. Mi ebl ackcat Security Scanner B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker CGountry |Ste |Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
185. 130. 5. 207 147.237.76. 39 nobi | e. nei tav.idf.il ET WEB _SERVER Mii ebl ackcat scanner 1
132.185.161. 120 |147.237.77.216 |United Kingdom |dover.idf.il portscan: TCP O stributed Portscan 1
121.201. 27. 61 147.237.76.196 |China e.sviva. idf.il ET SCAN Potential SSH Scan 1
94. 102. 56. 238 147.237.0. 15 Net her | ands kosher-kravi .i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
94. 102. 48. 195 147.237.72.166 |Netherl ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.77.235 |Wkraine svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 167. 155 147.237.77.234 |Netherl ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.0. 34 Lhited Sates tikshuv. i df.il ET SCAN NMAP -sS wi ndow 4096 1
162. 13. 88. 58 147.237.0. 17 Lhited Kingdom |mny-kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
121. 201. 27. 61 147.237.76.198 |China e.yohal an.idf .il ET SCAN Potential SSH Scan 1
94. 102. 56. 238 147.237.0. 16 Net her | ands ny-kosher-kravi . i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
94. 102. 51. 30 147.237.72.166 |Netherl ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 174. 93. 203 147.237.76.38  |Netherl ands e.e.nmeitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.113  [147.237.77.235 |Wkraine svivaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
52.90. 147. 148 147.237.76.197 |Lhited Sates e. hinush. i df .il ET SCAN Potential SSH Scan 1
199. 191. 56. 188 147.237.0.200 |Whited Sates . i df il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
107.167.109. 84 [wnited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 22
216.218. 147. 195|hited Sates  |147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 21
216.218. 147. 195|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 15
91.200.12. 143  |kraine 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 12
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
198. 211. 102. 104|Lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 8
216.218. 147. 195|lhited S ates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
216.218. 147. 195|lhited Sates  [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 6
216.218. 147. 195|hited Sates  |147.237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 6
79.183.101.40 |israel 147.237.72. 166 |aka.i df . i Streaming Engine: TCP Invalid finvalid segnent retransmssi on, drop 6
Ret ransni ssi on Packet dropped.
80. 246. 139. 165 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
85. 65. 71. 200 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
91.200. 12. 106  |lkrai ne 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 4
94.242.228.108 |Luxembourg  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
93. 158. 215. 174 |Net her| ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 4
197.32.3.15 Egypt 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
91.200. 12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
195. 34.150.18 |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
197.32.3.15 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
2.54.141.117  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransmission drop 3
Ret r ansmi ssi on Packet dr opped.
2.54.163. 95 I sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid Jinval id segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
197.32.3.15 Egypt 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
85. 65. 71. 200 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
141. 8. 132. 112 :Zg::tnim 147.237.72. 166 |aka i df . ;; ?2:;2 siri]gér?e: TP Invalid :Dg‘éak]eitd dsreggggél retransmssion. 3
66.240.219. 146 |Lhited Sates  |147.237.76. 177 |ncore.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
46. 19. 86. 156 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
50.7.178. 98 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
91.200. 12. 106 |krai ne 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
62. 210. 209. 237 |France 147.237.72. 217 |e.i df i1 Geo- 1 ocati on enf or cenent ﬁ?olr SZi'mon I nbound drop 2
197.32.3.15 Egypt 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
220. 255. 103. 46 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
180. 102. 101. 189|Chi na 147.237.0.33 [idf.il drop drop 2
208.115.113.89 |Lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrul e drop 2
45.35. 64. 142 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
94.102.51.30  |Netherlands  [147.237.8.28 |e.nobile-ks.idf.il |Geo-1 ocation enforcenent gfolr gzﬁ;'mon I nbound drop 1
141.212. 122. 206|Uhited Sates  |147.237.76.39 [nobile. neitav.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 146|Wwnited Sates  [147.237.72. 217 [e i cf . i1 Geo- 1 ocati on enf or cenent ﬁ?olr SZiimon I nbound drop 1
37.26. 147. 110 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
81.169. 237. 146 |Ger many 147.237.77. 179 |e. nazi .i of .i | drop SAMrule drop
70.39.186.218 |Satellite Providd147. 237. 72. 166 |aka. i df .i Bl ock HTTP Non Conpl i ant Response out of state moni t or 1
94.102.51.30  |Netherlands  |147.237.77.178|enatpash.icf.il  |Geo-1 ocation enf or cerent g?olr ggi'mon | nbound drop 1
184. 105. 139. 107|Whited Sates  |147.237.77. 205 |prisha.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
61.242.114.152 |China 147.237.77. 243 |nobi l e.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
141.212.122. 151 |Whited Sates  |147.237.77. 205 |prisha.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
216.218.206.90 |lWhited Sates |147.237.72.217|e.idf. il Geo- | ocati on enf or cenent ﬁ?olr SZiimon I nbound drop 1
85. 65. 71. 200 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry|Target Address |Site Sgnature Action ‘Count
46.19.85.123 |[Israel 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 157
46.19.85.123 |Israel 147.237.0.19 |madimatal .idf.i[/c° M Of the Sane Response Code (404) in Session from Bl ock 17
46. 19. 85. 123
188. 143. 232. 21 RFeJZ;:t“ion 147. 237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 188.143.232. 21 B ock 2
’ . . D stributed Lhaut hori zed URL Access on
204. 13.200. 200 [thited Sates 147.237.77. 216 (dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
2.52.18.75 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
79.183.21.237 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
40.77.167.69 |Lhited Sates 147.237.72. 166 |aka. i df . i | Unknown Paraneter docid in aka.idf.il/giyus/ ganda/ def aul t. asp None 1
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/tiznoret/gallery Bl ock 1
157.55.39. 2 Lhited Sates 147.237.77.216|dover. i df .i | Distributed Unauthorized URL Access on 147.237.77.216/ B ock 1
- . D stributed Lhaut hori zed URL Access on
66.249. 78. 234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wwn idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
’ . . Unaut hori zed Met hod HEAD for
209.190.20.61 |[ULhited Sates 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 1
188. 143. 232. 21 RFeJZ;:t“ion 147.237.77. 176 |nat pash. i df . i1 [Mitiple Unauthorized URL Access from 188.143. 232. 21 B ock 1
’ . . D stributed Lhaut hori zed URL Access on
107.178. 194. 79 [Wnited Sates 147.237.77.216|dover . i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . . Unaut hori zed URL Access to
66.249.69.38 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1733 B ock 1
46.19. 85. 25 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
o . . Unaut hori zed URL Access to
192. 243. 55. 136 [Doni ni ca 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai 1/ i yus/ gener al . aspx?cat | d=62215 B ock 1
157.55.39.222 |lhited Sates 147.237.0.34 |tikshuv.idf.il |Paraneter Type Molation catld in tikshuv.idf.il/site/general .aspx B ock 1
66.249. 78. 240 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock
66.249. 66. 131 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
) ; ; D stributed Uhaut hori zed URL Access on
107.178.194.79 |Wited Sates 147.237.77. 216 (dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66.249. 73. 147 |l srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock
173. 254. 203. 98 |Uhited Sates 147.237.77.216|dover. i df .i | PHP Attenpt B ock
68.180. 229. 173 [Lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Unaut hori zed URL Access to
66.249. 66. 136 |Israel 147.237.76.42 |refuah.idf.il 147 237.76. 42/ si p. storagel {1 | es/ O/ 2970.| pg B ock 1
192. 243. 55. 131 |Dom ni ca 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on www aka. i df.il/giyus/kadatz |B ock 1
107.178.194. 83 |Lhited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to ww i df.il/1133-22638- he/ dover. aspx. |B ock 1
. . Unaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover. i df . il 147, 237.77. 216/ 1133- 18618- he/ dover . aspx Bl ock 1
’ . . D stributed Lhaut hori zed URL Access on
204. 13.200. 200 [thited Sates 147.237.77. 216 (dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
173. 254. 203. 98 [Lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to vww idf.il/plus/nytag_js. php Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 191 |Israel 147.237.76.42 |refuah.idf.il 147 237.76. 42/ si p_st or agel fi | es/ 9/ 2359, | pg B ock 1
o . . Unaut hori zed URL Access to
192. 243. 55. 131 [Doni ni ca 147.237.77.74 |lawidf.il v g, i df i | / consol e/ cor e/ doc_nur/ doc. ngr . asp B ock 1
31.7.56.133 St zerl and 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to www i df.il/894-ar Bl ock 1
) . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Wited Sates 147.237.77. 216 (dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78. 146 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wa aka. i df . il/1153- he/ chi nuch. aspx B ock 1
64.19.78.242 |[lnited Sates 147.237.77. 216 |dover. i df .il Distributed Waut horized URL Access on 147.237.77. 216/ B ock 1
) . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Lhited Sates  |147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
184. 105. 139. 68 |Lhited Sates 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
79.183.101. 40 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. . . Unaut hori zed URL Access to
66.249.69.30 |Israel 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1880 B ock 1
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