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M dover.idf.il
M aka.idf.il
M nadi matal .idf.i
M naar achot . i df . i |
M navy.idf.il
M tikshuv.idf.i
Midf.il
M nat pash. i df . i
aman.idf.il
M e halag. idf.i

W 41.33.231.90

46. 19. 85. 123
I 195. 34. 150. 18

212.143. 142. 56
W 91. 200. 12. 143
M 43. 255. 176. 89
[ 128. 61. 240. 118
M 192. 243.55. 138

5. 102. 254. 45
M 157.55.39.2




01-09-2016-07:04:07 to 01-09-2016-08:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
123. 151. 42. 61 Chi na 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets Con_Linit drop 1




01-09-2016-07:04:07 to 01-09-2016-08:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Device Action |Oount
149. 202. 48. 246 Ger many 147.237.77.216 |dover.idf.i| [Cl000106: HITP. najestic bot B ock 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il |13840: TLS (penSSL Heartbeat Packet B ock 1
116. 8. 98. 197 Chi na 147.237.77.216 |dover.idf.i| |C1000108: HITP. Trying to | ocate existing FQkeditor Bl ock 1




01-09-2016-07:04:07 to 01-09-2016-08:04:07

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.73.198 |147.237.77.170|W0ited Sates |naarachot.idf.il [ET SCAN NVAP -sA (2) 2
_ _ . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
123.110. 11. 57 147.237.8.28 |Tai wan e.nobi |l e-ks.idf.il . 1
Potential Scan or Brute Force
43.245.183.201 |[147.237.0.34 |Japan tikshuv.idf.il ET SCAN NVAP -f -sS 1
, . |ET SCAN Behavi oral lhusual |y fast inbound Tel net Gonnecti ons,
218. 164. 169. 136|147. 237. 76. 38 |Tai wan eeneitav.idf.il . 1
Potential Scan or Brute Force
173.199. 74. 136 |147. 237. 76. 86 LKJ?';;gom navy. i df . il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 51. 30 147.237.8.46 |Netherl ands e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 1024 1
43.245,183. 201 |147.237.0.34 |Japan tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1




01-09-2016-07:04:07 to 01-09-2016-08:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
195.34.150.18 |Austria 147. 237.77. 216 |dover i df . Bl ock HTTP Non Conpl i ant g;;ed to hand'e comection oo |4
91. 200. 12. 143  |krai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
43.255.176.89 |Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

S reanmi ng Engi ne: TCP ' i ssi
2.54.141.117  |israel 147. 237. 72. 166 |aka. i of . i mng tngine: 1 Invalid segnent retransmssion. | 3

Inval i d Retransnission Packet dr opped.

S reaning Engi ne: TCP i i ssi
85.203.21.25  |Nether! ands 147.237.72. 166 |aka.i df .i mng tngine: 1 Invalid segnent retransmssion. | 3

Inval i d Retransm ssion Packet dr opped.
5.102. 254. 45 I srael 147.237.77. 216 |dover.idf i Bad TCP sequence Invalid ACGK nunber noni t or
5.102. 254. 207 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber noni t or

S reani ng Engi ne: TCP ' i ssi
37.142.68.35  |Israel 147. 237.72. 166 |aka. i f .11 mng tngine: 1 Invalid segnent retransmssion. | 2

Inval i d Retransnission Packet dr opped.

S reaning Engi ne: TCP i i ssi
157.55.39.2  |wited Sates 147.237.72. 166 |aka i f .11 mng tngine: 1 Invalid segnent retransmssion. | 2

Inval i d Retransm ssion Packet dr opped.
195. 154. 146. 225|France 147.237.77. 216 |dover.idf .i | drop SAMrul e drop 2
184. 105. 139. 79 |[nited Sates 147. 237. 76. 147 |chi nuch. aka. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 150|nited Sates 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
94.102. 51. 30 Net her | ands 147.237.8.46 |e.chinuch.idf.il dr op SAMrul e drop 1
67.227.163.231 |lhited Sates 147.237. 77. 216 |dover . i df . i Bl ock HTTP Non Conpl i ant 52’1!:‘1 to hand'e conection o onitor |1
184. 105. 139. 122|wnited Sates 147.237.0.17 ;nlnly kosher-kravi.Td |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 199|tnited Sates 147.237.77. 176 |nat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
128. 61. 240. 118 |Uited Sates 147. 237. 77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.108. 168. 205 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACGK nunber noni tor |1
208.115.111. 68 |Whited Sates 147.237.77.74 |(lawidf.il dr op SAMrul e drop 1
184.105. 139. 79 [Lnited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 154|nited Sates 147.237.0.33 [idf.il drop drop 1
109. 186. 148. 115|l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber nonitor |1
75.191. 167. 108 |Lhited Sates 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber alert 1
184. 105. 247. 211 |wnited Sates 147. 237. 76. 198 |e. yohal an.i df .| Geo- | ocati on enf or cenent gﬁ?;’:ggigfn I nbound drop 1
141.212.122. 207 |wnited Sates 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
128. 61. 240. 118 |[lnited Sates 147.237.77. 176 |nat pash. i of . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
85.114. 121. 18 (F;ajcis;i';'ja” Tertitony s 47 237.77. 216 |dover. i of . i1 dr op First packet isnt SN drop 1
212. 28. 230. 205 [Lebanon 147. 237. 77. 216 |dover i df .| Bl ock HTTP Non Conpl i ant EZ’t;ed to handie comection |onitor |1
184.105. 139. 88 |Lhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 155|nited Sates 147.237.0.33 [idf.il drop drop 1
109. 253. 217. 237|l srael 147. 237.77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber alert 1
75.191. 167. 108 |Lhited States 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni tor |1
185. 3. 146. 227 |l srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber nonitor |1
146. 185. 239. 102 |Russi an Federation |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128. 61.240. 118 |Uhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant g;;ed to handie comection oo |y
184.105. 139. 118|Uhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 193|Wnited Sates 147.237.76. 202 |e.hal ag.i of .1 Geo- | ocati on enf or cenent Sﬁfog)lrggixn I nbound drop 1
109. 253. 217. 237|I srael 147.237.77. 170 |maarachot . i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
81. 169. 237. 146 |Ger many 147.237.76. 177 |ncore.idf . il drop SAMrul e drop 1
141.212.122. 149|nited Sates 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.98 |Liited Sates 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 118|lhited Sates 147. 237. 76. 200 [ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 193|nited Sates 147. 237.77. 170 |naar achot . i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
128.61. 240. 118 |Wnited Sates 147.237.76.202|e.hal ag.i dof .1 Geo- | ocati on enf or cenent Sﬁ?olrggi:fn I nbound drop 1
84.108. 168. 205 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 1




01-09-2016-07:04:07 to 01-09-2016-08:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
46.19.85.123 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
2.52.172.117 |[Israel 147.237.0.19 |madi matal . idf. i |Suspicious Response Code B ock
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 192. 243. 55, 138 B ock
46.19.86.249  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
] . . D stributed ULhauthorized URL Access on
204.13.200. 200 |Lhited Sates [147.237.77.216|dover.idf .il v i dff . i | / 1133- 22638- hel dover . aspx. Bl ock 1
133. 130. 63. 178 |Japan 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 1
66.249.66.34 |Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Distributed Uhaut hori zed URL Access on ww aka. i df . il/giyus/ kadat z B ock 1
66.249. 78. 109 [l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
62.210.190. 10 |France 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df . i|/wpf oot 1. php B ock 1
157.55.39. 2 Lhited Sates  |147.237.72.166|aka. i df .i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.66.60 |Israel 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to navy.idf.il/edi niyonan/ enl ar ge. asp Bl ock 1
46. 19. 86. 70 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
80.73.72. 58 gjz::t”l o 147.237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to vwwidf.il/mazi’ a=0 B ock 1
66.249.65.21  |Israel 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt Bl ock 1
188. 143. 232. 21 :Z::;”ion 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 188. 143. 232. 21 B ock 1
. . DO stributed Unaut hori zed URL Access on
66. 249. 66. 183 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ mai v gi yus! gi yus/ gener al . aspx B ock 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to ww aka.idf.il/kamar/klali/null B ock 1
) . . Dstributed Lhauthori zed URL Access on
107.178.194. 87 Wited Sates  [147.237.77.216 |dover. i df .| v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 65. 25 | srael 147.237.77. 170 |maar achot . i df . i | |[Unaut hori zed URL Access to 147.237.77.170/ pdf/ fil es/ 1/ 113221. pdf Bl ock 1
40.77.167.83 |wited Sates |147.237.72.166(aka.idf.il Unaut hori zed LRL Access to 147.237.72. 166/ B ock 1
Russi an Uhaut hori zed URL Access to
188.143.232.21 | o oo 147.237.77. 216 |dover.i df . i | waw i df i |/t enpl at es/ general / gener al . aspx/ t enpl at es/ sendt of ri end/ sendt o |Bl ock 1
friend. aspx
. . . Uhaut hori zed URL Access to
66.249.69.46 |[lIsrael 147.237.77.243|nobi l e. i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1876 Bl ock 1
46.120. 223. 45 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Paramet er __VI EVBTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
) . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |Lhited States  [147.237.77.216 |dover. i df . i | v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
’ . . D stributed Lhauthori zed URL Access on
107.178.194. 87 |Lhited Sates  |147.237.77.216|dover. i df .il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249.66.28 |[lIsrael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ f | es/ 5/ 69045 pf Bl ock 1
46.19. 85. 25 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
- . . Uhaut hori zed URL Access to
192. 243. 55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | vaww aka, i df i |/ mai v/ snal i rd smal i m aspx?cat | d=58639 B ock 1
. . Unaut hori zed URL Access to
66.249.78.97 |lIsrael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai r/ gi yus/ gi yus/ gener al . aspx Bl ock 1
62.210.190. 10 [France 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
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