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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 623
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under_ Attack Con Htp dr op 3

49. 142. 52. 26 Korea, Republic of 147.237.76. 201 e atal.idf.il B ock Wp Al Nets drop 2

115. 239. 228. 10 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il |JLM Under Attack Con Htp drop 2
134.147. 203. 115 Cer many 147.237.76. 200 eitan. aka. idf.il B ock Np Al Net drop 1

208. 67. 1. 60 Lhited Sates 147.237. 76. 148 gogcenter.aka.idf.il |Bock Np Al _Net drop 1

134. 147. 203. 115 Ger many 147.237.76. 200 eitan. aka. idf.il B ock_UWp Al _Nets drop 1

208. 67. 1. 60 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np All _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
54.228.251.101 |147.237.72.166 |Irel and aka.idf.il Tehila - Perl LWP wth fake user agent 2
59. 45. 79. 117 147. 237.76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147. 237. 72. 167 [Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
006, 253. 147 72 |147 237 8.27 |Uited Sates e radi matal idf.i| ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
168. 62. 238. 153 |147.237.77. 234 |Uhited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 77. 178 |Canada e. mat pash. i df.il ET SCAN NVAP -f -sS 1
93.174.93.203 |147.237.72.14 |Netherlands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77.19 |China lawforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.15 |China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 77. 178 |Canada e. nat pash. i df . il ET SCAN NMAP -sS w ndow 2048 1
94.102.48.195 |147.237.77.226|Netherlands  |wn chamat z. aka. i df .i1 [ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
121.54. 44. 90 Phi | i ppi nes 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
121. 54. 44. 90 Phi | i ppi nes 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
176.13.8.183  |Israel 147.237.77. 243 |mti e ich. i1 || SAMNG Engine: TGP Invalid invalid segnent retramsmission. | 4
Ret ransm ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
109. 64.13.203 |l srael 147. 237.72. 166 |aka i of . i Streaning Bngine: TCP Invalid invalid segnent retramsmssion. |, 3
Ret ransm ssi on Packet dr opped.
41. 214. 120. 154 |Senegal 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
208.115.111. 68 |Lnited Sates 147.237.77. 74 |lawidf.il drop SAMrule drop 2
50. 62.161. 158 |lhited Sates 147.237.77. 170 |nmarachot . i df .i| [dr op SAMrule drop 2
75.126.221.55 |Lhited Sates  |147.237.77.74 |[lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |nonitor 2
157.55.39.2  |wited Sates  |147.237.72. 166 |aka i df i1 Streaning Engi ne: TCP Invalid —ivalid segnent retramsmssion. | o 2
Ret ransm ssi on Packet dropped.
208.115.113.88 |lWhited Sates  |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransnission drop 2
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
75.126.221.55 |Uhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 2
46. 19. 86. 22 I 'srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 2
208.115.113. 89 |Lnited Sates 147.237.72. 166 |aka. i df .i | drop SAMrule drop 2
128. 61. 240. 118 |lhited Sates 147.237.77. 121 |e. navy. i df . i Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent [dr op 1
95. 65. 34. 177 :"Jfg‘i’i' o 147.237.0.35 |akavs.idf.il drop drop 1
208.115.113.89 |Whited Sates 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 1
74.82.47. 44 Lhited Sates 147.237.77. 178 le.matpash.idf .il |Geo-| ocati on enfor cenent Geo- | ocati on i nbound enf or cenent |drop 1
184. 105. 139. 126|Lhited Sates 147.237.76. 199 [e. nakchal .idf.il |Geo-| ocati on enfor cenent Geo-1 ocation inbound enf or cenent |drop 1
41.214.120. 154 |Senegal 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
141. 212. 122. 207 |Wited Sates 147.237.76.200|eitan. aka. idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
121. 54. 44. 90 Phi l i ppi nes 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 1
216.218. 206. 83 |Lnited Sates 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93.174.93.203  |Net her| ands 147.237.76. 34 |yohal an.idf.il drop SAMrul e drop 1
195. 154. 146. 225|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
46.19. 86. 41 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 139. 86 |Lhited Sates 147. 237.72. 167 |i shurimaka.i df .i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 149|Uhited Sates 147.237.76. 44 |e.refuah.idf.il |Geo-| ocati on enforcenent Geo-1 ocation i nbound enf or cenent |dr op 1
99. 46.238.103 |[Lhited Sates 147. 237.77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
208. 115.113. 89 |lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 1
74.82.47.51 Lhited Sates 147.237.8.50 [e.tikshuv.idf.il |Geo-| ocati on enforcenent Geo-1 ocation i nbound enf or cenent |dr op 1
185.29.8.105  |Sweden 147.237.77.74 |lawidf.il Header Rgj ecti on :‘:ﬁitrej ection pattern found in-ooivor |1
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1
216.218.206. 119|thited Sates 147.237.77.212|e.dover.idf.il  |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent [dr op 1
93.174.93.203 |Netherlands 147.237.76.196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
184. 105. 139. 114|lLhited Sates 147.237.76. 202 |e. hal ag.i df .il Geo- 1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |dr op 1
5.39.93. 143 France 147.237.77. 176 |matpash.icf.il  [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
141. 212. 122. 150|lnited Sates 147.237.76.44 |e.refuah.idf.il |Geo-| ocation enf or cenent Geo- 1 ocati on i nbound enf or cenent [dr op 1
106. 75.199. 201 |Chi na 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 1
208.115.113. 89 |Lhited Sates 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 1
185.29.8.105  |Sweden 147.237.77.176 |matpash. icf.i1  |Header Rej ection P;“;g;re" ection pattern found in- oo 1
41.214.120. 154 |Senegal 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
128. 61. 240. 118 |lhited Sates 147.237.72. 217 |e.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent |dr op 1
93.174.93.203  |Net her| ands 147.237.77. 121 |e. navy. i df il Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
54.72.73.168 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 1
184. 105. 139. 123|thited Sates 147.237.77. 170 |mmarachot . i df .il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 192|Uited Sates 147.237.72. 217 |e.idf il Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count
41.214. 120. 154 |Senegal 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 41.214. 120. 154 B ock 68
159. 203.96. 60 [Lhited Sates 147.237.76.30 |hinush.idf.il Ml tiple Uhauthorized URL Access from 159. 203. 96. 60 B ock
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 192. 243. 55, 137 B ock
) . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |Lhited States  [147.237.77.216 [dover . i df . i | v i dff i | / 1133 22638- hel dover . aspx. B ock 2
54.228.251. 101 [Irel and 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/wp-adm n/ admi n-aj ax. php B ock 2
66.249. 78. 159 [l srael 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wawn idf.il/error. htm Bl ock 2
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192. 243.55. 133 Bl ock 2
41. 214. 120. 154 |Senegal 147.237.77.74 [lawidf.il Mil ti pl e Unhaut horized LRL Access from 41.214. 120. 154 B ock 2
’ . . DO stributed Unaut hori zed URL Access on
204. 13. 200. 200 |Wited Sates 147.237.77. 216 |dover.i df . i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
54.228.251.101 [Irel and 147.237.72. 166 |aka. i df . i | PHP At tenpt Bl ock 2
. . . Uhaut hori zed URL Access to
66.249.69.38 |Israel 147.237.77.243|nobi l e. i df . i | nobi | €. o i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1735 B ock 1
204. 13. 200. 200 |Uhited Sates 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawv i df . il/1133-22461- he/ dover . aspx. B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Distributed Uhaut hori zed URL Access on ww aka. i df .il/giyus/kadatz B ock 1
50.87.11. 34 Lhited Sates 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt Bl ock 1
185.29.8.105 [Sweden 147.237.77.74 |lawidf.il eMi | Hoar ding B ock 1
85. 234.189. 190 |Latvia 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 192. 243. 55. 136 Bl ock 1
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | D stributed Unauthori zed URL Access on www aka. i df.il/giyus/ kadat z Bl ock 1
157.55.39. 2 Lhited Sates 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
’ . . DO stributed Unaut hori zed URL Access on
208.184.112.74 |Lhited Sates  |147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
50.87.11. 34 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to wwu aka.idf.il/xmrpc. php B ock 1
40.77.167.8 Lhited Sates 147.237.72. 166 [aka. i df . i | Unknown Par anet er 136¢d360 i n wawu aka. i df . i | / mai n/ hore/ def aul t . aspx [None 1
185.29.8.105 [Sweden 147.237.77. 176 |mat pash. i df .i| |Enail collector robots 14 B ock 1
85. 234. 189. 190 |Latvia 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed URL Access on waw aka. i df . il/xnirpc. php B ock 1
64.19.78.242 |wited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
46.19.85.165 |lsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
192. 243. 55. 129 [Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 243. 55, 129 B ock 1
66. 249. 78. 246 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ general . aspx  |B ock 1
- . . Uhaut hori zed URL Access to
192. 243.55. 133 |Doni ni ca 147.237.72. 166 aka. i df .1 wav aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58614&doci d=31529 Bl ock !
54.228.251.101 [Irel and 147.237.72. 166 [aka. i df . i | Admin Bl ocki ng B ock
185.29.8.105  [Sweden 147.237.77. 176 |nat pash. i df .i| |eMil Hoarding B ock
) . ] D stributed Uhauthorized URL Access on
107.178.194.79 |Lhited States  [147.237.77.216 [dover . i df . i | v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
66.249.69.30 |[Israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 69. 30 B ock 1
- . . Uhaut hori zed URL Access to
192. 243.55. 137 |Doni ni ca 147.237.72. 166 aka. i df . i wawv aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59390&doci d=57271 Bl ock !
L . . Uhaut hori zed URL Access to
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | v aka, i of . i |/ nai 1/ gi yus/ gener al . aspx?doci d=64483 Bl ock 1
50. 63. 176. 133 [Lhited Sates 147.237.77. 170 |n@aar achot . i df . i I{Distributed PHP Attenpt B ock 1
159. 203.96. 60 [Lhited Sates 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to chinush. atal.idf.il/tenpl ates/ news/ nul | B ock 1
79.177.13.135 |[israel 147.237. 72. 166 [aka. i df . i | oy ;'df)' @ Untraceable S Sessi ons from 73, 177. 13,135 (sl gal gs IS None 1
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
54.228.251. 101 [Irel and 147.237.72. 166 [aka. i df . i | Mil tipl e Admin Bl ocking from 54.228. 251, 101 B ock 1
41. 214. 120. 154 |Senegal 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/14-en/ Bl ock 1
188. 143. 232. 21 gj;:ﬂ o 147. 237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 188. 143. 232. 21 B ock 1
) . . D stributed Lhauthori zed URL Access on
107.178.194. 87 |lhited States  |147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
. ] . Unaut hori zed URL Access to
66. 249. 69. 30 I'srael 147.237.77.243|nobi | e. i df . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1774 Bl ock !
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 [aka. i df . i | Distributed Unhaut hori zed URL Access on ww aka. i df . il/giyus/ kadat z B ock 1
50. 63.176. 133 |lhited Sates 147.237.77. 170 [maar achot . i df . i [|thaut hori zed URL Access to naarachot.idf.il/xmrpc. php B ock 1
185.29.8.105 |Sweden 147.237.77.74 |lawidf.il Enmail collector robots 14 B ock 1
79.177.13.135 [Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Atack None 1
192. 243. 55. 134 |Doni ni ca 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to www i df.il/newsit e/ i mages/ 0108- B ock 1
41. 214. 120. 154 |Senegal 147.237.77. 176 |mat pash. i df .i| |Miltiple Wauthorized URL Access from 41.214. 120. 154 B ock 1
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