01-09-2016-03:04:07 to 01-09-2016-04:04:07

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y RepOrt

[Top Targets |

M dover.idf.il

M tikshuv.idf.il

M aka.idf.il

M navy.idf.il

M mobile.idf.il

Meitan aka.idf.il

[ refuah.idf.il

B W chanat z. aka. i df . i |
hi nush. i df .il

B naar achot . i df . i |

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

M 167. 114. 156. 16
46.121. 194. 131

I 41.33.231.90
183. 79. 221. 25

Nu gber Il 91. 200. 12. 7
Attacks M 109. 64. 157. 3

[ 62.113. 223. 94

W 91. 200. 12. 106
195. 34. 150. 18

M 52. 16.5. 197

Top Attackers



01-09-2016-03:04:07 to 01-09-2016-04:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 1315
92.247.181. 29 Bul gari a 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp dr op 2
52.16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
115. 239. 228. 10 Chi na 147.237.76. 86 navy.idf.il JLM Under Attack Con Htp drop 2
119. 47.101. 121 Japan 147. 237. 76. 147 chinuch. aka.idf.il |Block Udp All Nets drop 2
204. 42. 253. 132 Lhited Sates 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1

31. 148. 220. 74 Net her | ands 147.237.76. 30 hi nush. i df .i | Bock Np All _Net dr op 1
204. 42, 253. 132 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Udp All Nets drop 1

89. 248.174. 4 Net her | ands 147.237.76. 34 yohal an. i df .i | Bl ock_Udp All _Nets drop 1

31. 148. 220. 74 Net her | ands 147.237.76. 197 e hinush.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

104. 45. 132. 180 Lhited Sates 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 1




01-09-2016-03:04:07 to 01-09-2016-04:04:07

|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.78.9 147.237.72.166|lhited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
168. 62. 238. 153 |147.237.77.212|thited Sates e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
_ _ . |ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
112.5.236.194 |147.237.8.27 |China e.nadi matal .idf.i ) 1
Potential Scan or Brute Force
93.174.93.203 |147.237. 77. 205 |Net her | ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.151.53.196 |147.237.77.170|Ukrai ne maarachot.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
. . ... |ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
190. 7. 56. 194 147.237.0.19 |Argentina nadi matal .idf.il . 1
Potential Scan or Brute Force
158.255.2.52  |147.237.77.216 23::21'}0” dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 76. 196 [Canada e.svivaidf.il ET SCAN NVAP -sS w ndow 1024
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il dr op SAMrule drop 36
Sreamng Engi ne: TCP Inval i dinvalid segrent retransmission

183.79.221.25 |Japan 147.237.76.86 [navy.idf.il 0 " |drog 10

W Ret r ansni ssi on Packet dropped. P

109. 64. 157. 3 I srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreanming Engine: TCP Invalid i i ssi

46.19.86.229  |israel 147. 237. 77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

31.168.91.234 |israel 147. 237. 72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

91.200.12.106  [Wraine 147.237.77. 226 [ "™ chanatz. aka. idf.1 |4 o) SAMrul e drop 4
Sreaning Engine: TCP Invalid i i SSi

65.55.210. 141 |Uited Sates |147. 237. 76. 200 |ei tan. aka i of . 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

199.30.25.226 |wnited Sates [147.237.76. 200 [eitan. aka idf. il 9 =9 Invalid segnent retransmssion. |y o, 4
Ret r ansni ssi on Packet dr opped.

91.200.12.7 kr ai ne 147.237.72. 166 |aka.i df i dr op SAMrule drop 4

91.200.12.7  |Wkraine 147.237.77. 226 | ™" chanatz. aka. idf.1 |4 o) SAMrule drop 4

195. 34.150.18 |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |nmonitor

91.200.12.106 |Wkrai ne 147.237.72. 166 |aka. i df i drop SAMrule drop
Sreanming Engine: TQP Invalid i i ssi

79.176.162.49 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |y o, 3
Ret r ansni ssi on Packet dr opped.

109. 67.157.34  |Israel 147.237. 72. 166 |aka.i df . | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor

174.103.92.62 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop

Russi an . R Sreamng Engi ne: TCP Invalid|invaid segnent retransnissi on.

178.154.189. 204~ ~ o 147.237.0.34 [tikshuv.idf.il Ret r ansmi ssi on Packet  dr opped. drop 3

178.217.187.39 |Pol and 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreanming Engine: TQP Invalid i i ssi

149.88. 164.15 |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |y o, 2
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

199.30.24.182 |Wited Qates |147.237.76. 200 |eitan aka idf. il g =g Invalid segnent retransmssion. g, 2
Ret r ansni ssi on Packet dropped.

91. 200. 12. 143  |krai ne 147.237.72. 166 |aka.idf .il dr op SAMrul e drop

52.16.5. 197 Lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
Sreanming Engine: TCP Invalid i i ssi

109.253.141.6 |l srael 147. 237. 77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

192. 243. 55, 131 |Doni ni ca 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.

; . . SWNretransmit wth different .
23.25.105.137 |lhited Sates [147.237.77.233|atal .idf.il Bad TCP sequence wi ndow scal e monitor |2
91.200.12. 143 |kraine 147. 237.77. 226 :""‘”“ chanat z. aka. 1df.1 |y, o SMrule drop 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
2.52.169. 175 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
95.187.205.15 [Saudi Arabia  [147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |2
2.54.157. 71 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
52. 16. 5. 197 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 1
104.45.18.178 |[Wited Sates |147. 237. 77. 216 |dover. i df .i | I nstant Messengers I nstant messenger pattern found, { onitor |1

appl i cation: Skype

197.231. 221. 211 |Liberia 147.237.77. 216 |dover.i df .i | Drectory Traversal directory traversa overflow monitor |1
24.50. 100. 36 Canada 147.237. 77. 216 [dover. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
92.247.181.29 |Rilgaria 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
78.128. 40. 89 Bul garia 147.237. 77. 216 [dover.i df .i | Drectory Traversal directory traversal overflow moni tor |1
141.212.122. 156|hited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
62.113.223.94 |Ger many 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 66. 101. 240 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
94.102. 51. 30 Net her | ands 147.237.0.19 |nadimatal .idf.il drop SAMrul e drop 1
184. 105. 247. 212|whited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
8.37.231. 58 g”&;ymus 147. 237. 77. 216 |dover. i cf . i | drop Frst packet isn't SN drop 1
62.113.223.94 |Ger many 147.237.77.234 |hal ag.idf . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
128.61. 240. 118 |nited Sates |147.237. 76. 148 |gqcenter. aka. i of .i | drop drop 1
52. 16.5. 197 Lhited Sates |[147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
104.130.78.65 |Wited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
93.174.93.203 |Netherlands  [147.237.0.17 [TV kosher-kravi.id |4 op SAMrul e drop 1
180.76.15. 153  [Chi na 147. 237.77. 170 |maar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

141.212.122. 156|hited Sates [147.237.76.34 |yohalan.idf.il dr op drop

62.113.223.94 |Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
. . . Too Many of the Same Response CGode (404) in Session from
46.121.194. 131 |Israel 147.237.0.34 |tikshuv.idf.il 46. 121 194, 131 B ock 46
37.142.228. 147 |[israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 3
109. 67.157.34 | srael 147.237.72. 166 |aka. i df . i | thaut hor i zed Met hod HEAD  or B ock 3
waw aka. i df . i |/ mai n/ hone/ def aul t . aspx
} . . D stributed Uhaut hori zed URL Access on
208.184.112. 74 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
. . . D stributed Uhaut hori zed URL Access on
107.178.194.79 [Wited Sates [147.237.77.216|dover.idf.i| v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 2
184.168.200. 28 |lnited Sates [147.237.77.170 |maarachot . i df .i | O stributed PHP Attenpt B ock 1
66. 147.244.243 |lnited Sates [147.237.77.216|dover.idf.il D stributed Wnaut hori zed URL Access on www i df . il /xmrpc. php B ock
149.78.87.186 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/gius B ock
. . URL is Above Root Directory
104.232.3.33 147.237.77.216|dover. i df . i | wwei o i1/ / shared/cl i entscri pts/j query/j auery-1.4.2.nin. | s Bl ock 1
. P . Unaut hori zed URL Access to
207.46.13.188 [Uited Sates [147.237.0.15 |kosher-kravi.idf.il kosher-kravi i df.i1/1/rel ated users/ 45666182 B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . il/giyus/general B ock 1
174.19.217. 7 Lhited Sates |147.237.76.42 |refuah.idf.il Mal for med URL B ock 1
. . D stributed Uhaut hori zed URL Access on
46.166. 190. 138 [Net her| ands 147.237.77. 216 |dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
131.253.25. 181 |Uited Sates |[147.237.0.15 |kosher-kravi.idf.il |Wauthorized HTTP Mt hod B ock 1
} . . D stributed Uhaut hori zed LR Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
79.181.55.225 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
66.249.66.131 [Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_ st oragel 111 es/ 7/ si ze100x0/ 2427, pg B ock 1
: . . D stributed Unaut hori zed URL Access on
184.168.200. 28 |lhited Sates [147.237.77.170 |n@arachot.idf.i | vaw mmar achot i df i | /xni r pe. php Bl ock 1
40.77. 167. 42 Lhited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
! . . Lhaut hori zed URL Access to wwy aka.idf.il/nai n/gi yus/ A—a€A—
157.55.39.2 Lhited Sates [147.237.72.166|aka.idf.il AVA—2. ¢ A_AEeA_acE? B ock 1
} . . D stributed Whaut hori zed URL Access on
107.178.194.79 [lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
69.195. 106. 239 [lLnited Sates [147.237.72.166|aka.idf.il Dstributed PHP At tenpt B ock 1
195. 64. 164. 134 |France 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
174.19.217. 7 Lhited Sates |147.237.76.42 |refuah.idf.il NULL Character in Method A-[[#0]][[#0]][[#0]]AA¢ B ock 1
50.62.176.229 |lLnited Sates [147.237.72.166|aka.idf.il Dstributed PHP At tenpt B ock 1
17.138.59.136 |Wited Sates |147.237.72. 156 |aman. i df . i | Wnauit hori zed LRL Access to . B ock 1
WA anan. i df . i | / appl e- app-si t e-associ ati on
131.253.25.181 |[thited Sates [147.237.0.15 |kosher-kravi.idf.il [Wauthorized URL Access to kosher-kravi.idf.il/i/jot B ock 1
207.46.13.121 |nited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 1
80.246.133.81 |lsrael 147.237.77. 176 |mat pash. i df . i | Suspi ci ous Response Code Bl ock 1
66. 249. 69. 38 I srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 38 B ock 1
192. 243.55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . i1/ giyus/ kadat z B ock 1
40.77.167. 42 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wwidf.il/user/js.php Bl ock 1
174.19.217.7 Lhited Sates [147.237.76.42 |refuah.idf.il Abnornal |y Long Header Line request header nare B ock 1
: . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.i| v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
195. 64. 164. 134 |France 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to ww cogat.idf.il/xnrpc. php B ock 1
: . . D stributed Uhaut hori zed URL Access on
69.195. 106. 239 [lnited Sates [147.237.72.166|aka.idf.il vow aka. i df i 1/ xmhr pe. php B ock 1
174.19.217.7 Lhited Sates |147.237.76.42 |refuah.idf.il Lhknown HTTP Request Method A-[[#0]]1[[#0]]1[[#0]]AA¢ in URL  |[B ock 1
} . . D stributed Uhaut hori zed URL Access on
50. 62.176.229 |lhited Sates [147.237.72.166|aka.idf.il vow aka. i df i 1/ xmr pe. php Bl ock 1
17.138.60.156 |Uited Sates |147.237.72. 166 |aka. i df .i | thaut hor i zed URL Access to o Bl ock 1
wn aka. i df . i |/ appl e- app- si t e-associ ati on
141.0.23.8 Ger many 147.237.77. 170 |nmar achot . i df . i | O stributed PHP Attenpt B ock 1
207.46.13.157 |lhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 157 B ock 1
91.92.198.5 Bul garia 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At enpt Bl ock 1
66. 249. 69. 46 I srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 46 B ock 1
- . . Unaut hori zed URL Access to
192. 243.55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | vaww aka. i o . i |/ rai 1/ gi yus/ gener al . aspx2doci d=64966 Bl ock 1
174.19.217. 7 Lhited Sates |147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Header Nane B ock 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
198. 154. 225. 251 |Uhited Sates |[147.237.72.166aka.idf.il PHP Attenpt Bl ock 1
71.210.247.162 |Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to w i df . il/894-en/i df gdover. aspx B ock 1
_ ny-kosher - kravi . i df . _
184. 105.139.68 |[lLhited Sates |147.237.0.16 i Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
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