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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site

|Signature |Device Action  |Count |
66. 240. 236. 119 Lhited Sates 147.237. 76. 196 e.sviva.idf.il ock Wp Al _Nets drop 1
80. 82. 64. 177 Net her | ands 147.237.76. 148 ggcenter.aka. i df.il Bl ock_Udp All _Nets dr op 1
89.248.174. 4 Net her | ands 147.237.76. 31 nakchal .idf.il Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
122.234. 232. 82 147.237.76. 34 Chi na yohal an.i df . il ET SCAN Potential SSH Scan 2
122. 234. 232. 82 147. 237. 76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 2
122. 234.232. 82 147. 237. 76. 198 Chi na e yohal an.idf.il ET SCAN Potential SSH Scan 1
122.234. 232. 82 147. 237.76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 147.237. 8. 46 Mexi co e.chinuch.idf.il ET SCAN NVAP -sS w ndow 3072 1
122.234. 232. 82 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 147.237.8. 46 Mexi co e. chinuch. i df il ET SCAN NVAP -f -sS 1
122. 234. 232. 82 147. 237. 72. 156 Chi na anan. i df.il ET SCAN Potential SSH Scan 1
122.234. 232. 82 147. 237.77. 235 Chi na sviva idf.il ET SCAN Potential SSH Scan 1
122.234. 232. 82 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
122. 234. 232. 82 147.237.77. 212 Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
93. 174. 93. 203 147. 237. 76. 197 Net her | ands e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
122.234. 232. 82 147.237.77.121 Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
61.182.170. 38 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
122.234.232. 82 147.237.77.19 Chi na lawforumidf.il ET SCAN Potential SSH Scan 1
122.234. 232. 82 147. 237.76. 199 Chi na e. nakchal .idf .i ET SCAN Potential SSH Scan 1
122. 234. 232. 82 147. 237. 76. 147 Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
189. 254. 90. 133 147. 237. 8. 46 Mexi co e.chinuch.idf.il ET SCAN NMAP -sS w ndow 2048 1
122.234. 232. 82 147. 237.76. 30 Chi na hi nush. i df i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
122. 234.232. 82 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
122.234. 232. 82 147. 237.77. 233 Chi na atal.idf.il ET SCAN Potential SSH Scan 1
122. 234. 232. 82 147.237.0. 16 Chi na ny- kosher - kravi . i df . il ET SCAN Potential SSH Scan 1
122.234. 232. 82 147. 237.77. 170 Chi na naar achot . i df .i | ET SCAN Potential SSH Scan 1
61.182. 170. 38 147. 237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
122. 234. 232. 82 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
61.182. 170. 38 147. 237.76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
41.33. 231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 36
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreanming Engine: TGP Invalid i i sSi
66. 249. 79. 6 Wited Qates [147.237.77. 234 |hal ag.idf. il 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
Sreaming Engine: TCP Invalid i i ssi
134.191. 232. 94 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
66.249.93.189 |United Sates |147.237.77. 243 |nobile.idf.il 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
50. 240. 94. 33 Lhited Sates |147.237.77.233|atal.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber aert
46. 19. 85. 152 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
79.183.16.85  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
50. 240. 94. 33 Lhited Sates |147.237.77.233|atal.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
91.200.12.143  [Ucraine 147.237.77. 226 " chanatz. aka. tdf |4 o SAMrule drop 2
31.210.188.60 |[Israel 147. 237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreamng Engine: TCP Invalid ' i ssi
157.55.39.2  |Wited Sates |147.237.72. 166 |aka.idf il 9 =g Invalid segnent retransmssion. 2
Ret ransm ssi on Packet dropped.
185. 3. 144. 22 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |2
217.132.42.204 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
91.200.12. 143  |kraine 147.237.72. 166 |aka.idf.il drop SAMrul e drop 2
23.25.105.137 |Lhited Sates [147.237.77.233|atal.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |2
62.113.223.94  |Ger many 147.237.8.28 |e.mobile-ks.idf.il  |Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141. 212. 122. 206|Wnited Sates |147. 237. 76. 199 |e. nakchal .i df . i | Geo- | ocati on enf or cenent ﬁ?olr ggﬁ:mo”  nbound drop 1
46. 19. 85. 141 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
27.46.137. 20 Chi na 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 |[Wnited Sates |147.237.77.74 |lawidf.il drop SAMrule drop 1
176.13. 15. 61 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 157|Wited Sates |147.237.77. 227 |e. hanaz. i of . i1 Geo- 1 ocati on enf or cenent ﬁ?olr ggi'mon i nbound drop 1
128.61. 240. 118 |Wnited Sates [147.237.0.200 |rau.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
2.54.24. 248 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect
81.44.224.176 |Spain 147. 237. 76. 147 |chi nuch. aka. i df .i | drop SAMrul e drop
62.113.223.94 |Ger many 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 207|Wited Sates [147.237.0.200 [mu.idf.il Geo- | ocati on enf or cenent Geo- ocat i on | nbound drop 1
enf or cenent
141.212.122. 144|Uhited Sates [147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
93.174.93.203  [Netherlands  [147.237.0.16 |V kosher-kravi.idf-1 |4 o SAMrul e drop 1
208.115.113.89 |[Wnited Sates [147.237.77.216 |dover.idf.il drop SAMrule drop
74.94.211.209 |Wnited Sates |147.237.77.233|atal.idf.il Bad TCP sequence Inval i d ACK nunber alert
178.32.53. 94 z‘;;gom 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
60.234.101.54 |New Zeal and |147.237.72. 167 |i shurimaka.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 159|United Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 51 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |1
128. 61. 240. 118 |Uited Sates |147.237.72. 166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
5.39.93. 143 France 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data [nonitor 1
81.44.224.176 |Spain 147.237.77. 226 "‘f"l”v chamatz. aka. df | o SAVirul e drop 1
195. 154. 146. 225|France 147. 237.77. 216 |dover.i df .i | drop SAMrul e drop 1
62.113.223.94  [Ger many 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- ocat i on | nbound drop 1
enf or cenent
141.212. 122. 147|Wnited Sates |147.237.77.234|halag.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.46.39. 194 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
94.102. 51. 30 Net her | ands 147.237.76. 177 |ncore.idf.il dr op SAMrul e drop 1
74.94.211.209 |lhited Sates [147.237.77.233|atal.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
62.113.223.94 [Ger many 147.237.0.33 |idf.il drop drop 1
141.212. 122. 198|Wnited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128. 61. 240. 118 |Uited Sates |147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
208.115.113.88 [Lhited Qates  |147.237.76.86 [navy.idf.il Dstributed Lhauthorized LR Access on Bl ock 3
navy. i df.il/giyus/forun asp/ showf or um asp
176.13.1. 214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None
94. 230. 85. 81 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
] . . O stributed Whaut horized URL Access on
107.178.194.83 |[lhited Sates  [147.237.77.216 |dover.idf . il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 2
] . . O stributed Whaut hori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216 |dover. i df .| v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
94.223.91.240 |Ger many 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
207.46.13.157 [wited Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wwn i df.il/w | oad. php Bl ock 1
. . . Unaut hori zed URL Access to
66. 249. 65. 51 I sr ael 147.237.0.34 |tikshuv.idf.il tikshuv. i of i1/t enpl at es/ general / general . aspx B ock 1
. . . Unhaut hori zed URL Access to
192.243.55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | waw aka. i df . i1/ mai n/ gi yus/ gener al . aspx?cat i d=58564&doci d=35722 Bl ock !
2.52.53.78 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
109. 253. 140. 228|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
] . . DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Uhauthorized URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . DO stributed Whaut hori zed URL Access on
46.166. 137. 217 |Netherl ands 147.237.77. 216 |dover.i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Uhauthorized URL Access on
185.104.120. 4 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . DO stributed Whaut hori zed URL Access on
150. 70.173. 10  |Japan 147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . . Unaut hori zed URL Access to
66. 249. 69. 38 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1877 B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77.74 [lawidf.il Mil ti pl e Unhaut hori zed LRL Access from 192. 243, 55, 137 Bl ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | www. i df .il/1133-16744- ar/ mmmmmme5d8b9a65mmmmmm 5d8 |8l ock 1
b9a65
23.25.105.137 |Wited Sates [147.237.77.233|atal .idf.il Mil ti pl e Wnaut hori zed URL Access from 23. 25. 105. 137 B ock 1
141.212.122. 145|thited Sates |147.237.77.234|hal ag.idf . il Unaut hori zed URL Access to 147.237.77.234/ B ock
207. 46. 13. 75 Uited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 207.46.13. 75 Bl ock
. . D stributed Uhauthorized URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover. i df . il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
. . DO stributed Whaut hori zed URL Access on
46. 166. 186. 204 |Net her| ands 147.237.77. 216 |dover.i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
Russi an . . D stributed Uhauthorized URL Access on
188. 143. 232. 21 Federation 147.237.77. 216 [dover . i df . i | v i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
157.55.39. 2 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. . DO stributed Uhauthorized URL Access on
95.175.97.229 [Finland 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
] - . DO stributed Whaut hori zed URL Access on
208.184.112. 74 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover i df .i | Lhaut. hor i zeq URL Access to waw i df.il/newsite/ novi es/yassi n2. wnv B ock 1
ht t p: / apexvi d. cond t 8p746bl n3gp
66. 249. 69. 46 I srael 147.237.77.243|nobi | e.i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 69. 46 B ock 1
- . Unaut hori zed URL Access to
183.79.221.25 |Japan 147.237.76.86 |navy.idf.il vaw navy. i df . i 1/ consol e/ coref doc.ngr/ doc. ngr . asp Bl ock 1
23.25.105.137 |lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed LRL Access to waw atal .idf.il/gen204 B ock 1
. . DO stributed Whaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . Unaut hori zed URL Access to
207.46.13.75  |Lhited Sates [147.237.77.216 [dover.idf.il v i dff i | / 1133 12085- he/ capt chal capt cha,i nage. asp B ock 1
88.75.184.195 |Ger many 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw i df.il/newsitel english/ nain. asp Bl ock 1
. . DO stributed Uhauthorized URL Access on
46.166. 186. 209 |Net her| ands 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
Russi an Unhaut hori zed URL Access to
188. 143. 232. 21 eration 147.237.77.216|dover . i df . i | wwn i df.il/tenpl ates/articlel/article.in. aspx/ tenpl at es/ sendt of ri end/ sen |B ock 1
dt of ri end. aspx
157.55.39. 2 Lhited Sates |147.237.72.166|aka.idf.il Unhknown Paraneter KEY in v aka. i df.il/ishurimicityofficers/ None 1
] . . DO stributed Uhauthorized URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover . i df . i | Miltiple Ill1egal HITP Version from 195, 154. 226. 90 B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewingtop.asp |B ock 1
184. 168. 200. 150|Lhited Sates 147.237.77.216|dover.i df .i | Distributed PHP Attenpt B ock 1
46. 19. 85. 215 I srael 147.237.76.42 |refuah.idf.il Ilegal HITP \Version B ock 1
. . O stributed Whaut hori zed URL Access on
150.70.97.84  [Japan 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- hel dover . aspx. B ock 1
207.46.13.157 |lhited Sates |147.237.77.216|dover.idf .il PHP At t enpt B ock 1
. . Unaut hori zed URL Access to
94.191.186.77  |Dennark 147.237.77.234|hal ag. i df . il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
50. 240. 94. 33 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
192. 243.55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/eitan/pratindpirteytkufa  |B ock
157.55.39. 245 |Uited Sates [147.237.0.15 |kosher-kravi . i df . i|Unauthorized URL Access to kosher-kravi.idf.il/tenpl ates/ general / Bl ock
] . . D stributed Uhauthorized URL Access on
204.13.200.200 |thited Sates [147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
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