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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2236
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under_ Attack Con Htp dr op 3
220.191.111. 82 Chi na 147.237.76. 197 e hinush.idf.il B ock Wp Al Nets drop 2

59. 102. 169. 201 Tai wan 147.237.76. 176 test.ncore.idf.il B ock Udp Al Nets drop 2
123. 204. 165. 83 Tai wan 147.237.76. 176 test.ncore.idf.il B ock_Udp Al _Nets drop 2
42.145. 89. 236 Japan 147.237.76. 197 e hinush.idf.il B ock Wp Al _Nets drop 1
122.100. 196. 223 Macau 147.237.76. 176 test.ncore.idf.il B ock_UWp Al _Nets drop 1
14.192.212. 114 Ml aysi a 147. 237. 76. 202 e halag.idf.il B ock_Udp Al _Nets dr op 1
14.192. 214. 31 Ml aysi a 147.237.76. 197 e hinush.idf.il B ock Wp Al Nets drop 1
223.100. 102. 83 Chi na 147.237.76. 39 nobi | e.neitav.idf.il [B ock Udp Al Nets drop 1

60. 240. 143. 113 Australia 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets drop 1

31. 148. 220. 74 Net her | ands 147.237.76. 38 eengitav.idf.il B ock Np Al Net drop 1
89.248.174. 4 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count
151. 80. 41. 169 Italy 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
165. 215. 209. 15 Lhited Sates 147.237.77. 216 dover.idf.il |14511: HTTP. Wn32/Aiga Fake User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
66. 249. 73. 206 147.237.77. 170 Lhited Sates n@ar achot . i df . i | ET SCAN NVAP -sSA (2) 2
58. 221. 46. 203 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58. 221. 46. 203 147.237.0. 15 Chi na kosher-kravi .idf .il ET SCAN Potential WNC Scan 5900- 5920 1
213. 143. 50. 83 147. 237.77. 216 Spai n dover.idf.il portscan: TCP D stributed Portscan 1
37.143. 82.50 147. 237. 76. 39 Net her | ands nobi | e. nei tav.idf.il ET SCAN NVAP -f -sS 1
98. 119. 105. 221 147.237.8. 28 Lhited Sates e.mobi | e-ks. i df .il ET SCAN NVAP -sS wi ndow 3072 1
98. 119. 105. 221 147. 237.8. 28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
94. 102. 51. 30 147. 237. 8. 50 Net her | ands e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 221. 46. 203 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58. 221. 46. 203 147. 237.0. 33 Chi na idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.151. 53. 196 147. 237.77. 227 Wrai ne e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 147. 237.76. 39 Net her | ands nobi | . mei tav. i df.il ET SCAN NVAP -sS wi ndow 2048 1
98. 119. 105. 221 147. 237.8. 28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 2048 1
94.102.51. 38 147. 237.76. 30 Net her | ands hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147. 237.8.27 Net her | ands e.madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 221. 46. 203 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




01-09-2016-01:05:13 to 01-09-2016-02:05:13

|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature /?ca\t/ii (;i
41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .il drop SAMrule drop 30
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
66. 102. 6. 85 Lhited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SN drop 15
46.120.229. 131 |Israel 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber noni tor |15
212.76.127. 111 |l srael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |6
128.242.249.11 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
109. 186. 152. 97 |l srael 147.237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
149. 78. 240. 112 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 4
149. 78. 240. 112 |l srael 147.237.72. 166 |aka. i df. il Bad TCP sequence Invalid ACK nunber noni t or 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
46.120. 229. 131 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber nonitor |3
185. 3. 144. 67 I srael 147. 237. 72. 166 [aka.i df .i Bad TCP sequence I'nvalid ACK nunber moni tor |3
46.19. 85. 4 I'srael 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id |imvalid segnent retransmission. | oo 3
Ret r ansni ssi on Packet dropped.
46.120. 229. 131 |Israel 147.237. 77. 216 [dover.idf il Bad TCP sequence Inval i d ACK nunber alert
37. 46. 39. 43 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
109. 67. 133. 144 | srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransissi on drop 3
Ret r ansni ssi on Packet dr opped.
212.76.127.10 |lIsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |3
5. 45. 254, 226 g;z::t”ion 147.237.0.34  |tikshwv.idf il ;;?ZTS'E Sl?ig(;:e: T Invalid 'Fg‘(’:i];td dsreggggélre”ansm‘sg o drop 3
208.115.113.89 |Lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrule drop 2
176.13. 5. 63 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nvalid ACGK nunber monitor |2
5.102.254.236 |l srael 147.237.72. 156 |anan.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |2
2.54.185. 89 I srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
5.102.254.236 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nvalid ACGK nunber monitor |2
66. 102. 6. 88 Lhited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 2
5.39. 93. 143 France 147.237.77. 176 |nat pash. i of . i | B ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |2
176.13. 5. 63 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nvalid ACGK nunber aert 2
Sreamng Engine: TCP Invalid i i ssi
183.79.221.25 |Japan 147.237.76.86 |navy.idf.il I%transngi ssigon 'F;‘(’:akjétd ;?;;2;. retransmssion. g o 2
128. 61. 240. 118 |[hited Sates |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212.199. 182. 150! srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |1
37.142.64.129 |lsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 1
94.102. 51. 30 Net her | ands 147.237.76.34 |yohalan.idf.il drop drop 1
2.54.185.89 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Invalid sequence nunber nonitor |1
66.249.78.173 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
52.16.5. 197 Whited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122. 197|wited Sates  [147.237.8.14 |e.orchot.idf. il Geo- | ocati on enf or cement Sg;’;ggﬁ;infn i nbound drop 1
45, 35. 64. 142 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
85. 180. 215. 201 |Ger many 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 1
2.54.149. 65 I srael 147. 237. 72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
62.113.223.94 |Ger many 147.237.77. 226 V‘l"‘l"“ chanatz. aka. 1df e\ At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 121. 93. 50 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber aert
216. 126. 100. 158|Canada 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
37.142.64.129 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
94.102.51.30  |Netherlands  |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cement SS? O:ggﬁ;'mo n i nbound drop 1
208.115.113.89 |Lhited Sates |147.237.76.31 [nakchal .idf.il drop SAMrule drop 1
77.237.138.202 |Czech Republic |147.237.77.233|atal .idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
176.13.13. 45 I srael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence I'nval i d AGK nunber alert 1
62.113.223.94 |Ger many 147.237.8.24 |elifestyle.idf.il  |Geo-1 ocation enf or cenent Sﬁ?o'rzgﬁ:mo”  nbound drop 1
141.212.122. 197|Wnited Sates |147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
109. 253. 194. 244! srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry Target Address |Site Sgnature Acti on ‘Count
208.115.111. 72 |Lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ show orum asp B ock 4
84.110. 209. 77 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 64. 191. 183 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84. 108. 240. 132 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
. . D stributed Lhaut hori zed URL Access on
77.40.129. 123 |Nor way 147.237.77.216|dover. i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
2.54.183.243 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
46.19.85.4 | srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock
. . . {Uhaut hori zed URL Access to
93.172.184.65 |Israel 147.237.0.19 |nadimatal .idf.i naci matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx Bl ock 1
. . D stributed Uhauthorized URL Access on
77.40.129.123 |Nor vay 147.237.77. 216 |dover. i df . il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
207.46.13.103 |lhited Sates |[147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/enginel/ cl asses/ mn/index. php |Bl ock 1
46.19. 86. 74 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192. 243. 55. 130 B ock 1
109. 253. 222. 86 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
198.20.69.74 |wited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
. . . Unhaut hori zed URL Access to
66. 249. 69. 46 I'srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1890 B ock !
2.52.53.78 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
Russi an . . D stributed Uhauthorized URL Access on
188. 143. 232. 22 Federation 147.237.77. 216 dover . i df . i | vy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
’ . . DO stributed Lhaut hori zed URL Access on
107.178. 194. 83 Wnited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Uhauthorized URL Access on
46.166. 190. 132 |Netherl ands ~ |147.237.77. 216 |dover. i df .i| v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
o . . Unaut hori zed URL Access to
192.243. 55. 137 |oni ni ca 147.237.72. 166 |aka. i df . i1 ww aka. i df .i |/ mai n/ gi yus/ gener al . aspx?cat | d=59331&doci d=64441 Bock |1
. . . Unaut hori zed URL Access to
114.98.226.56 [Chi na 147.237.77. 176 |nat pash. i df . il | o0 cogat i df i 1/1328- he/ cogat . aspx/ t r ackback/ Bl ock 1
’ . . DO stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates [147.237.77.216 (dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
188. 143. 232. 22 gz;;nion 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 188. 143. 232. 22 B ock 1
’ . . DO stributed Uhauthorized URL Access on
107.178.194. 87 |Lhited Sates |147.237.77. 216 [dover. i df .i | v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
77.126. 162. 160 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. - . URL is Above Root Directory
218.18.49.121 |China 147.237.77. 216 |dover . i df . i | wiw i df i1/ ./ shar edl user cont r ol s/ header upper/ B ock 1
Unhaut hori zed URL Access to
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il wan [ aw i df.il/tenplat es/getfl l e/ ggtfl | e. aspx?fil ena_rrf=>_<gf 5b3nol wyy3ncdgh B ock 1
pa2f cbwzahvsyxzcbwr yxj r zw ux3j pc2hlbvwxl nbkzg==& nf ocent eri t en¥t r
ue
62.128.48.84 |Israel 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to www i df.il/newsite/ hebrew nain. asp B ock 1
118.26.118.9 [China 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
- . DO stributed Lhaut hori zed URL Access on
85.25.103. 119 |Ger many 147.237.77. 216 (dover. i df . i | v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
’ ] ] DO stributed Lhaut hori zed URL Access on
204. 13.200. 200 |thited Sates [147.237.77.216 [dover. i df.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 78. 206 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er 5¢f 35968 in aka.idf.il/news/ None
40.77.167.42 |Wited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df .il/1137- he/ dover Bl ock
192, 243. 55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Uhauthorized URL Access from 192. 243. 55, 129 B ock 1
77.237.138. 202 gﬁ)ﬂc 147.237.77.233|atal .idf . i | Unaut hori zed URL Access to / Bock |1
194. 72. 238. 241 z‘;;gom 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to / Bock |1
. . DO stributed Lhaut hori zed URL Access on
66. 249. 66. 3 I srael 147.237.76.86 |[navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp B ock 1
. ] . Unhaut hori zed URL Access to
118.26.118.9 [China 147.237.77.74 |lawidf.il wwe | aw i df i /i p.storagel il es/ 7/ 307. pef/ port al . php Bl ock 1
85.65.102.28 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
207.46.13.103 |Wited Sates [147.237.76.42 |refuah.idf.il PHP At enpt B ock
66.249. 78. 234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
- . . Unaut hori zed URL Access to
192.243. 55. 129 [Poni ni ca 147.237.72. 166 |aka. i df . i1 wi aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=585648doci d=35728 Bock |1
P . . Too Many of the Sanme Response Code (404) in Session from
109. 67. 127. 177 |I srael 147.237.0.34 |tikshuv.idf.il 109. 67. 127. 177 Bl ock 1
82.80. 249. 214 |[lIsrael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df . i |/ navy/ B ock 1
195. 154. 226. 90 |France 147.237.77.216|dover. i df . i | Illegal HITP \ersion HITH B ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 66. 28 | srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
183. 79. 221. 207 |Japan 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
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