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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
66. 249. 78. 146 | srael 147.237. 72. 166 aka.idf.il |HTTP-M sc-BadBl ue-Di r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

104. 45. 132. 180 Lhited Sates 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
185. 32. 179. 237 |147.237.0.19 |Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 3
94.102. 48. 195 |[147.237.77. 216 [Net her| ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
80.82.79.104 |147.237.0.35 [Netherlands akavs. i df . i ET SCAN NMAP -sS wi ndow 1024 1
- ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
212.7.211.7 147. 237. 76. 201 |Net her | ands eata.idf.il . . 1
Potential Scan or Infection
183.60.48.25  [147.237. 76. 197 |Chi na e. hi nush. i df .i ET SCAN Potential VWNC Scan 5900- 5920 1
183.60.48.25 |147.237.76.42 [China refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
158.255.2.52  [147.237.77. 226 :32;:1’} o vy chamat z. aka. i df .i1 [ET SCAN NMAP - sS wi ndow 1024 1
117. 25. 155. 164 |147. 237. 77. 233 [Chi na atal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
117. 25. 155. 164 |147. 237. 77. 233 |Chi na aal.idf.il ET SCAN NVAP -f -sS 1
80.82.79.104 |147.237.77. 233 |Net her| ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
- |ET SCAN Behavioral lhusual |y fast Terminal Server Traffic,
212.7.211.7 147. 237. 77. 226 |Net her | ands W chanat z. aka. i df . i | ) ) 1
Potential Scan or Infection
80.82.69.146  |147.237.77. 176 |Net her| ands mat pash. i df .i | ET SCAN Potential SSH Scan 1
198.20.69. 74 [147.237.76.30 |Lited Sates hi nush. i df i ET DRCP Dshield B ock Listed Source 1
183.60.48.25 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183.60.48.25  [147.237.76.38 [China e.eneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
158.255.2.52  |147.237.72. 156 gg;:tnl o anan. i df il ET SCAN NVAP -sS wi ndow 1024 1
117. 25. 155. 164 |147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
R SWNretransmit wth different .
109. 253.129. 22 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 20
66.249.93. 253 |lhited Sates 147.237.76. 202 |e. hal ag.idf .il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 19
77.125.142.83 |Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 10
41.130.109. 25 |Egypt 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 9
212. 116. 172. 230|I srael 147.237.76.42 |refuahidf.il  [Bad TCP sequence SN retransmt wih different monitor  [9
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
37.26.148.193 | srael 147.237.77. 243 |nobi le.i o . i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
77.125.89.65  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 6
Ret ransni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
208.115.113.89 [Lhited Sates [147.237.77. 216 |dover.idf.il drop SAMrule drop 5
5.102. 254. 30 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TP Invalid i i ssi
89. 138. 253. 139 || srael 147.237.77. 243 |nobi le. i o . i1 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
91.200.12.7 Lkr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
91.200.12. 141 |Ukraine 147.237.77. 216 |dover.idf il drop SAMrule drop
o SN retransmit wth different .
46.121. 214. 244 |israel 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal @ monitor |4
195.34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  |nonitor
185. 3. 146. 204 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
46.19.85.138  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.180. 124. 165 |I srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
77.125.142. 83 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 3
reanmn ine: TCP Invali i i ssi
5.22.131.113  |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
79.182.57.94 | srael 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
91.200. 12. 143 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
Russi an Do Streamng Engine: TCP Invalid Invalid segnent retransmssion.
141.8.132. 112 Federat i on 147.237.72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i ssi
109. 64. 206. 228 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.68.23.140  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
149.88.8.103  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
31.210. 187. 246 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
192. 243.55. 131 |Donini ca 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
46.19. 86. 222 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 158 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 2
81.221.157. 239 |Sntzerland 147.237.77. 216 |dover.idf. i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
37.26.149.250 |l srael 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 2
65.111.166. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
66.249.93.253 |[Israel 147. 237.76. 202 |e. hal ag.i df .i | Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |dr op 2
Sreanming Engine: TCP Invalid i i SSi
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df .| 9 =g Inval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
37.26.149.250 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 2
5.29.193. 142 I srael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
84.108.159.27 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
192. 243.55. 130 |Donini ca 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
65.111.166.73 |[Lhited Sates  [147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 2
62.113.223.94 |Ger many 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Wited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 138 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 1
81.18.165.229  [Nether| ands 147.237.77. 176 |natpash.idf.il (Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
71. 6. 165. 200 Lhited Sates |147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
109. 253. 143. 18 |l srael 147.237. 77. 216 |dover.idf i1 Bad TCP sequence I'nval i d AGK nunber alert 1
5.22.131.97 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 1
64.10.78.243  [Uhited Sates  |147.237.77. 216 |dover.idf il Bad TCP sequence SNretransmt with different al ert 1
w ndow scal e
93.174.93.203  |Net her| ands 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185. 32. 179. 237 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
185. 32. 179. 237 [l srael 147.237.0.19 |madimatal .idf . (/00 My of the Sane Response Code (404) in Session from Bock |92
185. 32. 179. 237
185.32. 179. 237 [Israel 147.237.0.19 |nadimatal .idf.i[/c0 My of the Sane Response Code (403) in Session from Bock  [31
185. 32. 179. 237
46.19. 86. 146 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 31
176.13. 9. 226 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
89. 138. 253. 139 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 64. 161. 200 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
85. 65. 28. 252 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
109. 253. 215. 73 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
] . - D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
66.249. 78.159 |l srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock
41.214.120. 154 |Senegal 147.237.77.216|dover. i df .i | Mil tipl e Unauthorized URL Access from 41.214. 120. 154 Bl ock
. . . Unaut hori zed URL Access to
89.138. 253. 139 |l srael 147.237.77.243|nobi l e. i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1465 B ock 2
194. 72. 238. 241 E?';;gom 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/xyzzy B ock 1
94.159.180. 112 [Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
79.178.184.38 [Israel 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Russi an . . D stributed Lhaut hori zed URL Access on
188.143. 232. 22 Federation 147.237.77. 216 [dover . i df . i | wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
46.19. 86. 193 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: Unhknown SSL Session None 1
. . DO stributed Unaut hori zed URL Access on
171.25.193. 132 [Sweden 147.237.77. 216 |dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
207.46.13.157 |Wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed LRL Access to wwwidf.il/atal 1/izkor/vi ew i ng. asp B ock 1
Unaut hori zed URL Access to
L . . wan lawidf.il/tenpl ates/ getfilel getfile. aspx?fil enane=xgf 5b3nol w vy3ncdg
192.243.55. 131 |Dom ni ca 147.237.77.74 |law i df.il hpa2f cbwvzahvsyxzcdgf r ywsvdf 9oyxr hyxzlcnf cm 5wzgy=& nf ocent eritem Bl ock !
=t rue
185. 32. 179. 237 |Israel 147.237.0.19 |madimatal .idf.i|Too Many 404: Response Code per Session B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
37.26.149.238 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
] . . O stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
79.182.16.123 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
Russi an Unaut hori zed URL Access to
188. 143. 232. 22 erati on 147.237.77.216|dover. i df .i | wwidf.il/tenpl ates/articlel/article.in. aspx/tenpl at es/ sendt of ri end/ sendtof r [B ock 1
i end. aspx
. . O stributed Unaut hori zed URL Access on
171.25.193.132 |Sweden 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
46.121.214. 244 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136- he/ at al . aspx B ock 1
109. 64. 207. 68 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 109. 64. 207. 68 B ock 1
] . . DO stributed Unaut hori zed URL Access on
208.184.112.74 |hited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55, 132 B ock 1
. . . Unaut hori zed URL Access to
114.98.226.56  |Chi na 147.237.77. 176 |nat pash. idf.il waw cogat . i df . i | /896- he/ shar ed/ user cont r ol s/ header upper/ Bl ock !
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
] . . O stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
79.182. 146. 182 |Israel 147. 237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
54.186.248.49 |lWited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294-he/ v i df . il B ock 1
109. 64.207. 68 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. idf.il/main/giyusrd B ock 1
212.116. 172. 230|l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext. css B ock 1
Lo . . Unaut hori zed URL Access to
192. 243. 55. 132 [Doni ni ca 147.237.72. 166 |aka. i df . i | v aka, i of i 1/ ei tan/ prati mpi rt eyt kuf af 2doci d=32810 B ock 1
] . - Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
41.214.120. 154 [Senegal 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to ww i df .il/shared/ usercontrol s/ headerupper/ |B ock 1
] . - D stributed Lhaut hori zed URL Access on
141.239.150. 22 |lhited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
] . . O stributed Unaut hori zed URL Access on
107.178.194. 87 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
’ . - Unaut hori zed URL Access to
207.46.13.75 Uited Sates |147.237.77. 216|dover. i df . il wa i df . i 1/ csp/ nedi apool / si t es/ dt . common. st reans. st reanser ver. cl s Bl ock !
Unknown Par anet er
79.183.102.22 [Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
Lo . . Unaut hori zed URL Access to
192.243.55. 130 - |Dom ni ca 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59390&doci d=30514 Bl ock !
64.19. 78. 243 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
. . O stributed Unaut hori zed URL Access on
109. 201. 154. 211 |Netherlands ~ |147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
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