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01-08-2016-22:04:09 to 01-08-2016-23:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2980
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 2636
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 17
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 4
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvward 3
223. 246. 142. 57 Chi na 147.237.76. 44 e.refuah.idf.il |B ock Udp All Nets drop 1
162. 242. 218. 58 Lhited Sates 147.237.76. 196 esvivaidf.il |Bock Np All _Net drop 1




01-08-2016-22:04:09 to 01-08-2016-23:04:09

|Top Attackers In IPS|

At t acker Address|Attacker O)untry|Target Address |Site |S gnature

72.9.157.128  |[lhited Sates 147.237.76.86 |navy. i df .i| |16798: HITP. GNU Bash HTTP Header Renote Gode Execution Vul nerability [B ock
185. 130. 5. 207 147. 237. 76. 30 |hi nush. i df . i |20085: HITP. Mi ebl ackcat Security Scanner Initia Request B ock
185. 130. 5. 207 147. 237. 76. 30 |hi nush. i df . i |20086: HTTP. M ebl ackcat Security Scanner Bl ock




01-08-2016-22:04:09 to 01-08-2016-23:04:09

|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249.81.199 |147.237.0.34 |Wited Sates [tikshuv.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 93. 16 147.237.0.17 |thited Sates |[mny-kosher-kravi.idf.il [ET SCAN NVAP -sA (2) 2
50. 204. 188. 142 |147.237.76.39 |Lhited Sates |nobile. neitav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
209. 236. 124. 188|147. 237. 77. 226 |Whited Sates [wwchanatz.aka.idf.il |ET SCAN NMVAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237. 76. 200 |I ndi a eitan aka. idf.il ET SCAN NVAP -sS wi ndow 4096 1
183. 82. 106. 200 [147. 237.76. 200 |I ndi a eitan aka.idf.il ET SCAN NVAP -f -sS 1
98.119. 105. 221 |[147.237.72.217|Wited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 4096 1
98.119. 105. 221 |147.237.72.217|Wited Sates [e.idf.il ET SCAN NVAP -f -sS 1
66.249.78.158 [147.237.72. 166 [Lhited Sates |aka.idf.il SERVER APACHE Apache nod_ssl non-SSL connection to SSL 1

port denial of service attenpt
50.204. 188. 142 [147.237.76.39 [Lnited Sates |nobile. neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109 21 112,102 |147 237 8. 28 |Uited Sates |e nobile ks id i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

185.130. 5. 207  [147.237.76. 30 hi nush. i df .i | ET WEB SERVER Mii ebl ackcat scanner 1
183. 82. 106. 200 |147.237. 76. 200 |Indi a eitan aka. idf.il ET SCAN NVAP -sS wi ndow 2048 1
162. 13. 88. 58 147. 237. 76. 201 LKJ?i;:gom eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
98.119. 105. 221 |[147.237.72.217|Wited Sates |e.idf.il ET SCAN NVAP -sS wi ndow 2048 1
93.174.93.203 |147.237.0.19 |Netherlands |nadimatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1




01-08-2016-22:04:09 to 01-08-2016-23:04:09

|Top Attackers In FW |

‘Attacker Qountry |Target Address |Ste Signature 2“:\(:?;
41.33.231.90 |Egypt 147. 237. 77. 216 |dover. i dof . i | dr op SMMrul e drop 29
S reaning Engi ne: TCP i i ssi
2.54.146.75  |Israel 147. 237. 77. 243 |nobi | e.i df .i | mng tngine: ! Invalid segnent retransmssion. g 12
Inval i d Retransnission Packet dr opped.
110. 82. 179. 215 |Chi na 147. 237. 77. 216 |dover i of . i Bad TCP sequence SN retransmt wih different —Jopniior o
w ndow scal e
185. 24. 207.10 |l srael 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engi ne: TCP Invalid segnent retransnission
66. 249. 79. 6 Lhited Sates 147.237.77. 234 |hal ag.i df . i | . . " |dro 8
0 Inval i d Retransnission Packet dropped. P
46.19.85.138 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
reamng Engi ne: T i i ssi
79.182. 188. 159 |1 srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
79.180. 184.33 |Israel 147.237.77. 243 |mubile.i o i1 mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
2.54.59.0 I srael 147.237.72. 156 |anman. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect
196. 184. 49. 85 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46.19.85.138 |israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber moni t or
reamng Engi ne: T i i ssi
77.127.217.15 |israel 147.237.72. 166 |aka. i df .1 Streaning Engine: TCP Invalid segnent retransmssion. | . 6
Inval i d Ret ransmission Packet dropped.
79.181.123.2 |[Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
79.181.123.2 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert
64.19.78.242 |united Sates 147.237.76. 44 |e.refuah.idf.il Geo-l ocation enforcement 0! ocation inbound drop 5
enf or cenent
149.78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
2.54.183. 66 I srael 147.237. 77. 216 [dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect
46.117.73.249 |israel 147.237.72. 166 [aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engi ne: TCP i i ssi
37.142. 135. 100 |I srael 147.237.77. 243 |robi L e. i of .1 mng tngine: 1 Invalid segnent retransmssion. |g 4
Inval i d Retransmi ssi on Packet dr opped.
ream n ine: T i i ssi
46.117. 174. 194 |I srael 147. 237.76. 200 |ei tan. aka.i df . i Streaning Engine: TCP Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
46. 60. 21. 229 Ecisgi':('ja” Territory 47 237.77. 176 |nat pash. i of . i drop SAMrul e drop 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover i df . i Bl ock HTTP Non Conpl i ant zz‘t;ed to handie comnection pnivor  a
S reamng Engi ne: TCP i i ssi
79.182.3.222  |israel 147.237.72. 166 |aka.i df . mng tngine: 1 Invalid segnent retransmssion. |q 3
Inval i d Retransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
66.249.69.38 |United Sates 147. 237. 77. 243 |nobi l e.i df . i1 mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
S reamng Engi ne: TCP i i ssi
195. 160. 240. 11 |I srael 147.237.72. 166 |aka.i df . mng tngine: 1 Invalid segnent retransmssion. |q 3
Inval i d Ret ransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
79.182.8.183 |l srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
46.19.85.229 |Israel 147. 237.77. 226 "‘?"I’“Cha”mz'aka' 'd" 1Bad TCP sequence Inval i d ACK number moni tor |3
Sreaning Engi ne: TCP i i ssi
79.183. 25. 165 |l srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
Streamng Engi ne: TCP Invalid segnent retransnission
2.52.19. 34 I srael 147.237.72. 166 [aka.i df .i | X o " |dro 3
Inval i d Retransmi ssi on Packet dr opped. P
S reaning Engi ne: TCP Inval i d segnent retransnission
79.181. 121. 249 | srael 147.237.76.86 |[navy.idf.il . . " |drop 3
Inval i d Retransnission Packet dr opped.
185.99. 32. 2 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
37.142.64.60 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
S reanm ng Engi ne: TCP i i ssi
2.54.142.170 |Israel 147. 237.72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
185. 3. 146. 204 |Israel 147.237.72. 166 |aka.i df . i mng tngine. Invalid segnent retransmssion. . 3
Inval i d Retransnission Packet dropped.
2.52.24. 229 I srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19.85.184 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engi ne: TCP i i Ssi
79.177.175.88 |Israel 147.237.72. 166 |aka.i df . mng tngine. Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
Streaning Engi ne: TCP Inval i d segnent retransnission
2.54. 4. 32 | srael 147.237.72. 166 |aka. i df . il . .. © |dro] 3
Inval i d Retransnission Packet dr opped. P
Sreaning Engi ne: TCP i i Ssi
149.78.47. 149 |Israel 147.237.72. 166 |aka.i df . mng tngine. Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
46.19.85.184 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
S reaning Engi ne: TCP i i ssi
79.178.30. 107 |Israel 147.237.72. 166 |aka.i df . i mng tngine. Invalid segnent retransmssion. . 3
Inval i d Retransnission Packet dropped.
31.210. 188. 106 |l srael 147. 237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreamng Engi ne: TCP i i ssi
176.13.1.104 |israel 147.237.77. 243 |robi L e. i of .1 mng Engine: 1 Invalid segnent retransmssion. |g 2
Inval i d Retransmi ssi on Packet dr opped.
41.33.231.90 |Egypt 147. 237.77. 216 |dover i df . Bl ock HTTP Non Conpl i ant zz‘t;ed to handl e connecti on monitor |2
37.142.64.60 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
192.117.13.30 |[Israel 147.237. 77. 216 [dover. i df il SYN At tack SYN -> SYN-ACK -> Tineout [reject 2
185. 3. 146. 204 [ srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber nonitor (2
46.19.86.238 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2




01-08-2016-22:04:09 to 01-08-2016-23:04:09

Attacker Qountry |Target Address |Ste Signature

84. 229.100. 104 |1 srael 147. 237. 77. 216 |dover i df . i Bl ock HTTP Non Conpl i ant z:;;e‘j to hendie comection \pnivor |2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
5.29. 105. 58 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 88
109. 64. 199. 241 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 39
5. 29. 105. 58 I srael 147.237.0.19 |nadi matal .idf.il Too Mny of the Sane Response Code (404) in Session from B ock 19
5. 29. 105. 58
; . . Uhaut hori zed URL Access to
208.115.113.88 |lhited Sates [147.237.76.86 [navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ showf or um asp Bl ock 6
46.19. 85. 219 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 4
. . Unaut hori zed Met hod CPTIONS for
84.94.38. 200 I srael 147.237.72.166 [aka. i df . 1 | virwv aka. i df . i | / mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 4
81.218.57.230 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
46. 19. 85. 40 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
; . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover. i df.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
m ny- kosher - kr avi . i ' i
217. 132. 218. 155|I srael 147.237.0.17 my |l1egal Paraneter Encoding rnd in . None 1
af.il mny-kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
85. 65. 10. 160 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . D stributed Unhauthori zed URL Access on
66.249. 78.246 |Israel 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ r obot s. £ xt Bl ock 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. idf.il/ishuriniexanpcert B ock 1
166.172. 189. 213|thited Sates  [147. 237.77. 216 |dover. i df . i | NMD';E'))F" e Untraceabl e SS. Sessions from 166. 172.189. 213 (Qpen 1y, e 1
’ . . Unhaut hori zed URL Access to
66.102.9. 91 Lhited Sates [147.237.77.216|dover.idf.il Wi df i | /1204 env v i df i 1/ engl i sh Bl ock 1
105. 101. 134. 69 |Ageria 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to wawidf.il/arr/ B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
46.19. 85. 138 I srael 147.237.77. 216 |dover . i df . i (SSL OONN LI ENT HELLO) None 1
2.54.31.178 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
188. 143. 232. 21 R‘SIS:;”i o 147.237.77. 216 |dover . i df . i | Mil ti pl e Lhaut hori zed URL Access from 188. 143. 232. 21 B ock 1
. . Unhaut hori zed URL Access to
66.249.78.102 |[Israel 147.237.77. 216 |dover.i df . il 147. 237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 1
46. 121. 90. 27 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 67.170. 14  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
89.139. 148. 140 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
37.26.147.236 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
m ny- kosher - kr avi . i _ ,
217.132. 218. 155|l srael 147.237.0. 17 df il Mitiple Illegal Parameter Encoding from217.132. 218. 155 None 1
70.194. 219. 8 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
2.54.4.32 I'sr ael 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in URL /nai nkapatz//res B ock 1
our ces/ i nages/ i nner page/ goback. gi f
166. 172. 189. 213|lhited Sates |147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
66.249.66.191 [Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
2. 54. 44, 200 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
208.184.112. 74 |wnited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed LRL Access on B ock 1

waw i df . i | /1133- 22638- he/ dover . aspx.

. . Uhaut hori zed URL Access to
66.249.78.109  |Israel 147.237.77. 216 [dover. i df . i | 147, 237.77. 216/ 1133- 13372- he/ dover . aspx Bl ock 1

Unaut hori zed URL Access to

Russi an

188. 143. 232. 21 er ati on 147.237.77.216|dover.idf .il waw i df i 1/tenpl ates/articl e/ article.in aspx/ tenpl ates/ sendt of ri end/ [Bl ock 1
sendt of ri end. aspx

50.31.168.193 |Lhited Sates [147.237.77.170|nmaarachot . i df . i | Uhaut hori zed URL Access to maarachot . i df.i|/wp/ wp-adm n/ B ock 1
. . . D stributed Lhaut hori zed URL Access on

109. 163.234.9  [Ronmani a 147.237.77. 216 (dover. i df . i | v i df . i | / 1133- 22461- he/ dover . aspx. Bl ock 1

. . . . Paraneter Type Mol ation catld in
91.227.206.13 |lkraine 147.237.0.34 |tikshuv.idf.il W ti kshuv. i df i 1/si tel general . aspx Bl ock 1
. . Unhaut hori zed URL Access to
37.26.148.217 |Israel 147.237.76.86 |[navy.idf.il  navy. i df i1/ 1285- hel navy. aspxx—x™x! x’xTix? Bl ock 1
79.181.123.2 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
2.54.4.32 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in LR from2. 54.4.32 B ock

] . . D stributed Uhauthori zed URL Access on

204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1

173.236.172.8 |lhited Sates |147.237.77. 170 |maar achot . i df .i | Uhaut hori zed URL Access to maarachot. i df.il/ol d/ wp- adnin/ B ock 1

66.249. 74. 98 I srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 66.249. 74. 98 B ock 1

46. 19. 86. 239 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1

2.54.146. 75 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/i ndex B ock 1

213.57.168.110 |[Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1

84.94.114. 184 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
. - D stributed Lhaut hori zed URL Access on

66.249.78.111 |[Israel 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ T obot s. £ xt B ock 1

192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to www i df . il/1514-en/ dover. aspx. B ock 1
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