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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2866

66. 249. 73. 198 | srael 147.237.77. 170 naarachot.idf.il |TQP handshake viol ation, first packet not syn |drop 513

85. 250. 89. 211 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 27

109. 66. 55. 209 | srael 147.237.77.233 atal.idf.il Invalid TGP H ags drop 12

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 7

186. 22. 253. 107 Argentina 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
141.211.173. 25 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il|Bl ock_Udp All _Nets drop 2
71.6.165. 200 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |B ock Udp All Nets drop 1
79.177.133. 63 | srael 147.237.72. 166 aka.idf.il SYN H ood unveri fied cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 120. 173. 82 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
18 91 237 15 |147 237 76.30 |cni na Hivmsh i df | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
168. 62. 238. 153 [147.237.76.30 |Lhited Sates |himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95.156. 251. 10 |147.237.77. 176 |Ger many matpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
94, 102.48.195 |[147.237.0.19 [Netherlands nadi matal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
80.82.69.146 |147.237.76.86 [Netherlands navy.idf.il ET SCAN Potential SSH Scan 1
198.20.69.98  [147.237.76.202|lhited Sates |e.haag.idf.il |ET DRCP Dshi el d B ock Listed Source 1
168. 62. 238. 153 [147.237. 76. 177 |United Sates |ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
168. 62. 238. 153 [147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.0.33 |[Netherlands idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 [147. 237. 72. 156 anan. i df.il ET SCAN NVAP -sS w ndow 1024 1
46.172.71.251 |147.237.76. 200 |kr ai ne eitan.aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Inval i d Retransnissi on

Packet dropped.

‘Attacker Qountry Target Address |Ste Signature /?ca\t”i((:)i
79.179. 105. 15 |Israel 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 237
e SWNretransnmit wth different .
79.181.106.54 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence wi ndow scal e monitor |54
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 32
94. 230. 86. 185 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 20
. . SYNtACK retransmt wth .
46.19.85.230 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 12
Sreaning Engi ne: TCP i i ssi
79.183.6.109  |israel 147.237.77. 243 |mbile.i o i1 mng ngine. Invalid segnent retransmssion. |, . 12
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
185. 32. 179. 162 |I srael 147.237.77. 243 |nobil e.i of . mng Engine: 1 Invalid segnent retransmssion. |, . 12
Inval i d Retransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
77.125.91.94 |israel 147.237.76. 200 |ei tan. aka.i df . i mng tngine. Invalid segnent retransmssion. |, . 12
Inval i d Retransnission Packet dropped.
109. 66. 107. 237 |l srael 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SYN drop 11
94.230. 86.185 |Israel 147. 237.77. 226 “:"I’"“ham’tz'aka"df Bad TCP sequence Inval i d ACK nunber moni tor |10
37.26.149. 141 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
ream n ine: T i i ssi
185.27. 105.80 |Israel 147.237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Invalid segnent retransmssion. g ., 9
Inval i d Retransnission Packet dropped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
37.76. 201, 217 | eStinan Territoryl, ) 537 77,176 |nat pash. i df i dr op Frst packet isn't SN drop 8
Qccupi ed
ream n ine: T i i ssi
46. 254, 164. 134 |Russi an Federation |147.237.72. 166 |aka idf.il Streamng Engi ne: TCP Invalid segnent retransmssion. g ., 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
84.228.142.53 |Israel 147. 237.72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Ret ransmission Packet dropped.
46. 19. 85. 242 | srael 147.237.77. 170 |naar achot . i df . i | dr op Frst packet isn't SN drop
79.179.61. 104 |[Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
. . . . SYN+tACXK retransnmit wth .
46.19.85.230 |Israel 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence di fferent w ndow scal e nonitor |6
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 6
70.39.186.218 |Satellite Provider |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state mnitor |5
115. 66. 215. 207 |S ngapor e 147.237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5.22.129.121 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
185.3.147. 210 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
195.34.150.18 |Austria 147. 237.77. 216 |dover i df .1 | Bl ock HTTP Non Conpl i ant Z:Jt;ed to handle comection poivor |4
S reaning Engi ne: TCP i i ssi
87.69.238.45 |Israel 147.237. 77. 243 |nobi l e.i df . i1 mng tngine. Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
reamng Engi ne: T i i ssi
79.182. 182. 206 |1 srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid segnent retransmssion. fq ., 3
Inval i d Ret ransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.177. 200. 133 |l srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
37.26.148.155 |Israel 147. 237.72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79. 180. 136. 168 |l srael 147.237.72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
109. 65.62.93 |l srael 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval i d Ret ransmi ssi on Packet dr opped.
31.210. 188. 103 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreaning Engi ne: TCP i i ssi
79.179.61.48 |l srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
66.249.93.128 |Wnited Sates 147. 237.77. 243 |mobi l e. i i mng tngine: ! Invalid segnent retransmssion. | . 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
87.68.64.134 |israel 147.237.72. 166 |aka. i of . i | mng ngine. Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
5.102. 254. 251 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 85. 76 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
S reaning Engi ne: TCP i i ssi
37.26.149.219 |Israel 147. 237.72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. | . 3
Inval i d Retransmnission Packet dropped.
84.108. 147. 187 |l srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 3
S reaning Engi ne: TCP i i ssi
46.19.85.204 |Israel 147.237.72. 166 |aka.i df . i mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.182. 124. 132 |1 srael 147.237.72. 166 |aka.i df . mng Ehgine. Invalid segnent retransmssion. fq ., 3
Inval i d Retransmission Packet dropped.
109. 67. 15. 201 [l srael 147.237. 72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 3
Sreaning Engi ne: TCP i i ssi
79.177.0.231 |israel 147.237.72. 166 |aka. i of . i | mng ngine. Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
46.19.86.63  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3




01-08-2016-20:04:01 to 01-08-2016-21:04:01

Attacker Qountry Target Address |Ste Signature

S ream ng Engi ne: TCP i i ssi

79. 183. 104. 184 |1 srael 147.237.72. 167 |i shuri maka. i of . | mng ngine. Invalid segnent retransmssion. |,
Inval i d Retransnission Packet dropped.
Stream ng BEngi ne: TCP Invalid segnent retransnission

46.19.85.93  [Israel 147.237.72. 166 |aka. i df .i : o " Ndro
Inval i d Retransnission Packet dropped. P
Stream ng Engi ne: TCP i i ssi

79. 182. 131. 130 |I srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. |,
Inval i d Retransm ssion Packet dropped.
Stream ng Engi ne: TCP i i ssi

79.177.104.7 |israel 147.237.72. 166 |aka. i df .1 mng tngine: ! Invalid segnent retransmssion. | .
Inval i d Retransm ssion Packet dropped.

172.58.40.183 |wited Sates 147. 237. 77. 216 |dover. i df . il SYN Att ack SYN -> SYN-ACK -> RST rej ect
S ream ng Engi ne: TCP i i ssi

66.249. 78.153 |Uited Sates 147.237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, .

Inval i d Retransnissi on

Packet dropped.
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
109.67.33.199  [Israel 147.237.72.167|i shuri maka. i df . i Igc;.l\gysiflége Same Response (bde (404) in Session from Bock |24
176.13.9. 43 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 15
149.78.12.13  |israel 147.237.0.34  [tikshuv.idf.il /g0 W of 1he Same Response (e (404) Tn Session from Bock |13
46.19. 86. 188 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
5. 29. 190. 239 I srael 147.237.76.86 |navy.idf.il Ml tiple Unaut horized URL Access from5. 29, 190. 239 B ock 8
79. 180. 169. 149 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
5. 29. 40. 253 | srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed UR. Access to wwwe aka. i df . il/vww tikshuv.idf.il B ock 2
81.218.161.95 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
46. 19. 85. 63 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
84.108. 12. 56 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2

Pal esti ni an
46. 60. 21. 229 Territory, 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed LRL Access to waw cogat . i df.il/894-ar B ock 2

Qccupi ed
5. 28.190. 152 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | Ml tiple Mal formed URL from 79.181. 106. 54 B ock
46.19.86.175 |Israel 147.237.77. 234 |hal ag. i df . i | 1D4§t ;'35”;?1zgﬁﬁggzﬂaﬁlﬁﬁi 1(.); . Bock |1
176.13.20.131 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
37.238.160.48 |[Iraqg 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawwidf.il/arr/ B ock 1
109. 253. 147. 86 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS At ack None 1
79.181.106.54 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header Val ue B ock 1
85. 64. 6. 209 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249.78.153 |[lsrael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter anp; catld in ww aka.idf.il/rights/asp/info.asp None 1
204.13.200.200 |United Sates [147.237.77. 216 |dover. i df .|| D stri utec 1?;;}2;;5?&%\/’2??:‘;” Bock |1
46.120.32.255 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wwu aka. i df.i|/mai n/ sachar/faq. aspx Bl ock
192. 243.55. 130 |Doni ni ca 147.237.72.166|aka. i df . i | D stributed Whaut hori zed URL Access on www aka. i df .il/gi yus/ kadat z B ock
79.181.106.54 |Israel 147.237.72. 166 |aka. i df . i | (SSS‘SLu: tégflﬁlﬂgpﬁnﬁli &_’DZ(T%'E?('CSA?\'&; on None |1
79.181.106.54 |lsrael 147.237.72. 166 [aka. i df . i | Ml for med HTTP Header Line 10 Bl ock 1
46. 19. 85. 154 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
157.55. 39. 75 Lhited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed URL Access to waw aka. i df . i |/ nai n/nisrot. aspx B ock 1
79.180. 193. 132 |Israel 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
213.57.253.139 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 66. 55. 209 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx B ock 1
66.249.66.191 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
192. 243. 55, 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unauthori zed URL Access from 192. 243, 55. 138 B ock 1
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 79. 181. 106. 54 B ock 1
178.255. 215. 87 |France 147. 237 77. 216 |dover . i df . 1| et 1O 17 engh ah/ i st ory/KIckck=38784bbKicKcick_38a784bb ok |t
109. 253. 194. 149]I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1

Illegal Byte Gode Character in Method SWAZ[#6]][gA

[[#18]] A A, [ AVASATI [ #3]] AoA' ACASAS] [ #24] ] t AcAe

JyA A= [[#19]1[[#17]]1, xRPARoBoA AVA—A... ) )
79.181.106.54 [Israel 147.237.72. 166 |aka. i df . i | %g;‘gé[[?i?s% ]b%f/%ﬁfl];]ﬁ?}%ﬁgﬁmﬁwﬁ/“w [#9TIASLI#OI A Mg ok 1

JrA VT [[#23]]* A0 Ao~x" [ [ #14] | A AK'A.. CONAEATA AA2 /S $( AchAj kKA°

A>ASA'A™S [ #2]] [ [ #8] ] ARA-yoA?QApDA [ [ #22] ] eAZAtA? A<9A: AZ

AcHn[ [ #11]] A, DvA- A
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
204.13.200.200 |Uited Sates |147.237.77. 216|dover. i df . i D stri buted 1‘?;;”;%'3;926%\/?2555‘;” Bock |1
87.69. 238. 45 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
46.166.190. 137 |Netherlands  |147.237.77. 216 |dover. i df .i | D stri buted 1?;‘;};;;5?&%\/’2‘???;‘);” Bock |1
79.181.106.54 |lsrael 147.237.72. 166 |aka. i df . i | Too Many Headers per Request - 71 Headers B ock 1
79.181.106.54 [ srael 147.237.72. 166 [aka. i df . i | E\%)fg ed LR n[[#17]] A Sy [#4]111#17] O e Bock |1
46.19.86.9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS At ack None 1
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
109. 66. 129. 88 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.74.96 I srael 147.237.77. 176 |nat pash. i df . i | m”f:gg; _Ziegf L resess 10 J pages! gi donzaken. asp Bock |1
193.90.12.88  [Norvay 147.237. 77. 216 |dover . i df . i | D stri utec 1?;;}2%;;?&%\/’2‘???:&” Bock |1
180. 76. 15. 136  |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9680- he/ r ef uah. aspx  |B ock 1

NULL Character in Header Nane at Ae*gn<A¢(AtAe A
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | AR [ [ #20]] A XU xAN[ [ #4] ] 2AE[ [ #0] ] A [ [ #17] ] [ [ #19] ]/ OAL AcAAcA— B ock 1

[[#29]][[#7]] K&
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