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Top Attackers

M dover.idf.il

M aka.idf.il

M nadi matal .idf.i

M nobi le.idf.il

Meitan aka.idf.il

M navy.idf.il

I hal ag.idf.il

M rat pash. i df . i |
refuah.idf.il

M anan.idf.il

M 2. 54. 161. 219
167. 114. 156. 16
I 149. 88. 251. 237
79.182. 147. 181
W 79.178. 139. 179
W 41.33.231.90
[ 2.52.132. 70
M 5. 36. 238. 130
46. 121. 247. 249
M 46. 19. 85. 252
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 1507
149. 88. 251. 237 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets drop 53
79.178.139. 179 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 19
107.170. 91. 224 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 6
109. 66. 158. 93 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4
79.180. 213. 162 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4
41.190. 12. 209 N geria 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 2
52.16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context drop 2
79.179. 19. 82 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2

41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
141.212.122. 142 Lhited Sates 147.237.76. 201 e atal.idf.il|B ock Udp All Nets dr op 1
141.212.122.143 Lhited Sates 147.237.76. 201 e atal.idf.il|Bock Wp All Nets drop 1
207.46.13. 123 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
110. 82. 179. 215 Chi na 147.237.77. 216 dover.idf.il |SYN Hood del ete reset drop 1

66. 87. 117. 26 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
179. 33. 253. 235 |147.237.0.34 |Col onbi a tikshuv. i df.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
168. 62. 238. 153 |147.237.8.24 |thited Sates [e.lifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 59. 33. 61 147. 237.72. 166 |Chi na akaidf.il ET SCAN NMAP -sS wi ndow 4096 1
113. 59. 33. 61 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -f -sS 1
104. 128. 144. 131|147. 237. 77. 212 |Canada e.dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
94.102.48.195 [147.237. 77. 235 |Net her| ands svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237. 77. 205 Net her | ands prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
80.248.146.42  |147.237.77. 226 gj;:lnim v chanat z. aka. i df i1 [ET SCAN NMAP -sS wi ndow 1024 1
179 176. 215. 32 |147 237 0.33  |rasil - ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
80. 82. 69. 146 147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237.8.50 |Lhited Sates  |e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 |147.237.8.14 |lhited Sates |e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 59. 33. 61 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
107.191. 63. 157 [147.237.0.34 |thited Sates  |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95. 154, 229. 204 |147.237.77. 216 |Uni ted Ki ngdom|dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
94.102.48.195 [147.237. 77. 233 |Net her| ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.203 [147.237.77. 212 |Net her| ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 69. 146 147.237.77. 61 |Netherl ands e.cogat.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dropped.

79.182.147. 181 |l srael 147.237. 76. 200 |ei tan. aka.i df . i | Ret r ansm ssi on Packet dr opped. drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
5. 36.238. 130 Oman 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
46.121. 247.249 |israel 147.237.77. 234 |hal ag.idf.il  |drop First packet isn't SN drop 15
79.178.139. 179 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
217.132. 115. 142|l srael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 8
2.52.132.70 I srael 147.237.77. 243 |mobile.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
66.87.117. 26 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
46. 19. 85. 221 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.228  |israel 147237, 77, 243 |mbit e i i1 | €AM NG Engi ne: TGP Invalid - finvalid seqnent retransnissi on, drop 6
Ret r ansni ssi on Packet dropped.
217.132. 135. 2461 srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 6
213.8.174.5 I sr ael 147. 237.72. 166 [aka. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 247 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
217.132. 135. 2461 srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
213.8.174.5 I sr ael 147. 237.72. 166 [aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 247 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 221 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
89. 139. 191. 48 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.120.206. 130 I srael 147.237.72. 166 |aka. i of . Bad TCP sequence mﬁsg reansn“ wthdifferent | onitor |5
46. 19. 85. 252 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 5
46.19. 86. 184 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
46. 19. 85. 252 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
109. 66. 215. 101 |l srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
117.198. 230. 37 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
41.190.12.209 |Ngeria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
2.54.171. 216 I srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.52.132.70 I srael 147.237.77. 243 |mbile.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 4
195. 34.150.18 |Austria 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |4
46. 19. 85. 39 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invali d ACK nunber noni t or 4
109. 253. 199. 153|i srael 147237, 77, 243 |mbi e i 11 | €AM NG Engine: TQP Invalid —finvalid segnent retransnissi on. drop 4
Ret r ansni ssi on Packet dr opped.
2.52.132.70 I srael 147.237.77.243|mobile.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 4
5.102. 254. 52 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.132. 70 I 'srael 147.237.77. 243 |mobile.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
203.133.169. 6 gﬁaic o |47 237.77. 170 marachot i of .i1|SYN At tack SYN -> SYN-ACK -> RST rej ect 3
109. 67. 140. 41 | srael 147. 237. 72. 166 |aka. i df .| Streaming Engi ne: TCP Invalid  invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
109.64.98.82  |Israel 147. 237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid  finvalid segnent retransmissi on drop 3
Ret r ansni ssi on Packet dropped.
85. 65. 202. 67 I srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 3
79.183. 166. 195 |I srael 147. 237.72. 166 |aka i df .i Streanmng Bngine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
109.65.148.7  |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid imvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
143.127.2. 4 Wited Sates |147.237.72. 166 |aka i df i Streanmng Bngine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
41.190.12.209 [Ngeria 147.237.77. 216 |dover.idf.il  [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 3
203. 133. 170. 69 g;ﬁaic of 147.237.77. 216 |dover.idf.il  [SYN At tack SYN -> SYN-ACK -> RST rej ect 3
109. 65. 185. 171 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
2.52.132.70 | srael 147.237.77. 243 |nobi l e.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
37.26.149.195 |israel 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect
84.228.129. 213 |Israel 147.237.72. 166 |aka. i df . Streanng Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
109. 65. 185. 171 |Israel 147.237.77. 216 |dover.icf.il  [Bad TCP sequence mﬁsg r:‘nsmt wehdifferent | nitor |3
46.19.85.127  |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid Invalid segnent retransmssion. drop 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.161. 219 I srael 147.237.0.19 |[nadi matal . i df. i |Suspicious Response Code Bl ock 107
2.54.161.219  |israel 147.237.0.19 |nadimatal .idf.i ?g :’Téyllozfléhe Sane Response Qode (404) in Session from B ock 29
208.115.113.88 |lhited Sates |147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forun asp/ showf orumasp [B ock 10
2.54.161.219 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
46.19. 86. 130 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
208.115.113.88 |lhited Sates |147.237.76.86 [navy.idf.il Ml tipl e Unauthorized URL Access from 208. 115. 113. 88 Bl ock 3
79.180. 111. 143 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
80. 246. 136. 202 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 3
37.142.64. 46 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | m“;:;;t'.zi?fj.tﬁsfg;s;;g‘;ﬂ | sl O si 262200 3410, pg. src Bl ock 3
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 137 B ock 2
107.178.194.79 |Wited Sates [147.237.77. 216 |dover. i df . i | D stri ot ec 1T§;f2§;éi?ﬁeﬁv2€rc.?:p£n Bl ock 2
204.13.200.200 [Uhited Sates [147.237.77.216|dover. i df .i D stri uted 1?;‘;};;;5?2;’3;\/’2‘??;‘3;” Bl ock 2
204.13.200. 200 [Uhited Sates [147.237.77. 216 |dover. i df .i D stri utec 1T§;f2§éi3;?ﬁeﬁvfrc.?:p£n Bl ock 2
208.115.113.82 [lWited Sates [147.237.0.34 |tikshuv.idf.il |Wauthorized LR Access to tikshuv.idf.il/site/unsel ecatbl e. aspx B ock 2
100.64.98.82  [Israel 147.237.72. 166 |aka. i df . i | m”:k":i??w;g Ncégfﬁﬁt;angicgzf;g)fcphsaChar$Ct' rin None 1
46.120.116. 210 |Israel 147.237.77. 234|hal ag. i df .i | o ;gl;“;?dzg:l‘;"m‘;g;ﬁaﬁ osess f.’réi . Bl ock 1
204.85.191.30 [Uited Sates [147.287.77.216(dover. i df il [0t GG AR TS TR e o B ock 1
85. 65. 0. 194 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.19. 85. 252 I srael 147.237.77.216|dover.idf .il Abnormal |y Long Request request version B ock 1
2.54.161. 219 I srael 147.237.0.19 |[nadimatal .idf.i|Too Miny 403: Response Code per Session Bl ock 1
183. 79. 223. 118 |Japan 147.237.77.216|dover . i df . il Unaut hori zed URL Access to wwuidf.il/894-he B ock 1
77.75.78. 161 Czech Republic [147.237.77. 216|dover.idf .il Unaut hori zed URL Access to waw i df . i/ page/ 26/ B ock 1
109. 253. 199. 153 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
66.249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ robot s. t xt B ock 1
198.71.227.40 |[thited Sates |147.237.77.176|matpash.idf.il |Distributed PP Attenpt Bl ock 1
104. 243. 32. 242 147.237.0.34 |tikshuv.idf.il mﬂtihkosrr:u\zfid de.J?I /i?;i:tso:;g o iles/ U161 Bl ock 1
40.77.167. 23 Uhited Sates |147.237.76.31 [nakchal .idf.il |Mitiple Unauthorized URL Access from 40.77.167.23 B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ostributed Unauthorized URL Access on waw aka. i df . il/gi yus/kadat z Bl ock 1
74.124.193.135 |lhited States |147.237.77.176 |mat pash. i df . il Dstributed PHP Attenpt B ock 1
157.55.39. 2 Lhited Sates |147.237.72.166aka.idf.i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 66. 115. 166 |l srael 147.237.77.243|mobi l e. i df . i | Dstributed Uhaut horized URL Access on nobil e.idf.il/sachar/index Bl ock 1
46.120. 206. 130 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
207. 46. 13. 75 Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . il/giyus/general Bl ock 1
85.93.218.204 |Luxenbourg [147.237.77.216|dover.idf il (D S!1OMeC 1?;;};;&;;?&%\/’??;}2” B ock 1
46.19. 85. 252 I srael 147.237.77.216|dover.idf .l Dstributed Il1egal HITP \ersion B ock
185.3.147.199 |Israel 147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.i|/1086-23076- he/ dover. aspx B ock 1
77.126.144.182 | srael 147. 237.72. 156 |anan. i df . i | mggﬁfiﬁ .ﬂa}“ﬁflﬂsiﬁw%fﬁfi o B ock 1
66.249. 66. 136 I srael 147.237.76.42 |refuah.idf.il ﬂ?ng?r;gefzfg‘p :'s‘“;coef;g;/‘f’i e/ 913879, pg Bl ock 1
149.78.7.74 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ def aul t . aspx B ock 1
46.19. 86. 154 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
198.71.227.40 |[nited Sates [147.237.77.176|matpash.idf.il [Dstributed Lhauthorized URL Access on wan cogat. i df.il/xnirpc. php B ock 1
79.181.219.94 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 1
40.77.167. 95 Lhited Sates |147.237.72.166aka.idf.il Unknown Paranet er pageNumin waw aka. i df.il/patzar/klali/default.asp [None 1
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to vwwu aka.idf.il/tiznoret/contact B ock 1
74.124.193. 135 |Uhited Sates [147.237.77.176|nat pash.idf.il |[Dstributed Unauthorized URL Access on wwwy cogat . i df.il/xnirpc. php B ock 1
157.55.39. 2 Lhited Sates |147.237.72.166aka.idf.il Unknown Paraneter catid in aka.idf.il/giyus/ganda/ defaul t. asp None 1
109. 66. 200. 46 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to waw idf.il/error. htm B ock 1
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