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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Signature

Attacker Target
Country Address

167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2773
66. 249. 73. 198 I srael 147.237.77.170  |marachot.idf.il I;]; handshake viol ation, first packet mot |, 521
63. 141. 217. 60 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
66. 249. 78. 254 I srael 147. 237.72. 166 aka.idf.il :;J; handshake viol ation, first packet mot |, 8
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under_ Attack _Con Htp dr op 4
194.177.16.3 | srael 147.237.72. 156 anan.idf.il B ock Wp Al Nets drop 3
220.181.108. 77 Chi na 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 3
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il JIMPurple Gon Linit Htp drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il JLM Under _Attack Con Htp drop 2
65.181. 113. 88 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
141.212.122.128 Lhited Sates 147. 237. 8. 27 e nadi matal .idf.il B ock Wp Al Nets drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
141. 212. 122. 129 Lhited Sates 147. 237.8.27 e nadimatal .idf.il Bl ock Udp All Nets drop 1
115.230.124.164  |[China 147.237.0.17 ke kosher-kravi. Td- T || ook-sp-traf 1 forvard 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
192, 187.121. 66 Lhited Sates 147.237.77. 216 dover.idf.il |C1000106: HTTP. majestic bot B ock 1
104. 45. 132. 180 Lhited Sates 147.237.77. 216 dover.idf.il [22280: HITP. Joomia Qject Injection Wilnerability Bl ock 1

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |8262: HITP. Soworis DoS Tool B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
104. 128. 144. 131|147. 237. 77. 243 |Canada nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
80.248.146. 42 |147.237.0.34 EZZli}on tikshw.idf.il  [ET SCAN NMAP -sS wi ndow 1024 1
2.52.49. 36 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
217.12.39.85  |147.237.77.234 ?ézz;;”im hal ag.i df .i | ET SCAN NVAP -sS wi ndow 1024 1
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
176. 13. 9. 240 147.237.77. 233 [ srael atal.idf.il 1
attack
94.102.48.195 [147.237.77. 176 |Net her| ands nat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 69. 146 147.237.8.27 |Netherl ands enadimatal .idf.i|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Country Target Address ‘Ste ‘Signature
Sreanming Engine: TCP Invalid i i SSi
95.90. 251. 171 |Ger many 147. 237. 77. 216 |dover.i df .i 9 =g Invalid segnent retransmssion. |, 123
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 32
2.52.49. 36 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 30
2.52.49. 36 | srael 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 30
2.52.49. 36 I st ael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 30
2.52.49. 36 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber aert 30
2.52.49.36 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 30
Sreanming Engine: TCP Invalid i i ssi
77.127.217.15 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y 18
Ret ransni ssi on Packet dropped.
63.141.217.60 |ULhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
178. 214. 94. 210 g“;’cisgi':éa” Territory: 1147 237.77. 176 |nat pash. i of .1 |SYN At t ack SYN -> SYNACK -> Tineout  |reject 12
Pal estinian Territory, o SYNVACK retransmt with different .
178. 214. 94. 210 Cccupi ed 147.237.77. 176 [nat pash.idf il |Bad TCP sequence wi ndow scal e monitor |12
109.66.51.44  [Israel 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 10
31.168. 3. 26 | srael 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 10
Sreaning Engine: TCP Invalid i i ssi
109. 186. 188. 83 |1 srael 147. 237. 76. 200 |6i tan. aka. i of .| 9 =9 Invalid segnent retransmssion. |y, 10
Ret r ansni ssi on Packet dropped.
46. 19. 85. 88 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AK nunber noni t or 10
176.13.9.240 |Israel 147.237.76.30 |himsh.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 8
84.108.71.176 |[lsrael 147.237.0.34 |tikshuv.idf.il |[drop First packet isn't SYN drop 8
31.210. 188. 60 |Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 8
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
37.26.146.196 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence monitor |6
63.141.217.60 |Lnited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 63 I 'srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or 6
R SWNretransnmit wth different .
87.68.166.126 |lsrael 147.237.76.42 |refuah.idf.il [Bad TCP sequence i ndow scal e noni t or 6
Sreanming Engine: TCP Invalid i i SSi
79.176. 149. 117 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46.19.86.179  |[lsrael 147.237.72.156 [anan.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or
176.13.9.240 |Israel 147.237.76.30 [himsh.idf.il |Bad TCP sequence Invalid ACK nunber alert
Sreaning Engine: TGP Invalid i i ssi
185.3.144.42 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
5.102.217.239 |[lIsrael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
79.177. 166. 228 |l srael 147.237.76.86 |nawy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79.178.170. 38 |[lIsrael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
185. 3. 147. 153 [l srael 147. 237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 5
79.177.132. 103 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
37.46. 39. 10 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber monitor |4
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
94. 230. 86. 163 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 88 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 4
217.132.135. 91 |l srael 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i SSi
185. 120. 125. 13 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
5.102.254.49  |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 88 I st ael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
98.252.51.195 |[thited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |roni tor
Sreamng Engine: TCP Invalid i i ssi
79.181.6.21  |israel 147.237.72. 166 |aka. i df .| 9 =9 Invalid segnent retransmssion. |y ., 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
109. 66. 150. 128 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
R SYNVACK retransmt with different .
41.45.133.193 |Egypt 147.237.77. 216 |dover.idf.il [Bad TCP sequence i ndow scal 6 noni t or 3
192. 243. 55. 132 |Doni ni ca 147.237.77.233|atal .idf.il  [Bad TOP sequence SINCAGK retransmt with different | pvor |3
w ndow scal e
37.26.146.196 |l srael 147.237.72. 166 [aka i df . i1 Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
84.228.35.112 |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dropped.
5.102. 254. 133 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
109. 67. 103. 93 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.




01-08-2016-17:04:03 to 01-08-2016-18:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
46. 19. 85. 82 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 22
213.57.49.167 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
109. 66. 2. 138 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 9
46.120.142. 235 |israel 147.237.0.17 rrim(;rfy-iliosher- kr avi Dstributed I11egal Parameter Encoding None |7
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Mthod from 79. 181. 106. 54 B ock 7
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal Iy Long Request from 79.181. 106. 54 B ock 6
79.181.106.54 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 79. 181. 106. 54 B ock 6
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed URL from 79.181. 106. 54 B ock 6
185. 3. 146. 254 |l srael 147.237.77.243|nobi | e.i df . i | Mil tipl e Unaut hori zed URL Access from 185. 3. 146. 254 B ock 5
79.181.106.54 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from79.181. 106. 54 |B ock 5
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | Ml tiple Abnornal |y Long Header Line from 79.181. 106. 54 B ock 5
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Header Nanme from 79. 181. 106. 54 B ock 4
79.181.106.54 |Israel 147.237.72. 166 |aka. i df . i | %.tlig'lfelgé.esgf Byte Qode Character in Header Nae from Bock |4
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP Version from79.181. 106. 54 B ock
149.50. 78. 71 Lhited Sates |147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock
79.181.106.54 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Mal forned HTTP Header Line from 79. 181. 106. 54 B ock
185.3.146. 254 |l srael 147.237.77. 243 |nobi | e. i df . i | nu;;l’lt:?rc;fsz /tz‘egpgf;sem;esu St ohi 1 ddocunent s/ 1432 Bock |3
149.78. 77. 63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
40.77. 167. 42 Uited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 40.77. 167. 42 B ock 2
74.208. 16. 87 Lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 74. 208. 16. 87 B ock 2
79.181.106.54 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple NILL Character in Method from 79.181. 106. 54 B ock 2
109. 64. 37. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
46. 19. 86. 248 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
79.181.106.54 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 2
5.29. 170. 149 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
149.78.3.74 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
40.77.167. 42 Lhited Sates |147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 2
68.180. 230. 224 [lhited Sates [147.237.76.31 |nakchal .idf.il maﬂ?ki;ﬁ%? Yﬁ'fﬂf”hzagzmg' gspx Bock |1
204.13.200. 200 [Uhited Sates [147.237.77.216 |dover . idf .|| D stri bt ec Eggfggggéﬁeﬁv??;pﬁn Bock |1
84.94. 119. 65 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249. 64. 238  [Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
109. 225. 14. 186 :Z:::t”i o [147-237.77.74 Jlawidf i \;Twalmabve: d:?'fﬁi%ftati o 5 et' ﬁ'\fe';egietnﬁ | e Bock |1
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Header Line request header nane B ock 1
2.54.128.31 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
87.68.22.145  |Israel 147. 237.72. 166 |aka. i df . i | m”;r; iﬁ?_r ?I”frtr;r n/igpn;;(ti;?_eﬁle?i. ‘;2:):(” None |1
79.181.106.54 |[Israel 147.237.72. 166 [aka. i df . i | Too Many Headers per Request - 37 Headers B ock 1
66.249.78.159 | sr ael 147.237.77. 216 dover . i df . i1 muit gl?.ril IzlegngLIFia_sth;rZS;nitzoati on/ honef ront / i ndex. st m <br > B ock !
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i/ gi yus/ kadat z B ock 1
115. 230. 124. 164|Chi na 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to zc. qq. com cgi - bi n/ common/ at t r B ock 1
79.181.106.54 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Il1egal Byte Gode Character in Query String from79.181. 106. 54 B ock 1
17.142.156. 109 |Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il/newsitel english/ nain. asp B ock 1

Unhknown Par anet er
109. 64. 37. 45 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! acekHol der $bt nAt udaBack i n None 1

wan aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx

IIJ eAgalA Byte de CharacterA in (;uery Sri ng [A[#16]_]"[[#8]][[#}6]]x a€

A-ACA°8. x [[#8]] x?hCA-FbA. [ [ #2]] AA AEXC [ [ #11] ] FA™

u[ [#16] ] xfx3 G x¢Ox—/ : gx“U<cA¢l Au. LA] x"x’
79.181.106.54 |lsrael 147.237.72. 166 [aka. i df . i | [[#15]16G[[#11]] HA ra€ralq[#29]] O x2[ [#14] ] @[ [#30] ] xf Bl ock 1

O A?[ [ #21] ] A23A] Acxdxe, =A"LA"OY/Nx™A?9A° xceAcel ETA™

GO x2x) a€°[ [#18] ]

xar A?AYAEx fme ATMA -
207.46.13.112 |lnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
84.108.218.93 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei t an/ t nuna/ B ock 1
176.13.16.215 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 225. 14. 186 gz::;”i o [147-237.77.74 Jlawidf i ;Twa{mabvelr dfT.yipf/t\Aeg;fI ai o ggﬁclregg;tl ftﬁ”;' ;‘spx Bock |1
87. 68. 22. 145 I srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter ut msource in ww aka.idf.il/ None
79.181.106.54 |lsrael 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
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