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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3251

149. 88. 219. 246 | srael 147.237.72. 166 aka idf.il Invalid TGP H ags drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 2

183. 26. 118. 121 Chi na 147.237.76. 31 nakchal . i df .i | Bl ock Wdp All Nets drop 2

66. 249. 78. 95 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

180. 170. 186. 83 Chi na 147.237.76. 31 nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
112.118.173. 228 Hong Kong 147.237.76. 31 nakchal .idf.il Bl ock_Udp Al _Nets drop 1
65.181.113. 88 Lhited Sates 147.237.76. 30 hi nush. i df .i | Block Np Al _Net drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Bock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address ‘Site |S gnature Devi ce Action |Count |
120. 43. 9. 239 Chi na 147.237.77. 226 |waw chanat z. aka. i df . i [Cl1000108: HITP. Trying to |l ocate existing FQkeditor  |B ock 33
120. 43. 9. 239 Chi na 147.237.0.34  |tikshuv.idf.il Cl000108: HITP. Trying to locate existing Fkeditor  [B ock 32
120. 43.9. 239 Chi na 147.237.76.86 |navy.idf.il C1000108: HITP. Trying to | ocate existing FCkeditor  |B ock 32
120. 43. 9. 239 Chi na 147.237.72.156 |anan.idf.il C1000108: HTTP. Trying to locate existing FQkeditor  |B ock 32
120. 43. 9. 239 Chi na 147.237.77.233 |atal .idf.il Cl000108: HITP. Trying to locate existing Fkeditor  [B ock 32
120. 43.9. 239 Chi na 147.237.76.200 |eitan. aka.idf.il C1000108: HITP. Trying to | ocate existing FCkeditor  |B ock 32
120. 43. 9. 239 Chi na 147.237.72.166 |aka.idf.il C1000108: HTTP. Trying to locate existing FQkeditor  |B ock 32
120. 43. 9. 239 Chi na 147.237.77.74 |lawidf.il Cl000108: HITP. Trying to locate existing Fkeditor  [B ock 31
120. 43.9. 239 Chi na 147.237.77.176 |mat pash.idf.il C1000108: HITP. Trying to | ocate existing Fkeditor  |B ock 29
120. 43. 9. 239 Chi na 147.237.0.15  |kosher-kravi.idf.il C1000108: HTTP. Trying to locate existing FQkeditor  |B ock 24
120. 43. 9. 239 Chi na 147.237.76.86 |navy.idf.il 0854: HTTP: upl oad* Access B ock 10
120. 43. 9. 239 Chi na 147.237.77.233 |atal .idf.il 0854: HITP. upl oad* Access B ock 10
120. 43. 9. 239 Chi na 147.237.76.200 |eitan. aka.idf.il 0854: HTTP. upl oad* Access B ock 10
120. 43. 9. 239 Chi na 147.237.72.166 |aka.idf.il 0854: HTTP. upl oad* Access B ock 10
120. 43. 9. 239 Chi na 147.237.77.226 |wnn, chanmat z. aka. i df . i | |0854: HITP. upl oad* Access B ock 10
120. 43. 9. 239 Chi na 147.237.72.156 |anan.idf.il 0854: HTTP. upl oad* Access B ock 9
120. 43. 9. 239 Chi na 147.237.0.34  |tikshuv.idf.il 0854: HTTP. upl oad* Access B ock 9
120. 43.9. 239 Chi na 147.237.0. 15 kosher-kravi .idf.il 0854: HTTP: upl oad* Access B ock 8
120. 43. 9. 239 China 147.237.77.176 |nat pash. i df . il 0854: HTTP: upl oad* Access B ock 8
120. 43. 9. 239 Chi na 147.237.77.74 |lawidf.il 0854: HTTP. upl oad* Access B ock 7
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

66.249.78.236 [147.237.76.42 [lLhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
80.82.69.146  |147.237.77.176 |Net her| ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
79. 143. 181. 158 |147. 237. 76. 148 |Ger nany gqcenter. aka.iof .i |ET SCAN Potential SSH Scan 1
203 251 140. 72 |147 237 0.33 |Korea Republic | o | ET SCAN Behavi oral Uwusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
190, 252, 239. 53 |147 237 0 35 |col orbi a akavs. i f il ET SGAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.174.93.203 |147.237.72. 217 [Net her | ands eidf.il ET SCAN NVAP -sS wi ndow 1024 1
82.117. 208. 243 (147. 237. 77. 212 e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80.82.69.146 [147.237.77. 176 |Net her| ands nat pash. i df . i | ET SCAN Potential SSH Scan 1
80.82.69.146 [147.237.76. 148 |Net her| ands gacenter. aka idf.i[ET SCAN NVAP -sS wi ndow 1024 1
79.143. 181. 158 |147. 237. 76. 148 [Ger many gacenter. aka. i df .i [ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 86. 133 |147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
93.174.93.203 |147.237.8.14 |[Netherl ands e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80.82.69.146 [147.237.77. 216 [Net her| ands dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 163
S SN retransnmit wth different .
84.229. 29. 97 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |65
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
120.43.9.239  |china 147.237.77. 233 |atal i df .1 Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection | oivor |26
120.43.9.239  |china 147.237.0.34  |tikshuv.idf. il Block HTTP Non Qonpliant | et Mende comestion oo o6
120.43.9.239  |china 147.237.77.74 |lawid. il Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection | oivor |26
120.43.9.239  |china 147. 237.72. 166 [aka. i o . | Block HTTP Non Qonpliant | et Mende comestion oo o6
120.43.9.239  |china 147.237.76. 200 |ei tan. aka i f . i1 Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection | oivor |26
120.43.9.239  |china 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Z‘:I;ed to handie comnection | i 26
120.43.9.239  |china 147.237.77. 226 | "} chanatz.aka. 1df 1 ock HTTP Non Conpl i ant E:'t;ed to handie comnection | onitor 25
120.43.9.239  |China 147. 237. 72. 156 |anan. i df i Bl ock HTTP Non Conpl i ant Z‘:I;ed to handie conection | o vor 25
Sreamng Engi ne: TCP i i ssi
77.127.217.15  |israel 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 24
Inval i d Retransmi ssion Packet dr opped.
120.43.9.239  |hina 147.237.77. 176 |nat pash. i . i | Bl ock HTTP Non Conpl i ant g::t;ed to handie connection \pnivor |24
79.183.125. 226 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Tineout [reject 23
95.242.212. 212 |italy 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 22
120.43.9.239  |China 147.237.0.15  |kosher-kravi.idf.il  |Bl ock HTTP Non Conpl i ant gz;;ed to handie connection | o vor |20
85.65. 151. 161 [l srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 13
149. 78. 223. 180 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |13
84.109. 232. 225 |lsrael 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
S reaning Engi ne: TCP ' i ssi
85.130.252. 25 |l srael 147.237.77. 243 |nobi le.i o . i1 mng tngine: 1 Invalid segnent retransmssion. |, 9
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
185.3.144.21  [israel 147.237.76.200 |eitan. aka. i of . mng Engine: 1 Invalid segnent retransmssion. |, 9
Inval i d Retransmi ssion Packet dr opped.
120. 43. 9. 239 Chi na 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 8
46. 19. 85. 137 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |8
84.110. 84. 61 I srael 147.237.77. 176 |mat pash. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [alert 8
84.110. 84. 61 | srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 8
46. 19. 85. 228 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
46.19. 85. 171 I srael 147.237. 77. 216 |dover.idf .i 1 Bad TCP sequence Invalid ACK nunber nonitor |6
149.88.14. 113 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
79.183.108. 121 |Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
185. 120. 125. 60 147. 237.72. 166 |aka. i f . Bad TCP sequence SINWAK retransmt with moni tor |6
di fferent w ndow scal e
S reaning Engi ne: TCP i i ssi
79.180.171. 211 | srael 147.237. 72. 166 |aka. i df . i mng Engine. Invalid segnent retransmssion. | ., 6
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
185.3.144.42  |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
31.154.149. 117 | srael 147. 237.77. 243 |mwbi l e, i f . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
46.19. 86. 168 | srael 147.237.72. 156 [anan.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
149. 126. 91. 24 Erfis::):;anacupied 147.237. 77. 176 |nat pash. i of . i | dr op First packet ismt SN drop 6
46.19. 85. 171 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 86. 248 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 86. 149 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.46. 39. 143 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 250 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 250 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
109. 64. 202. 46 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
85. 65. 30. 156 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
R ; Geo- | ocati on i nbound
66.249.93.192 |Israel 147. 237. 76. 202 |e. hal ag. i df . i | Geo-location enforcenent | - C drop 4
109. 186. 184. 217|I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
S reaning Engi ne: TCP ' i ssi
84.228.61.138 | srael 147. 237.72. 166 |aka. i of .11 mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
46.19. 86. 68 I'srael 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
Sreamng Engi ne: TCP i i ssi
185.3.144.19  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. f 3

Inval i d Retransnissi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
109. 253. 143. 128l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 107
109. 253. 143. 1281 sr ael 147.237.0.19 |nadimatal .idf.il Igg.'gg ﬂ; 2‘328361"‘3 Response (bde (404) in Session from g 91
109. 253. 192. 160]I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 86
87.69. 35. 192 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 84
84.109.24.224 |israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 76
87.69. 35. 192 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 54
120. 43. 9. 239 Chi na 147.237.72. 156 [aman. i df . i | Mil tipl e Unaut horized URL Access from 120.43.9. 239 Bl ock 44
120. 43. 9. 239 Chi na 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 120.43. 9. 239 B ock 43
120. 43. 9. 239 Chi na 147.237.76.200(ei tan. aka. i df.i| Mil tipl e Unaut horized URL Access from 120.43. 9. 239 B ock 41
120. 43.9. 239 Chi na 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 120. 43. 9. 239 B ock 41
120. 43. 9. 239 Chi na 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 120.43. 9. 239 B ock 37
109. 253. 192. 160| sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 37
120. 43.9. 239 Chi na 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Uhaut horized URL Access from 120. 43. 9. 239 B ock 33
120. 43. 9. 239 Chi na 147.237.77.74 [lawidf.il Mil tipl e Unaut horized URL Access from 120.43. 9. 239 B ock 29
120.43.9.239  [china 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 120.43.9. 239 B ock 26
120. 43. 9. 239 Chi na 147.237.77. 226 V\TA:W chamat z. aka. i df Mil tipl e Uhaut horized URL Access from 120. 43. 9. 239 B ock 25
120.43.9.239  [China 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 120.43.9. 239 B ock 23
170. 185. 233. 107|United Sates |147.237.72. 166 |aka. i df .|| m“;kh:ri id??idl /Lf;bi'?ceif;zi It:control or B ock 18
109. 253. 143. 128]I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 15
109. 253, 143. 1281 srael 147.237.0.19 |nadimatal .idf.il 1 g o Sane Fesponse Code (403) i Sesston Trom g ook 10
84.229.157.33 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 6
176. 228. 40. 169 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 5
46. 19. 85. 59 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
46. 19. 85. 86 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
93.173.18.237 [Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Redundant HITP Headers in header Referer B ock 3
37.26.149.220 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
74.208. 16. 87 Lhited Sates [147.237.72.166|aka.idf.il Mil tiple Unhaut hori zed URL Access from 74.208. 16. 87 B ock 2
120. 43. 9. 239 Chi na 147.237.72. 156 [aman. i df . i | Mil tipl e Admin B ocking from 120. 43. 9. 239 B ock 2
46.118. 155. 216 |Urai ne 147.237.77. 176 |nat pash. i df . i | Ml ti pl e Unaut hori zed URL Access from 46. 118. 155. 216 Bl ock 2
149, 78. 223. 180 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
120. 43. 9. 239 Chi na 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Admin B ocking from 120. 43. 9. 239 B ock 2
120. 43. 9. 239 Chi na 147.237.76.200(ei tan. aka. i df . i | Mil tiple Admin Bl ocking from 120.43.9. 239 Bl ock 2
208.184.112.74 [United Sates  [147. 237.77. 216 |dover . i df . i | D stri but ec 1Lfsgf£'§gi3§?ﬂeﬁ‘)fe°r°_fssp£” Bl ock 2
120. 43. 9. 239 Chi na 147.237.72. 166 [aka. i df . i | Mil tipl e Admin B ocking from 120. 43. 9. 239 B ock 2
120. 43.9. 239 Chi na 147.237.0.34 |tikshuv.idf.il Mil tiple Adnin Bl ocking from120.43.9. 239 B ock 2
120. 43. 9. 239 Chi na 147.237.77.74 [lawidf.il Mil tipl e Admin B ocking from 120. 43. 9. 239 B ock 2
46. 19. 85. 44 I srael 147.237.77. 243 |nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock 2
120. 43.9. 239 Chi na 147.237.76.86 |navy.idf.il Mil tiple Adnin Bl ocking from120.43.9. 239 B ock 2
46.19. 85. 243 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
208.115.111.73 |lLhited Sates [147.237.72.166|aka.idf.il Unknown Paranet er KEY in v aka. i df.il/ishurinicityofficers/ None 1
109. 253. 143. 128l srael 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock 1
91.218. 150. 140 |Net her | ands 147.237.77. 176 |mat pash. i df . i | PHP At t enpt B ock 1
210.5.50.130  |New Zealand  |147.237.77.74 |lawidf.il Eﬂ;\flr ;\Z“itgfd' itﬂa;rtmhrogci'zshdp URL Access on B ock 1
120. 43. 9. 239 Chi na 147.237.77. 226 V\:A:W chamat z. aka. i df Adnin B ocki ng B ock 1
5.29.94.2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
79.246.96. 128  |Ger many 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx |B ock 1
204.13.200.200 [lhited Sates [147.237.77.216|dover. i df il pstri dkf"_”iel’c; gg‘;_t;gzgfgeﬁvﬁ‘fzspzn Bl ock 1
159. 203.20. 166 |Lhited Sates [147.237.77. 170 |n@ar achot . i df . i | Distributed PHP Attenpt B ock 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
46.19. 86. 92 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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