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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3227

115. 239. 228. 10 Chi na 147.237. 76. 30 hi nush. i df.il JLM Under _Attack _Con Htp drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
77.247.178. 132 Net her | ands 147. 237. 76. 201 e.atal.idf.il Block Np All Net drop 1

192. 96. 201. 142 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Bock Udp Al Nets drop 1

192. 96. 201. 142 Lhited Sates 147. 237. 76. 201 e.atal.idf.il Block Wdp All Nets drop 1

192. 96. 201. 142 Lhited Sates 147. 237. 76. 202 e halag.idf.il ock Udp Al Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1

192. 96. 201. 142 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address |Site |S gnature Devi ce Action |Count |

72.9.157.128  |lhited Sates 147.237.76. 86 |navy. i df . i|16798: HITP. GNU Bash HTTP Header Renote Code Execution Vul nerability ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66. 249. 66. 60 147.237.76.86 |Lhited Sates |[navy.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.77. 170 |Chi na mearachot.idf.il [ET SCAN Potential SSH Scan 1
19397 24. 108|147 237 0.35 |cni na akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan.aka idf.il [ET SCAN Potential SSH Scan 1
109. 66. 175.79  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45.79. 117 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
96.10. 185. 122|147 237 76. 200 |t ted Sates leitan akaict il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.120.112.73  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 248. 128. 156 |147.237.72.166 |Netherlands  |aka.idf.il portscan: TCP O stributed Portscan 1
5.22.130. 103 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
85.64.122. 142  |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
84.229.63.114 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57.194.37  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45.79. 117 147.237.77. 243 |Chi na nobi 1 e.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237.72. 156 |Lhited Sates [anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.77.19 |China lavforumidf.il |ET SCAN Potential SSH Scan 1
109. 253. 222. 114(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 148 |Chi na gocenter. aka. i df.i [ET SCAN Potential SSH Scan 1
109. 65. 10. 16 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
59. 45.79. 117 147.237.8.27 |China e.madimatal .idf.i|[ET SCAN Potential SSH Scan 1
94.159. 167.79  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 105 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
85. 250. 74. 55 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
85.64.111.209  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.183. 106.48  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 154. 226. 90 [147.237.77. 216 |France dover.idf.il SERVER VEBAPP Net (hserve aut henti cati on bypass attenpt 1
61.240. 144. 65 |147.237.77.212|Chi na e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
168. 62. 238. 153 [147.237.76.42 |Whited Sates |refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
91. 64. 54. 129 Ger many 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 52
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.182. 163. 55 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 21
217.132.217. 248l srael 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 20
S SYNretransmit wth different .
109. 66. 149. 229 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 14
109. 253. 142. 193l srael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 14
Sreamng Engine: TCP Invalid i i ssi
5.28. 181. 74 I'srael 147. 237.77. 243 |mobi le. i f . i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185.3.144.42  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
149.50.94.71  |Wited Sates |147.237.0.19 |naci matal .idf.il 9 =g nvalid segnent retransmssi on. drop 11
Ret ransm ssi on Packet dropped.
46.19. 85. 213 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
87.68.166.126 I srael 147.237.76.42 |refuah.idf.il  [Bad TOP sequence SN retransmt wth different monitor |10
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
157.55.39.75  |wited Sates |147.237.76. 200 |ei tan. aka.idf .l 9 =g nvalid segnent retransmssi on. drop 10
Ret r ansn ssi on Packet dr opped.
212. 150. 249. 184l srael 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
37.26.149.196 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
5.102. 254. 1 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d AGK nunber noni t or 7
222.164.197. 179|9 ngapor e 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 7
213.55.105. 220 |Bhiopia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
37.26.149.196 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 7
reamn ine: TCP Invali i i ssi
37.26.148.211 |israel 147. 237.72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
46. 19. 86. 225 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
2.54.167. 111 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
85. 250. 236. 129 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
Sreanmng Engine: TCP Invalid i i Ssi
37.26.147.246 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
79.182.177.14 |lsrael 147.237. 72. 156 |anan. i df . i | drop First packet isn't SN drop 6
85. 250. 236. 129 [l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
31.210.178.206 |Israel 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or 6
2.54.166.3 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41. 45. 242. 32 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
93.173.247.76 |Israel 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 77 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
91. 64. 54. 129 Ger many 147. 237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 4
109. 186.190.8 |Israel 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
5.102. 254. 93 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
109. 65. 163. 252 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINAK retransmt with different | oo s
w ndow scal e
2.54.39.101 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
) s SYNVACK retransmt wth different .
14.195.59.222 |india 147.237.77. 216 |dover.idf il Bad TCP sequence wi ndow scal noni t or 4
37.26.146.193 |Israel 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SN drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
46. 19. 85. 213 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
91. 64. 54. 129 Ger nany 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
s SN retransmit wth different .
109. 253. 223. 213l srael 147.237.72. 166 |aka. i df il Bad TCP sequence wi ndow scal e noni t or 4
2.54.156. 114 I srael 147.237.0.19 |nadimatal .idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.178. 162. 155 |I srael 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.73.172  |Israel 147.237.77. 243 |nobile. i of .| 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
109. 64. 139. 163 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
14.195.59.222 |india 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
Sreanmng Engine: TCP Invalid i i Ssi
79.180.22.26  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228. 160. 219 I srael 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
46.19.85.197  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
46.117.160. 188 |l srael 147.237.0.19 |madi matal .idf.il|DOstributed Suspicious Response Code B ock 121
46.121.24. 4 | srael 147.237.0.34 |tikshuv.idf.il Ig‘_)l"ﬁ% 4cff4the Sane Response (ode (404) in Session from Bl ock 34
46.117. 160. 188 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 25
149. 50. 94. 71 Lhited Sates |147.237.0.19 |nadi matal.idf.il|Dstributed Suspicious Response Code B ock 18
79.177.171.109 [israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
2.54.185. 242 I srael 147.237.77.243|mobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 6
5.28. 149. 88 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 3
5.28.181. 74 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 192. 243. 55, 135 B ock 2
85. 64. 247.164 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 253. 192. 160|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
85. 250. 236. 129 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
79.178.147.36  |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
79.177.58.151 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
109. 64. 37. 45 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
40.77.167.95 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed LRL Access to waw aka.idf.il/mluimhoraot B ock 1
84.228. 29. 180 | srael 147.237.77.216|dover . i df . i | DO stributed Lhaut hori zed URL Access on waw i df . il /https: /v idf.il/ B ock 1
79.177.110.23 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
5.22.130. 103 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
204.13.200. 200 [Uhited Sates [147.237.77. 216 |dover. i df .i | D stri uted 1?:;}:;25?&%&??;&” Bl ock 1
54.161.240.77 |Wited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/newsite/english/nain. asp B ock

109. 253. 137. 96 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
87.68.166.126 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock
46.19.85.197  |israel 147. 237.72. 156 |anan. i df . i | i‘sﬁmﬂfﬁfﬁfg Protocol violation None 1
31.210.178.206 |[Israel 147.237.72. 166 |aka.i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
213.57.55.241 |lIsrael 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/wuw aman.idf.il/ Bl ock 1
79.182.213.175 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for vy aka. i df.il/nain/giyus/| ogin. aspx B ock 1
66.249.78.159 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
46.120.98.195 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/xmrpc. php B ock 1
109.64.177.48 |l srael 147. 237.72. 166 |aka. i df . i | mu;?gii;fé?lmﬁlcgfsjs;gomol o at udel A B ock 1
46.19. 85. 62 I srael 147.237.77. 216 |dover.idf . il I11egal HITP \ersion B ock

85. 64.106. 146 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
204.13.200.200 |United Sates |147.237.77.216 |dover. i df .i | D stri butec lT;;f;gg;g?ﬂeﬁvﬁffssp;” Bl ock 1
109. 253. 156. 186! srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Atack None 1
66.249. 64. 177 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i mz'hlb:hiﬂ Lt g?”l szioﬁtﬁfcess on Bl ock 1
87.69. 105. 237 | srael 147.237.77.216|dover. i df . il O stributed Lhaut hori zed URL Access on waw i df il /https: /v idf.il/ B ock 1
37.142.215.22 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
213.57.55.241 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
79.183. 216. 248 |[Israel 147.237.77.243|nobi | e. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.54.128.31 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df . il /giyus/ general B ock 1
66. 249. 78. 173 | srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wa i df.il/atal 1/izkor/view text.asp B ock 1
109. 66. 149. 229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
46. 19. 85. 62 I srael 147.237.77. 216 |dover . i df . i | Ml formed URL gzi p, deflate B ock 1
79.177.171.109 |Israel 147.237.0.19 |nadi matal .idf.il fdf'nﬁe; _Tiydﬁéi}”/%ﬁf : o g;i' r[:oicg("t ent P acetbl der 15t xt Gaptcha in Bl ock 1
207.46.13.123 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwy i df . i|/1283- 14886- en/ dover . aspx B ock

66. 249. 66. 44 I srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/giyus/general / B ock 1
107.178.194.83 |Uhited States [147.237.77. 216 [dover. i df .i e 1) 1155, 2461 el dover. aue B ock 1
37.142.241.190 |[Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in wwaka idf.il/tizmoret/fag/ default.asp [None 1
84.109.29.184 |l srael 147.237.72. 166 |aka. i df . i | ;Trwa';;elr m@?f,%{}/!ﬂhﬁ'lﬂgi'gr ot onwi 22 reqi st e aspx None 1
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