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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3147
213. 55. 105. 220 B hi opi a 147.237.77.216 dover.idf.il SYN H ood out of context drop 11
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
23.102. 50. 22 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

80. 77. 174. 155 Russi an Federation 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1
141.212.122. 141 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il B ock Wp Al _Nets drop 1
89.248.174. 4 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al _Net drop 1
141.212.122. 142 Lhited Sates 147.237.76. 200 eitan. aka.idf.il B ock_Wp Al _Nets drop 1
107. 150. 60. 245 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
142.54.160. 211 Lhited Sates 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 drop 1
65.181. 113. 88 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il B ock Np Al _Net drop 1
141.212.122. 137 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il B ock Wp Al _Nets drop 1
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
87. 68. 254. 73 147.237.76.86 |Israel navy. i df .il ET SCAN NVAP -sA (2) 2
109. 64. 210. 192 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
95.247.190.52 |147.237.77.243|Italy nobi | e.idf.il Flit Somﬂ:\l aJBegz‘:nogfj BLS:JZUE‘]O: Zef ast inbound Tel net Connecti ons, 1
90. 148. 77. 34 147.237.8.27 |Saudi Arabia |e.nadimatal.idf.i|ET SCAN NVAP -sS w ndow 4096 1
80. 82. 69. 146 147.237. 77. 227 |Net her | ands e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
79.178.12.123  |147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
187. 161. 132. 231(147. 237. 77. 178 |Mexi co e. nat pash. i df .i | gt ESHC];::\I aIBeg?;'nogfl BUJ;JZUEIO: Zef ast i nbound Tel net Qonnecti ons, 1
77.125.111. 109 |147.237.72.166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
149.78.154.69 |147.237.77.216|Israel dover . idf.il portscan: TCQP D stributed Portscan 1
46. 19. 86. 73 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
134. 213. 177. 204(147. 237. 0. 19 E?i;;gom nedi matal.idf.il [ET SCAN NVAP -f -sS 1
109. 65. 57. 74 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 64.176.31  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
95.156.251. 10  [147. 237. 76. 202 |Ger many e hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.183.228. 150 |[147.237.77.216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
79.176. 155. 240 |147.237.72. 166 |l srael aka. idf.il portscan: TCP D stributed Portscan 1
182, 64.50. 153|147 237 76.30 lindia hirsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
50. 118. 197. 128 |[147.237.77.216|Whited Sates |[dover.idf.il portscan: TCP D stributed Portscan 1
134, 213. 177. 204|147. 237. 0. 19 E?i;;gom nedi matal.idf.il [ET SCAN NVAP -sS w ndow 2048 1
46. 19. 85. 185 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 186. 73.56  [147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

79.180. 133. 248 |l srael 147.237.77. 243 |mobi l e.i of .i | Ret r ansm ssi on Packet dr opped. drop 48
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 44
176. 228. 154. 105|l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 42
84.228.192.199 |[lIsrael 147.237.0.19 |nadimata.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 40
176. 13. 10. 28 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 38
217.132.156. 67 |israel 147. 237. 72. 156 |anan. i df .i Bad TCP sequence v?':dgitvrsacnaslnlt wth different moni tor (34
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
213.55.105.220 |Bhiopia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 29
66. 87. 84. 217 Lhited Sates [147.237.77.176|natpash.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 27
149.78.154. 69 |l srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 27
50.118. 197.128 |lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 24
5.28.173.74 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 23
5.28.173.74 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 23
109. 253. 214. 127|I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 22
213. 8. 204. 49 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 20
141.0.15.92 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
80. 246. 136. 249 |l srael 147. 237. 77. 216 |dover.i df .i| SYN At tack SYN -> SYN-ACK -> RST rej ect 18
87.68.66.98 |Israel 147. 237. 72. 167 [i shuri maka i o1 || S NG Engine: TP Invalid invalid segnent retransnissi on. drop 18
Ret r ansni ssi on Packet dropped.
176. 228. 154. 105] srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Invalid ACK nunber alert 17
213. 8. 204. 49 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 16
109. 253. 142. 193! srael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence Inval i d ACK nunber noni t or 15
66. 87. 84. 217 Lhited Sates [147.237.77.176|matpash.idf.il |Bad TCP sequence Invalid ACK nunber alert 14
37.26.147.165 |[Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 14
37.26.147.165 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 13
37.26.149.183 [Israel 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 13
46.116. 190. 238 |Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 13
212.179.90. 106 |lIsrael 147. 237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 13
79.182.21.173 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 13
2.52.15.59 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
2.52.19.117 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 12
46.116. 190. 238 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 12
95. 35. 133. 209 | srael 147.237.0.19 |nadimatal .idf.il|Bad TCP sequence Invalid ACK nunber noni t or 12
185. 3.147. 177 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
50.118.197.128 [Wnited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber alert 12
66.249.78.252 |United Sares |147.237.0.19  |nadimara icr.it |2 @M N9 Engine: TP Invalid  Jinvlid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.

109. 253. 135. 75 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 12
2.54.158. 221 I 'srael 147.237. 72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 12
2.54.42.99 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber aert 11
2.54.42.99 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 11
2.54.158. 221 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber alert 11
79.178. 36. 21 | srael 147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
37.142.68.3 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
79.178.36. 21 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 10
2.52.19.117 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
80. 246. 137. 102 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 10
79.182. 120. 180 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 9

46.120.93.206 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber aert 9

79.182.120. 180 |(Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 9

45. 35, 64. 142 147. 237. 77. 216 [dover.idf . i Bad TCP sequence Inval id ACK nunber noni t or 9

46.120.93.206 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 9
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84.228.192.199 |israel 147.237.0.19 |madimatal .idf.il [0 My of the Sane Response Code (404) in Session from Bock  [385
84.228.192. 199
84.228.192.199 |israel 147.237.0.19 |madimatal .idf.il [0 My of the Sane Response Code (403) in Session from Bock  [174
84.228.192. 199
84.228.192.199 |[lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 107
176. 228. 154. 105|1 sr ael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 65
109. 66. 107. 237 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 53
84.110.209.77 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 40
95.35.133.209 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 37
79.176.218.64 |[Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 8
2.52.130. 104 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 8
79.180. 133. 248 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 7
208.115.113.88 |Lhited Sates 147.237.76.86 |navy.idf.il Ml tipl e Unhauthorized URL Access from 208. 115. 113. 88 B ock 7
46.121.123.29 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from46.121.123.29 |B ock 5
46.117.125.89 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 4
80. 246. 136. 190 |[Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
46.19. 85. 45 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 219 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code Bl ock 3
] . . Unaut hori zed URL Access to
208.115.113.88 |lhited Sates  [147.237.76.86 |navy.idf.il navy. i df . i 1/ i yus/ f or und asp/ showf or um asp Bl ock 3
79.176.178.67 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 2
] . - Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 |navy.idf.il v navy. i df . i 1 /994- 8613- he/ navy. aspx. aspx Bl ock 2
109. 253. 143. 59 |Israel 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
149. 88. 150. 189 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
109. 65. 119. 245 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
109.67.157.34 |l srael 147.237.72. 166 |aka. i df . i | thaut hor i zed et hod HEAD T or Bock |2
wwy aka. i df . i |/ mai n/ hone/ def aul t . aspx
2.54.58. 111 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
’ . . D stributed Uhauthorized URL Access on
208.184.112.74 [Wited Sates  [147.237.77.216|dover. i df .i | v i df i |/ 1133- 22461- hel dover . aspx. Bock |1
46. 19. 86. 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . . URL is Above Root Directory
113. 110. 150. 243|Chi na 147.237.77. 216 |dover. i df . il v df i1/ ./ shar edl user cont r ol s/ header upper/ B ock 1
217.132.156. 67 |[lIsrael 147.237.72. 156 |aman. i df . i | Unknown HTTP Request Method AZ in URL B ock 1
84.111.187.38 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None
192. 243.55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/eitan/tnuna Bl ock
Pal esti ni an
37.8.73.169 Territory, 147.237.77.216|dover. i df .l Distributed Wauthorized URL Access on waw i df.il/894-ar B ock 1
Qcecupi ed
109. 65. 155. 31 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None
217.132.156.67 |[Israel 147.237.72. 156 [aman. i df . i | Mil tiple Malformed URL from 217.132. 156. 67 B ock
. . S Uhtraceabl e Gonnection - Protocol violation
2.52.18.222 I srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
95. 86. 70. 243 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
I11egal HTTP Version 4q4A?AeAKAT| [ #28] ] KAaOWNABOA® AsA¢ ASA
217.132.156.67 |[Israel 147.237.72. 156 [anan. i df . i | GACVA [ [#18]] A2 AEA—T AAPA'A?[ [ #19]] G g. ehA, Bl ock 1
b&A2 A A8[[#19]] h[ [#31] ] AvB[ [ #8] ] A-
68.180.228. 112 |lhited Sates 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx B ock 1
176.13.18.188 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
. . Unaut hori zed URL Access to
85.64.2.76 | srael 147.237.77. 216 dover . i df . i | vy i df . i1/ resourcel userf ol | ow esour ce/ creat ef Bl ock !
. . Unhtraceabl e SS. Sessions: Protocol violation
217.132. 154. 168l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
149. 78. 223. 180 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
m ny- kosher - kr avi . j i
46.19. 85. 31 I'sr ael 147.237.0.17 |" Y l1egal Paraneter Encoding rnd in . None |1
idf.il m ny-kosher -kravi . i df . i |/ aj ax/ creat ecapt chai nage. aspx
109. 186. 6. 31 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
NLLL Character in Paraneter Nane }Q F[[#28]][[#0]]{A &€ vxoa€x—
. . MAYQU>Tp[ [ #29] ] ' A»AYx2f Qu[ [ #29] 1 AEl in x"+Azvx‘e(»x”
217.132.156. 67 |lIsrael 147.237.72. 156 |anan. i df . i | o x3 A A€M ~xcoio INEA? AASA?A 2 5xpul [ #12] ] xu- A2(, a€Zxce  |B O%K 1
S5[ [ #5] ] 5%&
] . . O stributed Whaut hori zed URL Access on
204.13.200.200 [Wwited Sates  [147.237.77.216|dover.idf .i| v i dff i | / 1133- 22638- he/ dover . aspx. Bock |1
. . O stributed Whaut horized URL Access on
2.54.137.201 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
109. 64. 37. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs DS Attack None 1
. . Mitiple Illegal Byte Gode Character in Header Nane from
217.132.156. 67 |Israel 147.237.72. 156 |anan. i df . i | 217 132. 156 67 B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wa aka. i df . i/ gi yus/ kadat z B ock
62.219.210.24 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
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