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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3012
153. 205. 78. 206 Japan 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets dr op 4
79.179. 11. 243 | srael 147.237.72. 166 aka.idf.il Bl ock UWdp All Nets drop 3
162. 242. 218. 58 Lhited Sates 147. 237. 76. 200 eitan akaidf.il Block Np Al Net drop 1
141.212.122. 139 Lhited Sates 147.237.76. 38 eengitav.idf.il B ock Udp All _Nets drop 1
142. 54. 160. 213 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
141.212.122. 140 Lhited Sates 147.237. 76. 38 eeneitav.idf.il Bl ock_Ulp Al _Nets drop 1
89.248.174. 4 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il B ock Np Al _Net dr op 1
142. 54. 160. 210 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
162. 242. 218. 58 Lhited Sates 147.237.76. 176 test.ncore.idf.il Block Np All Net drop 1
107. 150. 60. 75 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
142. 54. 160. 212 Lhited Sates 147.237. 76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
71.163. 179. 251 Lhited Sates 147. 237. 0. 200 ndu. i of i | JIMPurple Gon Linit Htp |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgna1ure Devi ce Action |Oount |

37.59. 40. 198 France 147.237.72.166 |aka.idf.i|]12651: HITP. pen A ash Chart PP File Wl oad Wi nerability B ock 6
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
162. 13. 88. 58 147. 237.76. 42 LKJ?';:gom refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 235. 254. 181|147. 237. 77. 121 |Tur key e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
95.156.251.10 |147.237.8.24 |Ger many elifestyle.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
79. 181. 99. 27 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
61.240.144.65 |[147.237.8.27 |[China enadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
46.19. 85. 14 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
, o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
14. 125.198. 181 |147.237.77. 205 |Chi na prisha idf.il Potential Scan or Brute Force 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 218. 244, 123(147. 237. 76. 34 |Mexi co yohal an.i df .i| Fotential Scan or Brute Force 1
168. 62. 238. 153 |147.237.76.31 |Uhited Sates |nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
112.196. 49. 101 |147.237.77.121|Indi a e navy.idf.il ET SCAN NMAP -sS wi ndow 3072 1
109. 235. 254. 181|147. 237. 77. 121 [Tur key e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
80. 246. 136. 175 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.179.12.157 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
46.120.206. 76 [147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
37.26.147.169 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
_ o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
189. 218. 244. 123|147. 237. 76. 196 |Mexi co e.sviva.idf.il . 1
Potential Scan or Brute Force
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
1.253.254.147 |147.237.76.30 |FOTe& ReRWIIC o idr i ) y 1
of Potential Scan or Brute Force
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
175.195.16.88 |147.237.0.33 |KOre® Repudlic ;4 ) y 1
of Potential Scan or Brute Force




01-08-2016-13:04:06 to 01-08-2016-14:04:06

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
89.139. 188. 110 |israel 147.237.77. 233 |atal .idf. il Bad TOP sequence SN retransmt wrth different monitor  |464
w ndow scal e

89. 139. 188. 110 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 48

89. 139. 188. 110 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or 48

41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf il drop SAMrule drop 34

212.179.90. 106 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 30

79.178.147.36  |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 27

79.178.147.36 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 27

149.78.154.69 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 25

109. 186. 188. 121 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 22

109. 186. 188. 121 ]I srael 147. 237.72. 166 |aka. i dof .i | Bad TCP sequence Inval i d ACK nunber noni t or 22

109. 253. 142, 122]I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 21
Sreanming Engine: TQP Invalid i i ssi

62.219.118.58 | srael 147.237.72. 167 i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 21
Ret r ansmi ssi on Packet dropped.

5.102. 253. 14 I srael 147.237.77. 234 |hal ag.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 20

104. 236. 203. 68 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 18

5.102. 253. 14 I 'srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence Invalid ACK nunber aert 18

104. 236. 203. 68 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 16

176.13.7. 124 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 16
Sreanming Engine: TCP Invalid i i sSi

79.183.175. 138 |israel 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.

176.13.20.132 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 14

188. 120. 148. 180|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12

176. 13. 0. 140 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreamng Engine: TCP Invalid i i ssi

66.249.66.90  |lWited Sates [147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dr opped.

79.182.71. 147 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaning Engine: TCP Invalid i i ssi

2.54.154.240  |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

79.177.39.191 |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.

2.52.18.137 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence I'nval i d ACK nunber noni t or 11

79.182. 5. 239 I 'srael 147.237. 72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 11

2.54. 154. 240 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 11

109. 253. 159. 166l srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 11

80. 246. 137. 102 [lIsrael 147.237. 72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 11

109. 66. 189. 144 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 10

46. 19. 85. 223 I srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10

71.71.196. 98 Uited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10

5. 22. 130. 107 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 10

212. 150. 215. 254l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 10

176.13.7. 124 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber alert 10

196. 46. 200. 90  |Zanbi a 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10

197.7.72. 77 Tuni si a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10

84.109.82.189 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 9

2.54.183. 46 I srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 9

37.46.39.70 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9

87.69.185.225 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 9

80. 246. 136. 241 |[lIsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 9

84.109.82.189 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi

37.26.149.202 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 9
Ret r ansni ssi on Packet dropped.

79.182.71.147 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunier aert 9
Sreamng Engine: TCP Invalid i i ssi

79.176.63.110 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 60 | srael 147.237. 72. 156 |anan.i df .il dr op Frst packet isn't SN drop

87.69.185.225 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert

196. 46. 200. 90  |Zanbi a 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.178.118. 150 |[lsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 251
2.52.18.137 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 129
2.52.18.137 I srael 147.237.0.19 |nadimatal .idf.il ;ogz'v'igy thhe Sane Response Code (404) Tn Session from g 0 125
109. 253. 142. 122|I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Gode Bl ock 46
46.19. 86. 92 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 43
213.8.204.35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 21
37.46. 39. 147 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
176.13.20.72  [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁbﬁ? f(rjf_Tiyf’fsgcﬁgra} 'C?ZatEgZ'CLOL”m B ock 6
185.32.179.33 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
2.52.17.221 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
2.52.18.137 I srael 147.237.0.19 |nadimatal .idf.il ;ogz'v'igy thhe Sane Response Code (403) Tn Session from g 0 5
176.13.1. 231 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 204. 131 ]I srael 147.237.77.243|mobi | e. i df . i | Ml ti pl e Unaut hori zed URL Access from 109. 253. 204. 131 B ock 3
109. 66. 110. 32 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
109. 160. 208. 153|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.179.56.197 |[israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 204 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
149. 78. 243. 250 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessions: sigal gs oS Attack None 2
46. 19. 85. 59 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 204. 131 i srael 147.237.77. 243|nobi | e. i df . i | wradthor zed tgegpgfﬁsem;es“ <t e | ddoounent <f 1362 Bl ock 2
213.57.150. 160 |[lIsrael 147.237.77. 216 |dover . i df .i | Untraceabl e SSL Sessi ons: (pen Mode None 2
46.19.85.192  |israel 147.237.77. 243|nobi | e. i df . i | Lhauthort zed /gegpgfﬁsem‘;esn <t e | ddooument </ 1071 Bl ock 2
208.184.112.74 |United Sates |147.237.77.216|dover . i df . | D stri outec 1?3?;}2%;;?%%&??;&” Bl ock 2
84.253.23.154 |Sitzerland  |147.237.77. 176 |mat pash. i df .i | m“é:gczti_ffffj_ ?f}sipg;ﬁfa;g/fi o5/ 64615, pg B ock 2
197.35.97. 146  |Egypt 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to v i df.il/894-ar Bl ock

109. 66. 189. 144 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
93.172.148.32 |Israel 147.237.77. 234|hal ag. i df .i | i~ rz';;”tﬁd2317:‘;:‘;:;‘;?}@\%@?75; T B ock 1
5.102. 234. 23 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
185. 32.179. 179 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80. 246. 136. 242 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
2.54.27. 240 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to wawidf.il/error. htm B ock 1
192.243.55. 131 |Donini ca 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df. i/ pat zar/ hore Bl ock 1
107.178.194.87 |Wited Sates |147.237.77. 216|dover. i df .i D stri utec ll‘f;;_t;;’é;g?ﬂeﬁvi‘;ffsp;” Bl ock 1
2.54.181. 108 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
85. 65. 8. 185 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
79.180. 160. 228 |[Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw idf.il/https:/vwwidf.il/ B ock 1
149.78.218.34 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.117.130. 252 I srael 147.237.77.234|hal ag. i df . i | ?4? ;'33“;‘;‘1Zéﬂ?fmzzsfiiaﬁ/ﬁﬁﬁ 1‘_";i . Bl ock 1
207. 46. 13. 75 Uited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 207.46. 13. 75 B ock

109. 160. 147. 45 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
107.150.60. 75 |Whited Sates |[147.237.0.17 n? lrry- kosher -kravi . i df Unaut hori zed URL Access to www x99noyu. net / B ock 1
5.102.253.14  |Israel 147.237.77.234|hal ag. i df . | ﬂ?f’tzgglri?;e%ﬁmpggzsssh;oe &bl et L gif Bl ock 1
185. 32.179. 214 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
149. 88.53. 175 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
80. 246. 137. 102 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
2.54.41.28 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66.249.78.199 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/default.asp B ock 1
213.8.204.50  |Israel 147. 237. 72. 156 |anan. i df . i | mu;xliizdiéiﬁtfggffmom. . Bl ock 1
46.19. 85. 192 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df .il/giyus/general .aspx |B ock 1
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