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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target )

Signature
Address Country Address
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3076
66. 249. 73. 206 I srael 147.237.77.170  |naarachot.idf.il ;?; handshake viol ation, first packet mot |, 177
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Block Np All _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 200 eitan. aka. idf.il Block Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 201 e atal.idf.il Block Np Al _Net drop 2
107. 150. 60. 74 Lhited Sates 147.237.77. 226 W chamat z. aka. i df i1 |bl ock-sp-trafl drop 1
202.112.51. 96 Chi na 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 drop 1
162. 242. 218. 58 Lhited Sates 147. 237.76. 197 e. hinush. i df il Block Np Al Net drop 1
84.108. 226. 220 | srael 147.237.77. 243 nobi |l e.idf.il Invalid TGP H ags drop 1
202.112.51. 96 Chi na 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
107. 150. 60. 244 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 drop 1
202.112.51. 96 Chi na 147.237.76. 200 eitan. aka.idf.il bl ock-sp-traf 1 drop 1
89. 248.174. 4 Net her | ands 147.237. 76. 148 gacenter. aka. i df.i | Block Np Al Net drop 1
202.112. 51. 96 Chi na 147.237.77. 226 wan chamat z. aka. i df i1 |bl ock-sp-trafl drop 1
202.112.51. 96 Chi na 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 drop 1
142.54. 160. 210 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
202.112.51. 96 Chi na 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 drop 1
202. 112. 51. 96 Chi na 147.237.0.17 Im"y' kosher-kravi . 1df.1 1) oy sp-traf1 drop 1
107. 150. 55. 212 Lhited Sates 147.237.76. 200 eitan. aka. idf.il bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
202.112.51. 96 Chi na 147. 237. 76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
162. 242. 218. 58 Lhited Sates 147. 237.76. 196 e svivaidf.il Block Np Al Net drop 1
202.112. 51. 96 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80, 246.133.87  |147 237 76.30 |1 st ael himsh i df | ET DOB Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 4
at t ack
66.249.78.146 |147.237.72.166|Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
85. 65. 126. 12 147.237. 72. 166 |I srael aka.idf.il portscan: TGP O stributed Portscan 2
222.164.197. 179|147. 237. 72. 166 |3 ngapore aka.idf.il portscan: TCQP DO stributed Portscan 1
62. 75. 236. 76 147.237.76.31 |Ger many nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
212.199. 182. 150(147. 237. 77. 216 || srael dover.idf.il portscan: TGP DO stributed Portscan 1
2.54.35. 216 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
187.161.168.6  |147.237. 76. 200 |Mexi co eitan aka.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
149. 88. 40. 50 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
89.139.179.92  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 (I srael dover.idf.il portscan: TCQP O stributed Portscan 1
80. 82. 69. 146 147. 237. 77. 243 [Net her | ands nobi | e.iof .il ET SCAN Potential SSH Scan 1
79.178.165.89  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
217.12.39.85  [147.237.8.27 gj::;”ion e.nadi matal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
2.54.22.182 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
149.88.112.28 |147.237.72. 166 |I srael aka.idf.il portscan: TGP DO stributed Portscan 1
109. 253. 142. 238|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 82. 69. 146 147.237.0. 200 |Net herl ands . i df il ET SCAN Potential SSH Scan 1
79.176. 162. 218 |147.237. 77. 216 |l srael dover.idf.il portscan: TGP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
89.139. 188. 110 |Israel 147.237.77.233 |atal i df . Bad TCP sequence v?l:dgirfgaslnlt wth dfferent moni tor  |370
176.13.1.79 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 53
89.139.188. 110 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 49
89.139. 188. 110 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 44
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
5.29. 183. 179 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 28
79.176.63.110 | srael 147, 237. 72. 167 |i shuri maka i o i || SN NG Bngine: TCP Invalid  finvalid segnent retransmssi on, drop 27
Ret r ansni ssi on Packet dropped.
104. 236. 203. 68 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 25
107. 167. 108. 56 |nited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
81.218. 50. 26 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 23
176.13.1.79 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber aert 23
5.29.183.179 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 22
212.179.90. 106 |l srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d ACK nunber noni t or 21
149. 78. 154. 69 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 18
80. 149. 71. 210  |Ger many 147.237.77.74 |lawidf.il drop First packet isn't SN drop 18
109. 253. 205. 201 |l sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 18
104. 236. 203. 68 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber alert 17
104. 236. 203. 68 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
84.110. 39. 86 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 17
89.139. 188. 110 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence noni t or 16
77.127.188.72 |israel 147. 237 72. 167 | shurimaka i o i |2 T €AY Engine: TP Invalid  finval i d segnent retransnissi on dr op 15
Ret r ansni ssi on Packet dropped.
77.125.2.105  |Israel 147.237. 77, 243 |wbi e i of 11 | €M NG Engine: TCP Invalid - finvalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 65 I srael 147.237.77. 176 [mtpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 15
212.199. 182. 150! srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 14
80. 246. 139. 132 |l srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 14
213.57.141. 24 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 14
80. 246. 130. 104 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 13
79.179. 140. 201 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
80.178.220.42 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 12
37.26.148.193 |Israel 147. 237. 72. 156 |anan. i df . i Streaning Engine: TCP Invalid  finvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
109. 253. 209. 161 |l srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
109. 67.50. 199 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 11
176.13.9.73 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 10
213.57.141.24 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber aert 10
176.228.24.53  |lIsrael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 10
84.109. 95. 47 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber alert 9
46.19. 85. 12 I'srael 147.237.77. 243 |moti e ior. i1 | SAMNG Engine: TP Invalid invalid segnent retransnissi on. dr op 9
Ret r ansni ssi on Packet dropped.
80. 230. 23. 163 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
84.109. 95. 47 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
37.26.149.144 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 9
84.111.114.96 [lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 9
109. 253. 217.66 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
94.230.86.133  |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
132. 74, 145. 222 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 9
109. 253. 201. 75 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 8
185. 3.147.184 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 8
176.13.13. 249 |Israel 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
185. 3. 144. 75 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8
85. 65. 126. 12 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8
84.109. 95. 47 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence noni t or 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.1.79 | srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 107
176.13.1.79 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 53
46.19. 86. 88 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 30
80. 246. 140. 118 |l srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 30
2.54.3.113 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 28
109. 67. 36. 253 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 16
176. 13. 16. 92 | srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 16
185. 32.179. 250 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 15
46.19. 85. 178 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 12
80. 246. 139. 187 |l srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 8
80. 246. 139. 4 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 6
176.13.7.22 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 6
80. 246. 140. 166 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 5
79.182.228.93 | srael 147.237.0.19 |nadi matal .idf.il nma;“:nh;tr;]zl??ﬁ fﬁ, gﬁ;ejds/;jle pdat enakat Geunt 1y, asp Bl ock 4
80. 246. 139. 155 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 4
77.125.2.105 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CQode Bl ock 4
80. 246. 139. 192 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 4
185.32.179.12 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 4
176.13.4.55 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.181.21.6 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
46. 19. 85. 168 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
46.120.17.245 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.228. 251.102 |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:_?réfz_ie?/ g‘esgrcﬁim;es/l tohi | ddocunent </ 1432 Bl ock 3
46.19. 85. 12 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
84.109.33.119 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock

80. 246. 139. 132 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock
109.64.12.70  |israel 147.237.77. 216 |dover . i df . i | mult gfo " |Z/etde$;t/;c;ii;;3/ ser cont ol s promot | oncubel Bl ock 2
204.13.200.200 [Uhited Sates  |147.237.77. 216 |dover. i df .i | D stri uted ggg’_ﬁ%;gf’ﬂ;‘j&\gc_ﬁpzn Bl ock 2
84.108. 226. 220 |l srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed UR. Access to nobil e.idf.il/sachar/index Bl ock
80.246.139.82 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
107.178.194.87 |Uhited Sates  |147.237.77. 216 |dover . i df . i | D stri buted 1?;;_‘;;;2;?26%@‘?_?;‘)2” B ock 2
188. 143. 232. 21 :Z:::t”i on 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthorized URL Access from 188.143. 232. 21 Bl ock 2
66.249. 64. 177 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
176.228.74.91 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
46.19. 86. 74 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
141.212.122. 145|wnited Sates 147.237.77.19 [lawforumidf.il |Uhauthorized URL Access to 147.237.77.19/ B ock 1
5.153.238.103 |Sweden 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
107.178.194. 87 [Uited Sates  [147.237.77. 216 |dover. i df . | D stri utec 1Lf3"";_t£'§gi3;?ge%\gczsssp;” B ock 1
79.178.30.178 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
185.32.179.12 |Israel 147.237.0.19 |nadimatal .idf.il|Untraceabl e SSL Sessions: Cpen Mde None 1
87.69. 151. 18 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/main/ Bl ock 1
66.249.78.97  |Israel 147.237.72. 166 |aka. i df . | ﬂ";f‘tzg‘;r'ifze'dlé:;j‘gxsgffotrz it asp! show or um asp Bl ock 1
46.120.130.0  |israel 147.237.72.166 |aka. i df . i | m”;k‘“;i? e ma\cﬂhgﬂimﬂ& None 1
46.19. 85. 58 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None

66. 249. 93. 103 I srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to waw i df.il/1294-he/ wan i df.il B ock
204.13.200.200 [Uhited Sates  |147.237.77. 216 |dover. i df .i | D stri uted ggg’_ﬁ;gf’ﬂ;‘j&\gc_ﬁpzn Bl ock 1
5.22.130. 107 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS At ack None 1
89.139. 191. 185 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
84.109.33.119 [Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249. 64.240 I srael 147. 237.77. 216 |dover . i df . i | e o e et e/ dover . aspx Bl ock 1
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