01-08-2016-11:04:01 to 01-08-2016-12:04:01

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
2, 000+"
1, 500+ M dover.idf.il
M aka.idf.il
-, M madi matal .idf.il
1, 0001 B i shurimaka. i df. |
Number M anan. i df i |
Att(zlcks M mobi le.idf.il
W hal ag. i df .il
: : : Meitan aka.idf.il
\.}&M d}& &.\6\’ @& & Q)’,\é\’ @}& ,§§~\ @9& §.>$\ . | éw i of . . | |
S R X « > (\&fslr f (@‘6\\ @ & \ . \\é\ tikshuv.idf.il
& & e

Top Tar get

M 167. 114. 156. 16
149. 88. 100. 60

[ 185.32.179. 122
80. 246. 133. 109

N réfber Hl 46. 57. 190. 230
Attacks M 109. 66. 41. 205

I 46. 19. 86. 165

Il 84.229. 245. 21
77.125. 3. 223

M 30. 246. 136. 236

Top Attackers



01-08-2016-11:04:01 to 01-08-2016-12:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3018
202.112. 51. 96 Chi na 147.237.77.216 dover.idf.il bl ock-sp-traf 1 dr op 1
146. 185. 239. 100 Russi an Federation 147.237.77.176 nat pash. i df.il bl ock-sp-traf 1 drop 1
202.112.51. 96 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 drop 1
74.143.58. 3 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
202.112. 51. 96 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1l drop 1
202.112.51. 96 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
107. 150. 55. 214 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 dr op 1
202.112.51. 96 Chi na 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 1
202.112.51. 96 Chi na 147.237.77. 170 naar achot . i df.i | bl ock-sp-traf 1 drop 1
107. 150. 60. 77 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
136. 243. 103. 92 Ger nany 147.237. 76. 86 navy.idf.il C1000106: HTTP. naj estic bot Bl ock 1
188. 165. 15. 200 France 147. 237.72. 156 aman.idf.il |28 HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|9te |Signature |Count\
109. 67.115.69  |147.237.76.86 |Israel navy. i df il ET SCAN NVAP -sA (2) 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249.93. 143  |147.237.77.226|Wited Sates win chanat z. aka. i df . i1 [ET SCAN NVAP -sA (2) 2
66.249.66. 182 |147.237.0.34 |Wnited Sates ti kshuv.idf il ET SCAN NVAP -sA (2) 2
84.108. 38. 77 147.237.76.86 |Israel navy. i df .i | ET SCAN NVAP -sA (2) 2
176.77.47.101 |147.237.72. 166 ?éj:i;’}m aka idf.il portscan: TCP D stributed Portscan 1
46.117.217.18 |147.237.72. 166 I srael aka. idf.il portscan: TCP O stributed Portscan 1
173.199. 74. 136 |147.237. 77. 243 |ni ted Ki ngdom |nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.26.204. 144 |147.237.72. 166 |Sain aka.idf.il portscan: TGP Distributed Portscan 1
131.109. 15. 15 [147.237. 77. 226 |Wited Sates wowv chanat z. aka. i df.il [ET SCAN NVAP -sS wi ndow 1024 1
37.142.236.56 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 128. 144. 131(147. 237.8.45 |Canada eetanidf.il ET SCAN NVAP -f -sS 1
213.57.169. 70 |147.237.72.166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
91.135. 102. 188 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
193. 201. 227. 200|147. 237.0. 16  |Wkrai ne ny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 1
85. 64. 93. 15 147.237.72. 166 I srael aka. idf.il portscan: TCP O stributed Portscan 1
183. 61. 109. 189 [147.237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
80. 230, 25. 18 147 237 77. 233 |1 st el atal il ET DC5 Large anount of TGP Zer oWndow - Possible Nkiller2 1
DDos attack
183. 61. 109. 189 [147.237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -f -sS 1
176.13. 6. 170 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.116. 189. 245 [147.237.77. 216 |l srael dover . idf.il portscan: TCP DO stri buted Portscan 1
131.109. 15. 15 [147.237. 77. 226 |Wited Sates wowv chanat z. aka. i df .il [ET SCAN NVAP -sS wi ndow 4096 1
46. 19. 86. 150 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 201. 75 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 128. 144. 131|147. 237.8.45 |Canada eeitanidf.il ET SCAN NVAP -sS w ndow 2048 1
218.77.79. 38 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Rapi d PGP3 (onnections - Possible Brute Force Attack|l
95. 156. 251. 10  |147. 237. 77. 243 |Ger many nobi | e.i df il ET SCAN NMAP -sS wi ndow 1024 1
87. 69. 204. 68 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
185. 32.179. 122 (147.237.0.19 |Israel nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
183. 61. 109. 189 [147. 237. 72. 166 |Chi na aka. idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘ Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Ret r ansm ssi on

Packet dropped.

77.125.3. 223 I srael 147. 237. 76. 200 [ei tan. aka. i df .i | Ret 1 ansmi si on Packet dr opped. drop 69
84.229.245.21 |Israel 147, 237. 72. 167 |i shur i maka. i o || S NG Engine: TCP Invalidinvalid segrent retransssi on drop 69
Ret r ansni ssi on Packet dr opped.
46. 57. 190. 230 erluzﬂ ,Cﬂrab 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 45
46.57. 190. 230 z:)iu‘a”ifab 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor  [45
80. 246, 133. 109 I srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence mdro(\e/tvrsinaslnlt wth dfferent moni tor |42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
109. 66. 56. 223 |l srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 34
109. 66. 169. 62 |l srael 147, 237.77. 243 |rvi e i1 | €AMNG Engine: TCP Invalid - Jinvalid segnent retransmission. |y o, 27
Ret r ansni ssi on Packet dropped.
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 25
176.13.23.128 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 25
149.78.154. 69 |l srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d AGK nunber noni t or 22
109. 253. 214. 138|lI srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 22
80. 149. 71. 210  |Ger many 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 22
46.19.86.72 I srael 147.237.0.34  |tikshwv.icr.i1 | €M Ng Engine: TP Invalid linvalid segnent retransmssion. | o 21
Ret r ansni ssi on Packet dropped.
104. 236. 203. 68 147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 21
2.54.34.132 I'srael 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid invalid segrent retramsmission. |, 21
Ret r ansni ssi on Packet dropped.
80.149.71.210 |Ger many 147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber alert 20
85.65.122.233 |Israel 147.237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d ACK nunber noni t or 20
80. 246. 133. 109 (I srael 147.237.77. 234 |hal ag.i of . i Bad TCP sequence I'nvalid AGK nunber noni t or 19
104. 236. 203. 68 147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber alert 19
2.54.179.55 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
37.26.148.159 | srael 147.237. 77 243 |mbi e ich. i1 || S Ng Engine: TP Invalid invalid segnent retransmssion. . o 18
Ret r ansni ssi on Packet dropped.
109. 253. 207. 1991 srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
109. 253. 220. 234|I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or 17
80. 246. 136. 236 || srael 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsr;;ansmt wthdifferent | onitor |17
109. 64. 105. 252 |l srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 17
2.54.49. 45 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nvalid AGK nunber noni t or 17
82. 80. 196. 44 I 'srael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 16
133.130. 98. 204 |Japan 147.237.76. 200 [eitan. aka i o i1 [ 3 NG Engine: TP Invalid finvalid segnent retramsmssion. |y ) 16
Ret r ansni ssi on Packet dropped.
2.54.63. 131 I srael 147.237.0.34  |tikshw.icr.i1 | " €@ ng Engine: TCP Invalid invalid segnent retransmission drop 15
Ret r ansni ssi on Packet dr opped.
109. 64. 105. 252 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 15
133.130. 98. 204 |Japan 147.237.76.200|eitan. aka. idf.il [Bad TCP sequence I'nvalid AGK nunber noni t or 15
84.228.34.234 |israel 147. 237, 72. 167 i shurimaka i of . || S NG Engi ne: TCP Invalid  linvalid segnent retransnissi on. drop 15
Ret r ansni ssi on Packet dropped.
46.121.121.227 |israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d AGK nunber noni t or 15
133. 130. 98. 204 |Japan 147.237.76.200|eitan. aka.idf.il [Bad TCP sequence Inval i d ACK nunber alert 14
80. 246. 133. 109 |l srael 147.237.77. 234 |hal ag.idf.il drop First packet isn't SN drop 14
79.180.24.127 |Israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d AGK nunber noni t or 13
80. 246. 133. 109 [l srael 147.237.77. 234 |hal ag.i of .i | Bad TCP sequence noni t or 13
80. 246. 136. 236 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
109. 253. 212. 1221 srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or 13
79.180.24. 127 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 13
176.13.13. 75 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
71.116.66.215 |Uhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 12
109. 253. 217. 200]l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 12
176.13.7. 70 I'srael 147.237.77. 243 |t e ior i1 | SAM NG Bngine: TCP Invalid finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
109.64.181.20 |Israel 147. 237, 72. 167 [i shuri maka i o || S NG Engine: TP Invalid  invalid segnent retransmssion. | o 12
Ret r ansni ssi on Packet dropped.
71.116.66.215 |lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 12
95.35.193.110 | srael 147, 237.77. 243 |rvi e i1 | AMNG Engine: TCP Invalid - Jinvalid segnent retransmssion. |y 12
Ret r ansni ssi on Packet dropped.
46. 120. 165. 233 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
109. 65. 168.55 I srael 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid  invalid segnent retransmssi on drop 12
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|Top Attackers In V\AF|

A tacker Devi ce

Target Address |Site Sgnature

‘Count

Country Action
149. 88.100. 60 I srael 147.237.0.19 |nadi matal .idf.il E‘;.'\Eg?ylgé. ége sane Response Qode (404) in Session from Bock  [222
149. 88. 100. 60 [l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 116
149. 88.100. 60 |l srael 147.237.0.19 |nadimatal .idf.il Iig.l\sghylc())é. ége sane Response Qode (403) in Session from Bock  [114
185. 32. 179. 122 |I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 102
109. 66. 41. 205 I srael 147.237.72. 167 i shuri maka. i df . i | Igg_'g’?yélffzége Sane Response Code (404) in Session from Bock |81
185. 32. 179. 122 |1 srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 74
46.19.86.165 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 62
185. 32. 179. 122 |l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 19
176. 13. 20. 147 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 14
79.177.177. 236 [l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 10
194. 90. 89. 5 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 9
80. 246. 140. 118 [l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 8
87.69.172.57 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 6
80. 246. 137. 130 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
Unaut hori zed URL Access to
164. 138. 115. 62 |l srael 147.237.77. 170 |maar achot . i df . i | maar achot . i df . i1/ pdf/files/ 1/ 113481. pdf &sa=u&ved=0ahukewi Oxj t d- pnka |Bl ock 4
hwhf hi khwO7cr oqf ggoman&usg=af gj cnhddnntanx9goxshde6vnri crj dg
80. 246.138.31 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
109. 66. 169. 62 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 4
2.54.3.113 | srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 4
95. 35.193.110 |Israel 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 3
37.26.146. 243 |[lIsrael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.3.252 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
212.76. 110. 143 |I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 3
37.26.148.159 |[lIsrael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
185. 32. 179. 233 [ srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
185.32.179. 15 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
80. 246. 140. 149 [l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
79.180. 53. 202 |l srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
107. 178. 104. 83 |1 ' 147.237.77. 216 dover . i df . | D stri utec ff;;t;‘;gisé?ge%gff:pzn Bock |2
77.125.2.105 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Qode B ock
80.246.139.2 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
204. 13. 200. 200 [ 1 & 147.237.77. 216 dover . i df . i | D stri uted 1?;‘;};;23;?&%\/2‘???;‘);” Bock |2
2.54.58. 111 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
176.13.7.70 | srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 2
91.200. 12. 139 |[lkrai ne 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 2
79.180. 24. 127 |Israel 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS At ack None 2
87.69.170.120 |Israel 147.237.77. 216 |dover . i df . i | m“itgfo_ri' Izl‘idenﬁtics‘;ii;:ﬂ ser cont ol s promot | oncubel Bock |2
46.19. 85. 29 I srael 147.237.76.42 |refuah.idf.il Ml tipl e Unknown HTTP Request Method from 46. 19. 85. 29 B ock 1
157.55.39.2 g"attss 147.237.72.166 [aka. i df . i | mu:g; dzfedl Iﬁaﬁﬁ:rels}sortr?s/ downl oadf or m asp Bl ock !
37.142.64.112 |[Israel 147.237.72. 166 |aka. i df . i | Mal formed URL B ock
121.241.127. 12 |India 147.237.77.216|dover. i df .i |l Uhaut hori zed URL Access to wwn i df.il/sip_storage/files/5/ 1475. png Bl ock
208. 80. 194. 126 g‘;t:g 147.237.72.167|i shurimaka. i df . il [Wauthorized URL Access to 147.237.72. 167/ B ock 1
Unknown Par anet er
31.168. 220. 100 [l srael 147.237.72. 166 |[aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acehol der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
107. 178. 194. 83 |1 ' 147. 237.77. 216 |dover . i df . i | D stri utec H;;_t;g;éfgeﬁfecrcf;pzn Bock |1
66. 249. 79. 232 |l srael 147.237.0. 16 ]?yl- IkOSheI’ -kravi.id Lhaut hori zed URL Access to waww ny- kosher-kravi.idf.il/robots.txt B ock 1
185. 130. 5. 216 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
46.19.86.165 |[lIsrael 147.237.0.19 |nadimatal .idf.il Mil tiple Untraceabl e SSL Sessi ons from46. 19. 86. 165 ((pen Mde) None 1
176.13. 14. 231 |[lIsrael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
212. 235. 43. 221 |I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal .idf.il/1440-he/ atal . aspx Bl ock 1
40.77.167. 74 g‘;tteesd 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to wwy navy. i df.il/yohal an/ hore/ hone. asp Bl ock 1
149. 88. 100. 60 |l srael 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock 1
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