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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count |

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3036
5.22.129. 234 | srael 147.237.0.34 tikshuv.idf.il network flood | Pv4 TCP- RST dr op 5
31. 168. 66. 247 | srael 147.237.0. 19 nadi matal .idf.il network flood | Pv4 TCP- RST drop 3
183. 60. 48. 25 Chi na 147.237. 76. 44 e.refuah.idf.il JLM Under Attack_Con_Tcp drop 2
196. 200. 16. 201 Kenya 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
109. 65. 29. 32 | srael 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 TCP- RST drop 1
180. 97. 106. 36 Chi na 147.237.76. 199 e. nakchal .idf.il Block Np Al _Net drop 1
46. 19. 86. 194 | srael 147.237. 72. 167 ishurimaka.idf.il network flood | Pv4 TCP- RST dr op 1
196. 200. 16. 202 Kenya 147.237.72. 166 aka.idf.il Invalid TP H ags drop 1
142.54.160. 211 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
10.0.0.17 147.237.72. 166 aka.idf.il network flood | Pv4 TCP- RST drop 1
77.125.127.21 | srael 147.237.72. 156 anan.idf.il network flood | Pv4 TCP- RST drop 1
2.54.10. 76 | srael 147.237.72. 166 aka.idf.il network flood | Pv4 TCP- RST drop 1
196. 200. 16. 203 Kenya 147.237.72. 166 aka.idf.il Invalid TGP H ags dr op 1
196. 200. 16. 200 Kenya 147.237.72. 166 aka.idf.il Invalid TP H ags drop 1
107. 150. 55. 213 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 drop 1
2.54.60. 88 | srael 147.237.72. 166 aka.idf.il network flood | Pv4 TCP- RST drop 1
180. 97. 106. 36 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il Block Np All _Net drop 1
46.19. 86. 91 | srael 147.237.77. 226 wan chanat z. aka. i df . i | network flood | Pv4 TCP- RST drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

A tacker

Signature

Gountry
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.93. 107 [147.237.77.216|thited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.69.34  [147.237.72.166|Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
91.231.192. 149 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 248. 146. 42 |147.237.76. 31 gz:::t”ion nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
80.82.64.122 |147.237.76.31 [Netherlands nakchal .idf.il ET SCAN Potential SSH Scan 1
80.82.64.122 |147.237.0.19 [Netherl ands nedi matal .idf.il [ET SCAN Potential SSH Scan 1
177. 239. 212. 65 |147. 237. 77. 74 |Mexi co lawidf.il gt tha:\l alBeggzlno(r)ral B:ﬂ:':ugo:zef ast inbound Tel net Qonnecti ons, 1
121.201.27.61 |147.237.76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
5.102.253.64  [147.237.77. 216l srael dover.idf.il portscan: TP D stributed Portscan 1
121.201.27.61 |147.237.0.15 |[China kosher-kravi .idf.i |ET SCAN Potential SSH Scan 1
109. 65. 193. 158 |147. 237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
93.172.33.89  [147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
85. 65. 73. 84 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
80.82.64.122  |147.237.76.44 [Netherl ands erefuah.idf.il  |ET SCAN Potential SSH Scan 1
217.132. 32. 163 [147. 237. 72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1
80.82.64.122 |147.237.0.33 [Netherl ands idf.il ET SCAN Potential SSH Scan 1
177.239. 212. 65 [147. 237. 77. 176 |Mexi co nat pash. i df .i | Egt SOtANaJBeg?Vi oral Brmfsugol y fast inbound Telnet Connecti ons, 1
enti an or Brute Force
77.126.91.205 |(147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
173.199. 74. 136 |147.237.8.46 |[United Ki ngdom |e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 1024 1
121.201.27.61 |147.237.76.30 |China hi nush. i df i ET SCAN Potential SSH Scan 1
109. 67. 18. 141 [147.237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
109. 65. 176. 141 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
2.52.49.122 I srael 147. 237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout [reject 52
194.177.16. 3 | srael 147.237.72. 167 [i shurimaka.i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 37
79.182.27.143 |israel 147.237.77. 233 |atal i cf i Bad TCP sequence mdgitvrsaé;"y wehdfferent —fonitor |36
41.33.231. 90 Egypt 147. 237. 77. 216 |dover i df .i | drop SAMrul e drop 36
109. 253. 207. 199]l srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 21
80.178.101. 40 |lsrael 147.237. 72. 156 |anan.i df . il drop Frst packet isn't SN drop 19
2.52.49.122 I srael 147.237. 72. 166 [aka i df .i | Bad TCP sequence Invalid AGK nunber alert 16
2.52.49.122 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |16
5. 34. 164. 84 g";'cis;iig;a” Territoryls 47 237. 77. 176 |nat pash.i ot il |dr op First packet ism't SWN drop 13
46. 19. 86. 58 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
2.52.49.122 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid sequence nunber noni t or 13
2.54.30.132  [Israel 147. 237, 72. 167 [i shuri maka i o | €2 NG Engi ne: TP Invalid finvalid segnent retransmssion. | 12
Ret r ansmi ssi on Packet dr opped.
46.19.85.9 I srael 147, 237.76. 200 |eitan aka i i1 [} @M NG Engine: TCP Invalid |invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
109. 253. 129. 80 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
192.116. 102. 64 |Israel 147.237.72. 156 |aman. i of . i Streamng Engi ne: TCP Inval id finvalid segnent retramsmission | 12
Ret r ansni ssi on Packet dr opped.
46.19. 85. 243 I srael 147.237.0.19 |nadimatal.idf.il|SYN At tack SYN -> SYN-ACK -> Tineout [reject 11
46.19. 85. 196 | srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 10
2.52.49.122 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |9
37.26.149.236 | srael 147. 237.77. 216 |dover . i df .i | Bad TCP sequence cﬂ\:ﬁtr\%;sx?&gm monitor |9
46.19.85.196  |Israel 147.237.77. 243 |moti e ich. i1 | €M NG Engine: TGP Invalid finvalid segnent retransmssion |y 9
Ret r ansmi ssi on Packet dr opped.
5.22.131.42 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
84.94.33.27 I srael 147.237. 72. 166 [aka i df .i | Bad TCP sequence Invalid AGK nunber monitor |9
109. 66. 56. 223 |l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |8
46.19. 86. 221 I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
109. 253.139. 97 |Israel 147.237.77. 233 |atal i of i Bad TCP sequence mdifvtvrsa:ﬂt wthdifferent — oonitor |7
79. 183. 225. 147 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
176. 13. 19. 58 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber mnitor |7
46.19. 85. 176 I 'srael 147.237.77. 216 [dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 77 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid AGK nunber alert 6
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber mnitor |6
2.54.162. 37 I'srael 147.237.77. 243 |rwvi e i i1 |/ €AM NG Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
133. 130. 98. 204 |Japan 147.237.76. 200 [eitan. aka.idf .il |Bad TCP sequence Invalid AGK nunber noni t or
5.22.131.42 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber alert
62.219.195.78 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
31.210.188.24 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 49 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
2.54.152. 206 I srael 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
80. 246. 140. 69 |l srael 147.237.77. 243 |moti e ich. i1 | €M NG Engine: TGP Invalid finvalid segnent retransmssion |y 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 49 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
216.72.40.185 |Israel 147.237. 72. 166 [aka i df .i | Bad TCP sequence Invalid AGK nunber monitor |6
46.19. 86. 141 I srael 147.237.76.30 |[hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 249 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
133.130. 98. 204 |Japan 147.237.76. 200 |eitan. aka idf.il |Bad TCP sequence Invalid ACK nunber alert 5
176. 13.5. 175 I 'srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
45, 35. 64. 142 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 58 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
109. 253. 158. 29 |l srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 193 | srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192. 116. 175. 102|l srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
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46. 19. 85. 243 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 90
5.22.129. 234 I srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session fromb5. 22.129. 234 |B ock 75
2.52.33.125 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 43
31.168. 66. 247 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 19
81.218.170.34 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 11
79.183.164. 221 |[Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 7
208.115. 113. 88 gﬁ;ttg: 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf or um asp B ock 6
37.142.177.82 |[israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.142.185. 235 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 206. 196! srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.148.213 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
87. 68. 146. 30 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
185.32.179.20 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
5.29. 84. 146 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.3.231 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.180. 103. 214 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 252 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.181.201.69 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
46. 19. 85. 196 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 2
79.178.184.176 |[Israel 147.237.77. 170 [maar achot . i df . i | |Mil tiple Wnauthorized URL Access from 79. 178. 184. 176 B ock 2
84. 108. 90. 87 I srael 147.237.77.243|nobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 2
192. 243.55. 129 [Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192.243.55. 129 B ock 2
137.95.1. 11 ;h;:ee: 147.237.77.216|dover. i df .i | Mil tipl e Unauthorized LRL Access from137.95.1. 11 B ock 2
46. 19. 85. 196 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
84.109. 215. 167 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
62.219.195.78  [israel 147.237.72. 166 |aka. i df . i | 11 egal HITP Versi on [[#20]] m yf AcNAIR AoATAce] [ #1] ] IASRBSASHA g oy |3
Unaut hori zed URL Access to
192. 243. 55. 134 |Doni ni ca 147.237.77.74 [lawidf.il waw | aw i df. il /tenpl ates/ getfil el getfil e. aspx?fil enane=xgf 5b3nol w vy3ncdgh [B ock 1
pa2f cdhphdm t xdewodcuzg9j & nf ocent eri t en¥t r ue
157. 55. 39. 27 ;“;tteeg 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv. i df.il/captcha. ashx B ock 1
80.72.9.5 Sweden 147.237.77. 216 |dover.idf .il Mil tiple Unaut hori zed URL Access from80.72.9.5 B ock 1
79.177.20.149 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
109. 253. 139. 97 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover.idf .il Mil tipl e Unaut horized URL Access from 66.249. 78. 95 B ock 1
204.85.101.30  [J11€ 147.237.77. 216 |dover . i df .i | D stri bt ec lT;;f;gzgi_eﬁeﬁvﬁc_isp;” Bock |1
2.54.162. 37 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
89. 139. 236. 184 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
62.219.195.78 |[Israel 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request et hod B ock 1
192. 243.55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Distributed Uhaut hori zed URL Access on waw aka. i df . il/giyus/kadat z B ock 1
116. 199. 118. 118|Chi na 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df. i/ mai n/ hone/ def aul t . aspx Bl ock 1
5.102. 241. 98 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwy aka.idf.il/sip_storage/files B ock 1
107.178.194. 79 [31 1 147.237.77. 216 |dover . i df .i | D stri buted 1?:;};%;;?&%&?222” Hock |1
66.249.78.254 |lsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter hc_| ocation in ww aka.idf.il/main/giyus/general.aspx |None 1
213.151.36.20 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
62.219.195.78 |[Israel 147.237.72. 166 [aka. i df . i | Mal formed URL [[#29]]- A A2 B ock 1
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on wwu aka. i df . i/ giyus/ kadat z B ock 1
84.111.52.183 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.19. 86. 169 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157. 55. 39. 75 LSthlatt:sd 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
80.72.9.5 Sweden 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wwwidf.il/1526 B ock
109. 253. 192. 247|l sr ael 147.237.77. 243 |nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/index B ock
66.249.78. 146 [ srael 147.237.72. 166 |aka. i df . i | thknown Paraneter catidiu003d59336 in None 1

wan aka. i df . i |/ nai n/ gi yus/ gener al . aspx
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