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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3222
65.181.113. 88 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np All _Net drop 1

180. 97. 106. 162 Chi na 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1

107. 150. 60. 246 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il bl ock-sp-traf 1 drop 1

180. 97. 106. 162 Chi na 147.237.76. 202 e halag.idf.il B ock Np Al Net drop 1

185. 130. 5. 228 147.237.76. 42 refuah.idf.il B ock Wp Al _Nets drop 1

180. 97. 106. 162 Chi na 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Target Address ountry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
109. 111. 182. 98 |147. 237. 76. 200 RF;Z;:I’}O” eitan aka.idf.il ET SCAN Potential SSH Scan 3
109. 111. 182. 98 |147. 237, 72, 217 |FUSSI & eidf.il ET SCAN Potential SSH Scan 2
Federati on
109. 111. 182. 98 |147. 237. 77. 226 RF;Z;:I’}O” vy chanat z. aka. i df .i | [ET SCAN Potential SSH Scan 2
66.249.73.214 [147.237.77.170|Wited Sates  |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
208. 100. 26. 233 [147. 237. 77. 216 |Lhited Sates  |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 111. 182. 98 [147. 237. 76. 197 RF;ZZ::I’}on e hi nush. i df . ET SCAN Potential SSH Scan 1
187. 160. 18. 148 |147. 237. 76. 198 |Mexi co e.yohal an.idf.il ET SN Behavi oral Lhusually fast inbound Telnet Connections, |,
Potential Scan or Brute Force
109. 111. 182. 98 [147. 237. 76. 39 RF;ZZ::I’}on nobile.neitav.idf.il  |ET SCAN Potential SSH Scan 1
183. 60. 252. 84 [147.237.76. 42 |China refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
109. 111. 182. 98 |147. 237. 72. 167 RF;Z;:I’}O” i shuri maka. i df. il ET SCAN Potential SSH Scan 1
109. 111. 182. 98 |147. 237. 77. 243 ';;Z:::t“ion mobi | e i df . i1 ET SCAN Potential SSH Scan 1
109. 111. 182. 98 |147. 237. 0. 34 RF;ZZL::} o tikshuv. i df . ET SCAN Potential SSH Scan 1
109. 111. 182. 98 |147. 237. 77. 233 ';;Z:::t“ion atal.idf.il ET SCAN Potential SSH Scan 1
109. 65. 190. 195 |147. 237. 77. 216 || srael dover . idf.il portscan: TP Dstributed Portscan 1
109. 111. 182. 98 |147. 237. 77. 179 E;j:::tnion e.nazi.idf.il ET SOAN Potential SSH Scan 1
1.93.129.5 147. 237.77. 170 |Chi na naar achot . i df .i | ET SCAN Potential SSH Scan 1
109. 111. 182. 98 [147. 237. 77. 61 RF;ZZ::I’}on e.cogat.idf.il ET SCAN Potential SSH Scan 1
1.93.129.5 147.237.77.61 [China e.cogat.idf.il ET SCAN Potential SSH Scan 1
109. 111. 182. 98 |147. 237. 76. 201 RF;Z;:I’}O” eatal.id.il ET SCAN Potential SSH Scan 1
217.12.39.85 |147.237.77.216 ';;Z:::t“ion dover i df il ET SCAN NVAP -sS wi ndow 1024 1
109. 111. 182. 98 |147. 237. 76. 199 RF;Z;:I’}O” e.nakchal .i df. il ET SCAN Potential SSH Scan 1
109. 111. 182. 98 |147. 237. 76. 44 ';;Z:::t“ion e.refuah.idf.il ET SCAN Potential SSH Scan 1
187 160. 18. 148 |147. 237. 76. 176 Iexi co test. noore.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 252. 84 |147.237.76. 42 |China refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 111. 182. 98 |147. 237. 72. 166 ?;Z::{:on akaidf.il ET SCAN Potential SSH Scan 1
109. 111. 182. 98 |147. 237. 77. 235 E;j:::tnion svivaidf.il ET SOAN Potential SSH Scan 1
109. 67.52. 213 |147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 111. 182. 98 |147. 237. 77. 121 RF;ZZ::I’}on e navy.idf.il ET SCAN Potential SSH Scan 1
1.93.129.5 147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
109. 111. 182. 98 |147. 237. 77. 19 RF;Z;:I’}O” I aw f or umi df . i | ET SCAN Potential SSH Scan 1
1.93.129.5 147.237.77.19 |China lawforumidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

141. 8.132. 112 g;z::t”ion 147.237.72. 166 |aka i df .i ;; fi:srr‘g Siri]gc'):e: T Invalid Lg‘(’:ak!tddsregg;;‘;' retransmssion. 4 00 9

72.9.148.10 Wited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 7

72.9.148.10  |lnited Qates  147.237.77.74 |lawidf.il Bad TCP sequence mﬁs\fsrcjlrea”sm wehdifferent | onitor |7

37.26.148.220 |israel 147.237.72. 166 |aka.i df . i Streaming Engine: TCP Invalid  Jinvalid segnent retransnssion drop 6
Ret ransni ssi on Packet dropped.

49.199.22. 146 |Australia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6

40.77.167.8 Lhited Sates  |147.237.72. 166 |aka.idf. il Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.

79.180. 37. 11 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

49.199.22.146 |Asstraia 147.237. 77. 216 |dover.idf .| SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

85. 64. 146. 246 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

5. 102. 254. 187 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

109. 253. 212, 219I srael 147.237.72. 166 |aka i f . i1 Streamng Engine: TCP Invalid  Jinvalid segnent retransnmission. |, o 4
Ret r ansmi ssi on Packet dr opped.

195.34.150.18 |Austria 147.237.77. 216 |dover.idf. i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor

5.102. 254. 252 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or

85.250. 77. 163 |Israel 147237, 77, 243 |wbi e i o 11| €aM NG Engine: TCP Invalid  invalid segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.

212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

109. 253. 219. 37 |Israel 147.237.77. 243 |mbi e ich. i1 || SAMNg Engine: TP Invalid invalid segnent retransmssion. |y 4
Ret r ansmi ssi on Packet dr opped.

31.168.51.250 |[lsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 225 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or

31.168.200. 103 |israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

172.56.38.226 |Wited Sates  [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect

46. 19. 86. 197 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or

5.102.221.138 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.

208.100. 26. 233 |lhited Sates  |147.237.77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3

62.219. 235. 141 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

109.65.11.136  |Israel 147. 237.72. 166 |aka i f . i1 Streamng Engi ne: TCP Invalid Jinvalid segnent retransnission. |, o, 3
Ret r ansmi ssi on Packet dr opped.

85.65.172.217  |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

37.26.147.251 |Israel 147.237.77.243|mbile.idf.il |Bad TCP sequence noni t or

185.27. 105. 125 | srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.

89.145.95.42  |uni ted K ngdom|147. 237.0.34  |tikshuv.icr. i1 | &M NG Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.

46.120.246.91 [israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

208. 100. 26. 233 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2

2.54.8.97 I srael 147.237.0.19 |nadimatal.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 2

134, 159. 176. 242|Australia 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 2

46. 19. 85. 225 I srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2

176.13.11.225 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber alert 2

46. 19. 85. 98 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 2

193.33.2. 114 Spai n 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2

49.199.22.146 |Austraia 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber noni t or 2

64.233.172.206 |lhited Sates 147.237.77. 176 |natpash.idf .il |dr op First packet isn't SYN drop 2

176.13.11. 225 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2

2.54.131.31 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 2

46. 19. 85. 252 I 'srael 147.237.77. 243 |nobi | e.idf il Bad TCP sequence Inval i d ACK nunber noni t or 2

37.26.147.251 |lsrael 147.237.77. 243 |nobi le.idf .i | SYN Attack rej ect 2

49.199.22.146 |Austraia 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 2

46. 19. 86. 11 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2

84.108.38.201 |israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TP Invalid finvalid segnent retransnission drop 2
Ret ransni ssi on Packet dr opped.

72.9.148.10 Lhited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 2

5.22.129. 139 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.8.97 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Mainy of the Same Response Code (404) B ock 243
2.52.129.177 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 233
2.54.29.18 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 142
46. 19. 85. 243 I srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 130
2.52.129.177 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 125
109. 253. 204. 26 |l srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 119
109. 253. 204. 26 |Israel 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 106
2.54.8.97 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 104
2.54.29.18 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 96
46. 19. 85. 243 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Same Response Code (404) B ock 87
2.54.8.97 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 85
185. 32. 179. 200 |l srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 52
85.130.138.22 |[lIsrael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 22
2.54.29.18 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 17
79.178.3.127  |Israel 147.237.0.34 |tikshuv.idf.il ;g‘_’l'\g_‘ys_oiz;he Sane Response Code (404) in Session from Bock |11
2.52.129. 177 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 7
109. 253. 219. 109]l srael 147.237.0.19 |[nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
176.13.19.190 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
5.29.104. 110 I srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 3
40.77.167.8 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
85.250.77.153 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?&fsz , g;‘eggrcyisem‘;tesll St ohi | ddocunent </ 1432 Bock |3
109. 253. 212. 219|1 srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock
85.250.77.153 [Israel 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut hori zed URL Access from 85. 250. 77. 153 B ock
62.90.184. 163 |Israel 147.237.72. 166 |aka. i df . i | m”;’k":lﬁr?ﬁ;: nf;;g?:f/t;angicB:ﬂ:prhsaChar$°t' 17rin None 2
66.249.78.166 [Israel 147.237.77.216|dover.idf .l D stributed Unaut hori zed URL Access on wwwv i df.il/international _training [B ock 1
2.52.8.253 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
95. 65. 34. 177 g"ﬁg‘ﬁ of  |147-237.76.31 [nakchal .idf.il [uhauthorized LR Access to / B ock 1
37.26.146.227 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
216.189. 152. 170|WLnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/english/nain. asp>israeli |B ock 1
79.178.216.77 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
Unaut hori zed URL Access to
192. 243.55. 136 |Doni ni ca 147.237.77.74 |lawidf.il vy | awidf.il/tenpl ates/getfil el getfile. aspx?fil enane=xgf 5b3nol wvy3ncd |B ock 1
ghpa2f cdhphdm t xdewnt guzg9j & nf ocent eri t en¥t r ue
162.247.73.206 |Uhited Sates [147.237.77. 216 |dover. i df .i | w111 1155, 25461 nel dover. s Bock |1
66.230.230. 230 [United Qates [147.237.77. 216|dover. i df . i | D stri but ec lfggfggggfﬂe%ﬁ??:pﬁ” HBock |1
40.77.167.95 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/chinuch/ i ktzoa/ def aul t. asp None 1
107.178.194.79 |Uiited Sates [147.237. 77. 216 |dover . i df .i | D stri bt ec lfsgfggggg?ﬁeﬁvﬁf?;pﬁn Bock |1
208.115.113.82 |lnited Sates |[147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/site/story. aspx B ock 1
84.111.196.14 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
69.171.228.117 |[thited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs S Attack None 1
185. 32. 179. 244 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 253. 219. 37 |Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
95. 86. 93. 53 I srael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 1
37.26.147.214 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
216.218.206. 68 |Lhited Sates [147.237.72.167|i shuri maka. i df. ijunaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
194. 187. 168. 208|Fol and 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/894-en/i df gdover . aspx B ock 1
79.181.212. 158 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176.13.0. 41 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
66.249. 64.235 |Israel 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
40.77.167. 95 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Par aneter docid in aka.idf.il/giyus/ ganda/ def aul t. asp None 1
208.184.112.74 |United Sates [147.237.77.216 |dover. i df .| D stri bt oc 1?;;}:;&;;?&%&??:&” Bock |1
74.82.47.3 Lhited Sates [147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
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