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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3042

115. 239. 228. 10 Chi na 147.237.76. 177 ncore.idf.il JIMPurple Con Limt _Htp dr op 3

115. 239. 228. 10 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack GCon Htp drop 2

204. 42. 253. 2 Lhited Sates 147. 237.76. 86 navy. i df i Block Np All Net drop 2

180. 97. 106. 161 Chi na 147.237.76. 31 nakchal .idf.il |Bock Np Al Net drop 1

180. 97. 106. 161 Chi na 147.237. 76. 86 navy.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Count ‘
23.94.153.178 Lhited Sates 147.237.76.42 |refuah.idf.il|20085 HITP. Mi ebl ackcat Security Scanner Initial Request ock 1
23.94.153. 178 Lhited Sates 147.237.76.42 |refuah.idf.il|20086: HITP. Mi ebl ackcat Security Scanner B ock 1
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|Top Attackers In |D|

At acker

Signature

‘Target Addr ess ‘

Gountry

64.233.173. 161 |147. 237. 77. 216 Lhited Sates |[dover.idf.il ET SCAN NVAP -sA (2) 80
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
173.199. 74. 136 |147. 237. 76. 38 E?i;gegom eeneitav.id.il |ET SCAN Potential VNC Scan 5900- 5920
173.199. 74. 136 [147.237.8.24 E;ir:;cci]om elifestyle.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
_ _ . |ET SCAN Behavi oral lLhusual |y fast inbound Tel net Gonnecti ons,
78.83.110.170 |147.237.8.28 |Bugaria e.nobil e-ks.idf.il . 1
Potential Scan or Brute Force
23.94.153.178 |[147.237.76.42 |Uhited Sates |refuah.idf.il ET WEB_SERVER Mui ebl ackcat scanner 1
188.53.19. 101 |147.237.8.24 |Saudi Arabia e lifestyle.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
173.199. 74. 136 [147. 237. 76. 148 E?ir:;gom ggcenter. aka i df.i[ET SCAN Pot ential VNC Scan 5900- 5920 1
173.199. 74. 136 [147.237.8.28 LKJ?i;:gom e.mobi | e-ks.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
193.5.93.4 147 237 8. 28 |ani na o nobi | e ks, i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T ' " |Potential Scan or Brute Force
. L ET SCAN Behavi oral Uusual |y fast inbound Tel net CGonnecti ons,
186.117. 169. 8 |147.237.0.33 |Col onbi a idf.il . 1
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
84.228.15.210 |l srael 147.237.72. 166 |aka.i df .i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.66.90  |lUhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 8
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
40.77.167.8  |Wited Sates  |147.237.76. 200 [eitan aka i df i1 9 =g Invalid segnent retransmssion. |, 8
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
157.55.39.2  |wited Qates  |147. 237. 76. 200 |ei tan. aka i of il 9 =g Invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
104.90.89.5  [israel 147.237.72. 166 |aka.i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
185. 3. 144. 105 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 19. 85. 238 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.212  |israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dropped.
84.228.64.133 |[lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i SSi
186.113. 69.35  |Col onbi a 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. | 3
Ret r ansn ssi on Packet dropped.
5.29.133. 26 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d AGK nunber alert
5.29.133.26 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or
Russi an . R, Streaming Engine: TCP Invalid |invalid segnent retransmssion.
5. 255. 253. 40 Federat i on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
Russi an L Sreaming Engine: TGP Invalid [invalid segnent retransnissi on.
141.8.132.112  [C 2 147.237.72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 3
144.76. 234. 195 |Ger many 147.237.76.42 |refuah.idf.il drop SAMrule drop 3
Sreaming Engine: TGP Invalid i i sSi
40.77.167.8 Lhited Sates |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansn ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi
199.30.25.242 |Wited Sates |147. 237.76. 200 |ei tan. aka i df . i | 9 =g Invalid segnent retransmssion. g 2
Ret ransnm ssi on Packet dropped.
180. 97. 106. 36  |Chi na 147.237.0.15 |kosher-kravi.idf.il|dr op SAMrul e drop 1
141.212.122.76 |Wited Sates |147.237.76. 202 |e. hal ag.i df .i Geo- | ocat i on enf or cenent gﬁfolggix”  nbound drop 1
216.218.206.90 |Lnited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
52.28.32. 164 Lhited Sates |147.237.0.19 |madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
180. 97. 106.37  |China 147.237.77. 233 |atal .idf. il drop SAMrule drop 1
40.77.167.8 Lhited Sates |147.237.72. 166 |aka.idf.il drop First packet isn't SN drop 1
216. 218.206. 122|lnited Sates  |147.237.72.167 |ishurimaka. idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
97.79.154.132 |lhited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.84 |lLhited Sates |147.237.77.74 [lawidf.il drop SAMrule drop 1
80. 246. 136. 21 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber alert 1
180. 97. 106. 162 |Chi na 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 1
180.97.106.36  |Chi na 147.237.76.39 |nobile neitav.idf.i|drop SAMrul e drop 1
141.212.122.77 |Wited Sates |147.237.76.202e.hal ag.idf .l Geo- | ocati on enf or cenent ﬁ?;'rggﬁ:mon t nbound drop 1
216.218.206.96 |lhited Sates |147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
. . SYNPAXK retransmt with different .
84.228.64.133 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence wi ndow scal e noni t or 1
180. 97. 106. 161 |Chi na 147.237.77.74 |(lawidf.il dr op SAMrul e drop 1
109. 253. 156. 55 |l srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
80. 246. 136. 21 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
184.105. 139. 124|UWnited Sates  |147.237.76.200|eitan. aka.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
52.28.32.164 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
180.97.106.36 |Chi na 147.237.77.19 [laxforumidf.il  |drop SAMrul e drop 1
141.212.122.78 |Wited Sates |147.237.76.44 |erefuah.icf.il  |Geo-1ocation enf or cement gﬁ?olrggi'mo” i nbound drop 1
216.218.206.96 |Lnited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
84.229.63. 92 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
74.82.47.34 Lhited Sates  |147.237.77. 212 |e. dover.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
180. 97. 106. 161 |Chi na 147.237.77. 205 |prisha.idf.il drop SAMrul e drop 1
109. 253. 156. 55 |l srael 147.237.77. 176 |nat pash.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218.206.72 |lWited Sates |147.237.76.201 e atal.idf.il Geo- | ocati on enf or cenent éﬁfolrzgfr;'nfn  nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

‘Country ‘Target Address |Site Sgnature Acti on ‘Count
46.19.86.252 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
77.126.29.15 |[lIsrael 147.237.0.19 |nadi matal .idf. i |Suspici ous Response Code B ock
208.115.113. 88 |Lhited Sates  |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forun asp/ showf orumasp |B ock
37.26.148.133 |[Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None
] - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |Lhited Sates  [147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
. . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |Lhited States  |147.237.77.216 |dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates  [147.237.77.216|dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249. 78. 242 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. storagel {1 | es/ 7/ 3397, | pg B ock 1
) - . Unhaut hori zed URL Access to
207.46.13.75 |lhited Sates [147.237.77.216|dover.idf.il v i |/ st at i of t hene/ dagensmedi a/ base/ i gy | ogo-wih t &, svg B ock 1
141.8.132. 112 gzz:aalnl on 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Uhknown Paraneter hc_l ocation in
66.249.69.50 |Israel 147.237.72.166 |aka. i df . i | Wi aka. i o i 1/ nai i/ gj yus/ general . aspx None 1
185. 120. 125. 21 147.237.77. 176 |mat pash. i df . i|  [Unaut hori zed URL Access to wan cogat.idf.il/xnirpc. php B ock 1
’ . . D stributed Lhaut horized URL Access on
107.178.194.79 |Lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
. - Unaut hori zed URL Access to
66.249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 8/ 2308. | pg B ock 1
; . D stributed Lhaut horized URL Access on
46. 166. 186. 204 [Net her | ands 147.237.77. 216 |dover. i df . il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
207.46.13.157 |lhited Sates [147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 1
157.55.39.11 |[tnited Sates  |147.237.76.86 [navy.idf.il Unhaut hori zed LRL Access to navy.idf.il/hone/ defaul t. aspx B ock 1
- . D stributed Lhaut hori zed URL Access on
85.25.103. 119 |Ger many 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249.78. 102 |Israel 147.237.77. 216 [dover. i df . il 147. 237. 77. 216/ 1283- 14255- en/ dover . aspx Bl ock 1
40.77.167.8 Lhited Sates [147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
188. 68. 242. 170 [Pol and 147.237.0.34 [tikshuv.idf.il [Paraneter Type Molation catld in wwtikshuv.idf.il/site/general . aspx B ock
. . . D stributed Unaut hori zed URL Access on
107.178.194. 83 |Lhited Sates  |147.237.77.216|dover.idf .il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.228.112 |Lhited Sates  [147.237.77.216|dover.idf .il Paraneter Type Miol ati on PageNumin waw i df . i|/1397-en/ dover . aspx B ock 1
207.46.13.157 |lhited Sates [147.237.77.216|dover.idf .il Ml tipl e Unauthori zed URL Access from 207. 46. 13. 157 B ock 1
52.90.147.70 |Whited Sates  |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/tenpl at es/ sendt of ri end/ B ock 1
176.13.14.20 |Israel 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
. . D stributed Unaut hori zed URL Access on
85.25.103. 119 |Ger many 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docl.. in v aka.idf.il/main/giyus/ general . aspx None 1
) . . . |Unaut hori zed URL Access to
40.77.167.95 |[lhited Sates |147.237.76.200(ei tan. aka.idf.il i tan. aka.i df .i 1/ shar ed user cont rol s/ header pper/ B ock 1
’ . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates  |147.237.77.216|dover.idf .il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
68.180. 229. 239 |Lhited Sates  |147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i/ nain/ gi yus/ undefi ned/ B ock 1
207.46.13. 157 |Whited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/_incl ude/ aj axsubneni u. php Bl ock 1
66. 249. 64. 233 [l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/error.htm B ock 1
Unaut hori zed URL Access to
180.76.15.25 |China 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ i magevi deogal | eryl obby/ i magevi deogal |Bl ock 1
| eryl obby. s
. . D stributed Unaut hori zed URL Access on
93.174.90.30  |Netherl ands 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
- - Unhaut hori zed URL Access to
66.249. 78.236 |[lsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 9/ 3469. | pg B ock 1
46.19.85.39  |israel 147. 237.72. 166 |aka. i df . i | thknown Par ameter VI EASTATEENCRYPTED i n None 1
v aka. i df . i |/ mai n/ sachar/ nai | box. aspx
. . - Unhaut hori zed URL Access to
114.98.226.56 [Chi na 147.237.77. 176 [nat pash. i df . i | Wi cogat i df . 17901 he/ i df g. aspx/ t r ackback/ B ock 1
. . . Unaut hori zed URL Access to
77.75.79. 62 Czech Republic |147.237.77.176 [nat pash. i df .i | vaw cogat . i df . 1/t enpl at es/ shar e/ user cont r ol s/ header upper / B ock 1
66.249.69.46 |[lIsrael 147.237.77.243|nobi | e. i df . i | Mul ti pl e Unaut hori zed URL Access from 66. 249. 69. 46 B ock 1
185.120. 125. 21 147.237.77. 176 [mat pash. i of . il |PHP Attenpt B ock 1
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