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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3506
180. 97. 106. 36 Chi na 147.237.76. 196 e.svivaidf.il |[Bock Np Al Net drop 1
107. 150. 60. 242 Lhited Sates 147.237.0. 34 tikshuv.idf.il |bl ock-sp-trafl forward 1
116. 8. 53. 200 Chi na 147.237.76. 196 e.sviva.idf.il |[Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgna1 ure Devi ce Action |Oount |
23.94.153.178 Lhited Sates 147.237.76.200 |eitan. aka.idf.il|20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
23.94.153. 178 Lhited Sates 147.237.76.200 [eitan. aka.idf.il[20086: HTTP. Mi ebl ackcat Security Scanner B ock 1
51. 255. 48. 155 United Kingdom |147.237.77.216 |dover.idf.il C1000106: HTTP: naj estic bot B ock 1
136.243.5.215  |Germany 147.237.72.166 |aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
209. 126. 116. 147 147.237.8. 27 Lhited Sates e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
99. 129. 251. 54 147.237.77. 235 Lhited Sates sviva.idf.il ET SCAN Potential SSH Scan 1
193. 201.227. 7 147.237.77. 74 Wrai ne lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
99. 129. 251. 54 147.237.77.233 Lhited Sates atal.idf.il ET SCAN Potential SSH Scan 1
173. 199. 74. 136 147. 237.77. 226 Uhi ted Ki ngdom ww chamat z. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
99. 129. 251. 54 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 147.237.76. 34 United Ki ngdom yohal an. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
99. 129. 251. 54 147.237.77. 179 Lhited Sates e mazi.idf.il ET SCAN Potential SSH Scan 1
173. 199. 74. 136 147.237. 8. 46 Uhi ted Ki ngdom e.chinuch.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
99. 129. 251. 54 147.237.77.176 Lhited Sates nat pash. i df . i | ET SCAN Potential SSH Scan 1
173. 199. 74. 136 147.237.0. 33 Uhi ted Ki ngdom idf.il ET SCAN Potential VNC Scan 5900- 5920 1
99. 129. 251. 54 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 147. 237.77. 227 Lhited Sates e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
46.151. 53. 196 147.237.0. 35 Wkrai ne akavs. i df . i | ET SCAN NMVAP -sS w ndow 1024 1
128.127.0. 45 147.237.0. 19 Italy madi matal .idf.il ET SCAN NMAP -sS w ndow 2048 1
99. 129. 251. 54 147.237.77. 243 Lhited Sates nobi |l e.idf il ET SCAN Potential SSH Scan 1
99. 129. 251. 54 147. 237.77. 234 Lhited Sates hal ag.idf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 147. 237.77. 235 Uhi ted Ki ngdom sviva idf.il ET SCAN Potential VNC Scan 5900- 5920 1
99. 129. 251. 54 147.237.77. 226 Lhited Sates wan charat z. aka. i df . i | ET SCAN Potential SSH Scan 1
173. 199. 74. 136 147. 237.77. 179 Uhi ted Ki ngdom e mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
99. 129. 251. 54 147. 237.77. 205 Lhited Sates prisha.idf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 147.237.72. 156 United Ki ngdom aman.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
99. 129. 251. 54 147. 237.77. 178 Lhited Sates e.matpash.idf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 147.237.0. 34 Uhi ted Ki ngdom tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
99. 129. 251. 54 147.237.77. 170 Lhited Sates naar achot . i df .i | ET SCAN Potential SSH Scan 1
173. 199. 74. 136 147.237.0.19 Uhi ted Ki ngdom madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
82.117. 208. 243 147. 237. 76. 197 e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
128.127.0. 45 147.237.0.19 Italy madi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
23.94.153. 178 147.237. 76. 200 Lhited Sates eitan aka.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
128.127.0. 45 147.237.0.19 Italy madi matal .idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature z\tlli Zi
41.33.231.90  |Egypt 147. 237. 77. 216 |dover.i df .i | dr op SMMrul e drop 30
S reaning Engi ne: TCP i i ssi
84.228.15.210 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. |, 15
Inval i d Retransnission Packet dropped.
St reaning Engi ne: TCP i i ssi
31.168.83.233 | srael 147.237.72. 167 |i shuri maka. i df . i mng Ehgine. Invalid segnent retransmssion. |q 12
Inval i d Retransnission Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
S reaning Engi ne: TCP i i ssi
141.8.132.112 |Russian Federation |147.237.72. 166 |aka i df.il mng tngine: 1 Invalid segnent retransmssion. | 9
Inval i d Retransmission Packet dr opped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
85. 114. 98. 131 glcisgi'géa” Territory 1 47, 237. 77. 216 |dover. i of . i1 SYN At t ack SYN -> SYN-ACK -> Ti meout |reject 6
85. 114. 98. 131 glcisgi':('ja” Tertitony s 47 237. 77. 176 |nat pash. i o . i1 SYN At t ack SYN -> SYN-ACK -> Timeout |reject 5
St reaning Engi ne: TCP i i ssi
131.253.25. 164 |Wiited Sates 147.237.76. 200 |ei tan. aka. i df . mng Ehgine. Invalid segnent retransmssion. |q 4
Inval i d Retransnission Packet dropped.
195.34.150.18 |Austria 147. 237.77. 216 |dover i df . Bl ock HTTP Non Conpl i ant g;;ed to hand'e comection oo |4
Pal estinian Territory S -
85.114.98. 131 Qccupi ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
85. 114. 98. 131 ga:lcisgi':éa” Territory s 7. 237. 77. 176 |nat pash. i of . i Bad TCP sequence Inval i d sequence nurber monitor |3
S reaning Engi ne: TCP i i ssi
130.193.51.91 [Russian Federation |147.237.76. 200 |eitan. aka. i df.il mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dr opped.
85.114. 98. 131 (F;ajcis;i';'ja” Territony 147, 237. 77. 176 |rat pash.i of . i1 Bad TCP sequence Invalid ACK nunber moni tor |3
S reaning Engi ne: TCP i i ssi
66.249.78.160 |Uited Sates 147. 237. 72. 166 |aka. i of . i mng tngine: ! Invalid segnent retransmssion. | 2
Inval i d Retransmission Packet dr opped.
31.168.83.233 |lIsrael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
85.114. 98,131 |3 estinan Tervitoryl, .z 557 77 176 |nat pash. i . i1 dr op First packet isnt SN drop 2
Qccupi ed
S reaning Engi ne: TCP i i ssi
199.30.24.92  |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of .| mng tngine: ! Invalid segnent retransmssion. | 2
Inval i d Retransmission Packet dr opped.
Streaning Engi ne: TCP Inval i d segnent retransnission
66.249.66.90  |Lnited Sates 147.237.76.86 |[navy.idf.il . o " |dro 2
W Inval i d Retransmission Packet dr opped. P
S reaning Engi ne: TCP i i ssi
89.139.32.183 |israel 147.237.77. 243 |robi L e. i of .| mng Engine: 1 Invalid segnent retransmssion. | 2
Inval i d Retransmi ssion Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
184. 105. 247. 216|thited Sates 147.237.76.86 |[navy.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect
180. 97. 106. 161 |Chi na 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
141.212. 122. 106|Wited Sates 147.237.76. 201 |e. atal .i df .il Geo- 1 ocati on enf or cenent gﬁ?;'rggi'nfn I nbound drop 1
141.212.122.81 |Uhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
; . . SWretransmt wth different .
206. 253. 224. 14 |lWhited Sates 147.237.72. 156 |anan. i df . il Bad TCP sequence vi ndow scal e noni t or 1
99.231.47.161 [Canada 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber alert 1
180. 97. 106. 162 |chi na 147.237.77. 235 [sviva.i df .i| dr op SMMrul e drop 1
84.111.123.191 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni tor |1
180. 97.106. 36  |Chi na 147.237. 72. 156 |anan. i df . il drop SAMrul e drop 1
141.212. 122. 101|Wited Sates 147.237. 77. 212 |e. dover. i f .1 Geo- 1 ocation enforcement | 0! ocation inbound drop 1
enf or cenent
180. 97. 106. 162 |Chi na 147.237.72.166 |aka.idf . il dr op SAMrul e drop
69. 146. 195. 140 |Lhited Sates 147.237.77. 216 |dover. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
141. 212, 122. 107 |Wited Sates 147.237.76. 201 |e.atal .idf. il Geo- | ocati on enforcement | 0! ocation inbound drop 1
enf or cenent
141.212.122.82 |[thited Sates 147. 237.76. 176 [test. ncore. i of .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
207. 46. 13. 49 Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
99.231.47.161 |Canada 147.237.77. 170 |naar achot . i of . i | Bad TCP sequence Inval i d ACGK nunber noni tor |1
184.105. 139. 92 [lhited Sates 147.237.76.42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
180. 97.106. 36  |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
141. 212. 122. 102|Wited Sates 147.237. 76. 197 |e. hinush. i df . | Geo- | ocati on enf or cenent gﬁ?;'rggi'nfn I nbound drop 1
141.212.122.65 |Lhited Sates 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
198.20.69.74  |Uhited Sates 147.237.76.38 |e.e.neitav.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 162 |Chi na 147.237.76. 31 |nakchal .idf.il drop SAMrul e drop 1
71.229.99.193 |lhited Sates 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
149. 210. 158. 71 [Net her| ands 147. 237. 77. 176 |nat pash. i df .| B ock HTTP Non Conpl i ant Zgjtged to hande connection Jopnitor |1
141.212.122.83 |[lhited Sates 147. 237.76. 176 [test. ncore. i of .i | SYN At ack SYN -> SYN-ACK -> RST rej ect
115. 230. 124. 164|chi na 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 92 [Lhited Sates 147. 237. 76. 200 [ei tan. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
180.97.106.37 |China 147.237.0.17 ]["I"Iy kosher-kravi.id|q o SaMrule drop 1
141. 212, 122. 102|wited Sates 147.237.77. 212 |e. dover.i df .1 Geo- | ocation enforcement | 0! ocation inbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
141. 8. 132. 112 RJSIS:;ni on 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
] . . DO stributed Whaut horized URL Access on
204.13.200.200 [thited Sates  [147.237.77.216|dover. idf . i1 [0 ™ s 06t el dover aspx. Bl ock 2
73.22.155. 10 Lhited Sates 147.237.77.216|dover. i df .i| [Unhauthorized URL Access to wwidf.il/newsitelenglish/ B ock 2
141.212.122. 64 |lLnited Sates 147.237.76.31 |nakchal .idf.il|Miformed URL proxytest.znap.io: 80 B ock 1
68.180.229.173 [lnited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
5.29.207.74 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Witraceabl e SSL Sessi ons from5. 29. 207. 74 (sigal gs oS Attack)  [None 1
] . - DO stributed Whaut hori zed URL Access on
107.178.194.79 |lhited Sates  [147.237.77.216|dover.idf .il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
66.249.78.159 |[Israel 147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 66.249. 78. 159 B ock 1
] . . Unhaut hori zed URL Access to
157.85.39.75 United Sates 147.237.72.166 [aka. i df . i | wwn aka. i df . il /sip_storagelfil es/ 2/ 62532. pdf g2=whvq9j gvov3i gm of | egda Bl ock !
65. 55. 210. 34 Lhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
] . . D stributed Uhauthorized URL Access on
204.183.200.200 [thited Sates  [147.237.77.216|dover.idf.il [ ' ) 1133 29638 hel dover aSpX. Bl ock 1
] . . DO stributed Whaut hori zed URL Access on
107.178.194.83 |lhited Sates  |147.237.77.216|dover. i df . i1 [ o e e el dover aspx. Bl ock 1
66.249.78.160 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157.55.39. 152 |lhited Sates 147.237.76.42 |refuah.idf.il |Dstributed Uhaut hori zed UR. Access on 147. 237. 76. 42/ r obot s. t xt B ock 1
89.139.32.183 [Israel 147.237.77.243|nobi l e.idf . il |Miltipl e Wauthorized LRL Access from 89.139. 32. 183 B ock 1
66. 249. 66. 75 | srael 147.237.77. 176 |mat pash. i df . i |0 stributed Suspi ci ous Response Code B ock 1
206. 253. 224. 14 |hited Sates 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
] . . O stributed Whaut hori zed URL Access on
107.178.194.87 |Uhited Sates  |147.237.77.216|dover. i df . il [0 o 1152 5061 hel dover aspx. B ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock
172.56.19.234 |Uited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . . |Whaut hori zed URL Access to
89.139.32. 183 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1513 B ock 1
. . . |Whaut hori zed URL Access to
66. 249. 69. 46 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1762 B ock 1
] . . DO stributed Uhauthorized URL Access on
208.184.112.74 |thited Sates  (147.237.77.216|dover. i df . i1 [~ & o 1102 Sosas hes dover . aspx. Bl ock 1
. . |Dstributed Unauthorized URL Access on
66.249.78.248 |Israel 147.237.76.42 refuah.idf. il |0 o0 o o e el ref uah. aspx Bl ock 1
194. 114. 146. 227 |l srael 147.237.76.42 |refuah.idf.il |Uhauthorized URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
; . . O stributed Whaut hori zed URL Access on
107.178.194.79 |thited Sates  |147.237.77.216|dover.idf. il [ - @ 0 e o0 ne] hel dover aspX. Bl ock 1
66. 249. 78. 2 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp; docid in v aka. i df.il/nai n/ gi yus/ general . aspx |None 1
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