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|Top Attackers | n DDoS- Def ence |

Signature

Device Action [Count|

Attacker Address |Attacker Country |Target Address |Site

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3168
66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 1281
204. 42. 253. 2 Lhited Sates 147.237. 76. 44 e.refuah.idf.il |Bock Np Al Net drop 2
65. 181. 113. 88 Lhited Sates 147.237.76. 176 test.ncore.idf.il|[Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Addr ess |Site |S gnature Device Action |Oount |

66. 235. 214. 119 [lLhited Sates 147.237.77.233 |atal . i df . [16798: HITP. G\U Bash HTTP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
176.50. 139. 113 |147. 237. 77. 227 ?ég:;;m e. hanaz. i df i | ET SCAN Potential SSH Scan 2
176.50. 139. 113 |147. 237.0. 19 gj;:tnim nadi matal .idf.il |ET SCAN Potential SSH Scan 2
208.80. 155. 211 [147.237.76.86 |Lhited Sates navy.idf.il Tehila - Perl LWP with fake user agent 2
176.50. 139. 113 |147. 237. 76. 177 23::;'}0'1 ncore. i df .il ET SCAN Potential SSH Scan 2
208. 80. 155. 211 |147.237.72.166 |Lhited Sates aka.idf.il Tehila - Perl LWP with fake user agent 2
173.199. 74. 136 |147.237.0.33 [United Ki ngdom |idf.il ET SCAN Potential VNC Scan 5900- 5920 1
176.50. 139. 113 |147. 237. 76. 197 gj;:tnim ehimshid.il |ET SCAN Potential SSH Scan 1
99.129.251.54 |147.237.77.74 |thited Sates lawidf.il ET SCAN Potential SSH Scan 1
176.50. 139. 113 |147. 237. 76. 148 23::;'}0'1 gocenter. aka. i df .i [ET SCAN Potential SSH Scan 1
Russi an . ) .
176.50. 139. 113 |147.237.72. 217 . eidf.il ET SCAN Potential SSH Scan 1
Federati on
176.50. 139. 113 |147. 237. 8. 50 23::;'}0'1 etikshwv.idf.il |ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237.77.61 |Lhited Sates e.cogat.idf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 |147. 237. 77. 227 |Uni ted Ki ngdom |e. hamaz. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147. 237. 76. 147 [Uni ted Ki ngdom |chinuch. aka.idf.il |[ET SCAN Potenti al VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.8.24 |United Kingdom [e.lifestyle.idf.il |ET SCAN Potenti al VNC Scan 5900- 5920 1
176.50. 139. 113 |147. 237. 77. 170 ?éj:::ﬂm naarachot.idf.il |ET SCAN Potential SSH Scan 1
. . SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
106. 75. 199. 201 |147. 237. 72. 156 |Chi na anan.idf.il . ) = 1
deni al of service attenpt
99.129.251.54 [147.237.77.61 |Lhited Sates e.cogat.idf.il ET SCAN Potential SSH Scan 1
176.50. 139, 113 |147.237.76.38 |SSIan eenmeitav.id.il |ET SCAN Potential SSH Scan 1
Feder at i on
176.50. 139. 113 |147. 237. 72. 166 |55 & aka.idf il ET SCAN Potential SSH Scan 1
Federati on
176.50. 139. 113 |147. 237.8.27 gj;:tnim e.nadi matal .idf.i|ET SCAN Potential SSH Scan 1
176.50. 139. 113 |147. 237.0. 15 ?ég:;;m kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 76. 202 |Lhited Sates e.halag.idf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 |147.237.77.74 |United Ki ngdom [lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.8.27 |[United Ki ngdom |e.nadi matal .idf.i |[ET SCAN Pot enti al VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
93.168.87.114 |Ronmani a 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
. S SYNtACK retransmt wth .
93.168.87.114 [Romani a 147.237.77. 216 |dover. i df . i | Bad TCP sequence di fferent vi ndow scal & monitor (9
46. 19. 85. 209 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 209 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 209 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 209 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
93.168.87.114 |Romani a 147.237.77. 216 [dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
208. 80. 155. 211 |lLhited Sates 147.237.77. 170 |naarachot .idf .il  |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor |5
82.145.222.84 |Europe 147. 237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
91. 200. 12. 7 krai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
69.136.18.200 |lhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
80. 246. 136. 139 |l srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
s SYNtACK retransmt wth .
66.50.194. 140 [Ruerto Rco 147.237.77. 216 |dover. i of .i| Bad TCP sequence di fferent vindow scal e monitor |4
91.200.12.7 Ucrai ne 147.237.77. 74 |lawidf.il drop SAMrul e drop
66.50.194. 140 |Ruerto Rco 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |[nonitor
r eam n ine: TCP Invali i i ssi
79.177.49.152 |israel 147. 237. 72. 166 |aka i df . i | Streamng Engi ne: TCP alid |invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
84.108.94.172 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor 3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
167.114. 156. 16 [Canada 147. 237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
208. 80. 155. 211 |lLnited Sates 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 2
5. 144. 131. 170 'F;;E'bl 1M 1147, 237. 77. 216 |dover. i of i1 Bad TCP seguence Inval i d AGK nunber alert 2
66.50.194. 140 |Puerto Rco 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
5. 144. 131. 170 IF;;IEH:??C 147. 237. 77. 216 |dover. i f . | Bad TCP sequence Inval i d AGK nunber moni tor |2
84.108.94.172 |Israel 147. 237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber alert
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning BEngine: TQP Invalid i i Ssi
66.249.78.146 |Wnited Sates 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dr opped.
208. 80. 155. 211 |Uhited Sates 147.237.72. 166 |aka.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[nmonitor
167.114. 156. 16 [Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
78.250.72.87  |France 147. 237. 77. 216 |dover. i df . i Header Rejection :'eqemuee;tre‘ ection partern found in | onivor 1
141.212.122. 100|Whited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
66.50.194. 140 |Puerto Rco 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.75 |lhited Sates 147. 237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93.174.93. 96 Net her | ands 147.237. 76. 147 |chinuch. aka. i df .i 1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 123|United Sates 147.237.76.38 |e.e.neitav.idf.il |SYN A tack SYN -> SYN-ACK -> RST rej ect 1
83.166.234.5  |Russian Federation|147.237.77.227|e.hanaz.idf.il  |Geo-1ocation enf or cenent i?olr ggi'nfn I nbound drop 1
141. 212. 122. 104|Wnited Sates 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect
69.125.162.54 |[Lhited Sates 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
141.212.122.94 |Wited Sates 147.237.76.44 |erefuah.icf.il  [Geo-1ocation enfor cement Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122.70 |Uhited Sates 147.237.0.19 |nadimatal.idf.il |SYN A tack SYN -> SYN-ACK -> RST rej ect 1
203.127.96. 217 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
180. 150. 185. 107|Chi na 147.237.76.42 [refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 101 |Uhited Sates 147.237.0.19 |nadimatal.idf.il |SYN A tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.81 |lhited Sates 147.237.0.15  |kosher-kravi.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
106. 75.199. 201 |Chi na 147. 237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 215|Wited Sates 147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
149. 202. 240. 85 |Ger many 147.237.77.234 |halag.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.95 |Wited Sates 147.237.76. 44 |e.refuah.idf.il  |Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 74 |Wited Sates 147.237.8.24 |e.lifestyle.idf.il |Geo- | ocati on enf or cement i?;'rggi'nfn I nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
94. 159. 169. 170 |l srael 147.237.0.19 |nmadimatal . i df. i |Suspici ous Response Code B ock 5
192. 243.55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
' . . Unaut hori zed URL Access to
72.9.148.10 United Sates 147.237.76.86 navy. | df.il waw navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
84.111.187.38 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
L . . Uhaut hori zed URL Access to ww i df.il/1283-19122-en/ dover. aspx
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df.i |l htt p: / st art owy. con dodaj 1 nk. ht i Bl ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
. . - Unaut hori zed URL Access to
66. 249. 69. 38 I srael 147.237.77. 243|mobi | e. i df . i | nobi e, i i |/ cat eqoryt enpl at es/ | i st chi | ddocunent s/ 1734 B ock 1
192. 243.55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 192. 243. 55, 131 B ock 1
; . . Distributed Lhaut hori zed URL Access on
107.178.195. 171|thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
78. 250. 72. 87 France 147.237.77. 216 |dover . i df . i | Enail collector robots 14 B ock 1
208. 80. 155. 224 |lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod HEAD for ww aka. i df .il/yohal an/ mai n/ nai n.asp  |Bl ock 1
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | VB M SC Unaut hori zed File Access None 1
66.249. 78. 159 |1 srael 147. 237.77. 216 |dover i df i | gra:étrlorl zed URL Access to vwwy i df.il/1540-13036- he/ dover . aspx B ock 1
188. 143. 232. 11 R‘Sf;:t”i o 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 188.143.232. 11 B ock 1
45.74.19.9 147.237.77.233|atal .idf .il eMai | Hoardi ng B ock
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock
] - - Distributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.228.112 |lnited Sates |[147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin vww i df . i|/1153- he/ dover. aspx B ock
66.249.73.129 |lIsrael 147.237.72. 156 [aman. i df . i | Unaut hori zed LRL Access to |ist.ips.gov.il/robots.txt Bl ock
192. 243. 55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/eitan/ pratinpirteytkufa B ock 1
. . O stributed Unaut hori zed URL Access on
109. 201. 154. 243|Netherlands ~ |147.237.77. 216 |dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
78. 250. 72. 87 France 147.237.77.216|dover . i df . i eMi | Hoar di ng B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243. 55, 135 B ock
66.249.78.236 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/robot s. t xt Bl ock
Russi an Unaut hori zed URL Access to
188. 143. 232. 11 er ati on 147.237.77. 216 |dover.idf.il wwidf.il/tenpl ates/articlel/article. in. aspx/tenpl at es/ sendt of ri end/ sendto |Bl ock 1
friend. aspx
46.19. 86. 49 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None
68.180.228.112 |lnited Sates |[147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin vww i df . i|/1381- he/ dover. aspx B ock
; . . Distributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
66.249. 73. 147 |Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed LR Access to list.ips.gov.il/list3. htm B ock 1
Unhaut hori zed URL Access to
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf .il won | aw i df . i |/ tenpl ates/ getfil e/ getfil e. aspx?fi | enane=xhl | yt ayl t anns5kb2 Bl ock 1
n¥& nf ocent eri t en¥t rue
109. 253. 139. 32 |Israel 147.237.72.166|aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
83. 166. 234. 5 RJSf;:I”ion 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74 B ock 1
66.249.78.242 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1512- he/ r ef uah. aspx Bl ock 1
Unaut hori zed URL Access to
192. 243.55. 130 |Doni ni ca 147.237.77.74 [lawidf.il w | awidf.il/tenpl ates/getfilel getfile. aspx?fil enane=xhl | yt all t anny5kb2 |Bl ock 1
n¥& nf ocent eri t en¥t r ue
66.50.194. 140 |Ruerto Rco 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Cpen Mde None 1
. . . S Untraceabl e Gonnection - Protocol violation
106. 75. 199. 201 |Chi na 147.237.72. 156 |anan. i df . i | (SSL CONN LI ENT FELLO) None 1
68.180.228.175 |[Lhited Sates [147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 175 B ock 1
208. 80. 155. 211 |lhited Sates |147.237.72.166(aka. i df.i | Ml tipl e Unaut horized Method for Known URL from 208. 80. 155. 211 B ock 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df.i |l Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx Bl ock 1
192. 243.55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 192. 243. 55. 134 B ock 1
141.212.122. 64 |Uited Sates |147.237.0.19 |[nmadimatal.idf.i|Miformed URL proxytest.znap.io: 80 B ock 1
5.29.207. 74 | srael 147.237.72. 166 |aka. i df . i | SS. Untraceabl e Qonnection - sigal gs DoS Attack None 1
83.166.234. 5 stls;;”ion 147.237.77. 170 |nmar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/kanar/gallery B ock 1
. . Uhknown Paraneter hc_| ocation in
66. 249. 78. 254 I srael 147.237.72.166|aka. i df . i | wiw aka. i df . i | / i v gi yus/ gener al . aspx None 1
] . . Distributed Lhaut hori zed URL Access on
66.180.193. 219 [Wited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
192. 243.55. 130 [Doni ni ca 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wa i df.il/english/news/ nain. stm B ock 1
] . . Distributed Uhaut hori zed URL Access on
107.178. 195. 167|thited Sates [147.237.77.216|dover.idf. il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
208. 80. 155. 211 |lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod HEAD for ww aka. i df .il/yohal an/ mai n/ nai n.asp  |Bl ock 1
66.249.78.109 |[Israel 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
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