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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3073
183. 167.86.0 Chi na 147.237.76. 42 refuah.idf.il B ock_UWp Al _Nets dr op 1
82.81.59.217 | srael 147.237.0. 33 idf.il B ock Wp Al Nets drop 1
183. 167. 86. 0 Chi na 147. 237.76. 34 yohal an. i df . i | Bl ock Udp All Nets drop 1

62. 210. 88. 189 Fance 147.237.76. 200 eitan. aka.idf.il B ock Wp Al Nets drop 1
183. 167.86.0 Chi na 147.237. 76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
82.81.59. 217 | srael 147.237.0. 34 tikshuv.idf.il B ock_Wp Al _Nets drop 1
183. 167.86.0 Chi na 147.237.76. 38 eeneitav.idf.il B ock_UWp Al _Nets dr op 1
65.181.113. 88 Lhited Sates 147.237.76. 42 refuah.idf.il Bock Np Al Net drop 1
82.81.59. 217 I srael 147. 237.0. 35 akaws. i df i | Bl ock Udp All Nets drop 1
183. 167.86.0 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il B ock_Ulp Al Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount

172. 245. 224. 226 Lhited Sates 147. 237.72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
173.199. 74. 136 |147.237.0.19 |United Kingdom |nadi matal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
172. 98. 200. 238 |147. 237. 77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.117. 208. 243 |147. 237. 77. 19 | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
i ET SCAN Behavi oral lLhusual |y fast inbound Tel net
5.222.123.191 [147.237.0.17 :%?Ju : zl 2][mc mny-kosher -kravi .idf.il Connecti ons, Potenti al Scanyor Brute Force 1
221.157.9.82 147.237.8.24 |Korea, Republic of |e.lifestyle.idf.il ET m Behavi oral .Lhusua] Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
173.199. 74. 136 |147. 237.77.179|Uni ted Kingdom |e. razi.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
173. 199. 74. 136 |147. 237. 76. 197 |Uni ted Ki ngdom  |e. hi nush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 [147.237.0.35 |United Kingdom |akaws.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.0.33 |United Kingdom [idf.il ET SCAN Potential VNC Scan 5900- 5920 1
172. 98. 200. 238 |147. 237. 77. 235 sviva.idf.il ET SCAN NMAP -sS w ndow 3072 1
123. 120. 68. 237 |147. 237.8.28 |China e.nobi | e-ks.idf.il ET SOAN Behavi oral Uhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
80. 248. 146. 42 [147.237.0.200 |Russian Federation |ndu.idf.il ET SCAN NVAP -sS w ndow 1024 1
173.199. 74. 136 |147. 237. 76. 200 |Uni ted Ki ngdom |eitan. aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
173.199. 74. 136 [147. 237. 76. 147 |Lni ted Ki ngdom  |chi nuch. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 [147.237.0.34 |Wnited Kingdom |tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33.231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrul e drop 30
46. 19. 86. 225 I srael 147.237.72. 166 [aka.i df .il Bad TCP sequence Invalid AGK nunber noni tor |17
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.234  |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. o 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 63 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 63 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or
185. 120. 126. 8 147.237.77. 233 |atal .i f i Bad TCP sequence SiNretransmt wth different oo s
W ndow scal e
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
46.19. 85. 11 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence I'nval i d ACK nunber aert
Sreamng Engine: TCP Invalid i i SSi
109.30.24.23  |wited Qates |147.237.76. 200 [eitan. aka i df il 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dr opped.
46.19. 85. 11 I srael 147.237.77. 234 |hal ag.idf.i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
Sreanmng Engine: TCP Invalid i i SSi
65.55.210. 132 |Wnited Sates |147.237.76.200 [eitan. aka i df.il 9 =g Invalid segnent retransmssion. | o 4
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
185.120.126. 8 147.237.72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
reamng Engi ne: TCP Invali i i ssi
217.132.9.8 I srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid imvalid segnent retransnissi on. drop 3
Ret r ansn ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Sreanmng Engine: TCP Invalid i i ssi
46.19. 85. 11 I srael 147. 237.77. 234 |hal ag. i df . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |Uited Sates |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
157. 55. 39, 2 Lhited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. o 2
Ret r ansni ssi on Packet dropped.
45.55. 53. 138 147.237.77. 176 |nat pash. i df .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [monitor 2
Sreaming Engine: TCP Invalid i i ssi
157.55.39.75  |wited Sates [147.237.72. 166 |aka i df. il 9 =9 Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dr opped.
185.120.126. 8 147.237.0.15 |kosher-kravi.idf.il  [Bad TOP sequence SWretransmt wth different —\oniior |2
w ndow scal e
87.69.245.217  |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 1
149.210.158. 71 |Netherlands |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |1
141.212.122.92 |Wited Sates |147.237.72.217e.idf il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
213.151. 32. 163 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.68 |Wnited Sates |147.237.77. 226 :"”‘WCha”mz'aka' Haf- T {syN At tack SYN -> SYN-ACK -> RST rej ect 1
203.127.96. 216 |S ngapore 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect
176.13.16.228 |l srael 147.237.77. 243 |mobil e.idf .i | Bad TCP sequence I'nval i d ACK nunber aert
141.212. 122, 104|Wited Sates [147.237.76. 198 |e. yohal an.idf .il Geo- | ocati on enf or cenent S;]?O'r gzi'nfn I nbound drop 1
2.54.52.47 I srael 147.237.72.166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber aert 1
141.212.122.79 |Wited Sates [147.237.77.205 |prisha.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
209. 126. 116. 147|Wnited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
87.69.245.217 |lIsrael 147.237.72.166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |1
50.16.22.126  |lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
141.212.122.98 |Uhited Sates |147.237.76.177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.69 |Wited Sates |147.237.77. 178 |e. nat pash.idf .i Geo- | ocati on enf or cenent il?olr gg‘::mon I nbound drop 1
203.127.96. 216 |9 ngapore 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
79.178.70. 43 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176.13.16.228 |l srael 147.237.77. 243 |mobi l e.idf .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
141.212.122. 105|hited Sates [147.237.76.39 |nobile.neitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.54.52.47 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |1
141.212.122.83 |wited Sates [147.237.0.17 ][”I"IV kosher-kravi.id |qy\ At ack SYN -> SYN-ACK -> RST rej ect 1
209. 126. 116. 147|Lhited Sates |147.237.72. 167 |i shuri maka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 205. 118. 203|Iraqg 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor |1
54.159.52.193 |Uhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |nonitor |1
141.212.122.99 |Uited Sates |147.237.76.177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.69 |Wited Sates |147.237.77.226 :"”‘WCha”m'aka' T T {syN At tack SYN -> SYN-ACK -> RST rej ect 1
: . SYNFACXK retransmt wth .
203. 127.96. 216 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
81.44.224.176 |Spain 147.237. 72. 167 |i shuri maka. i df . il drop SAMrul e drop 1
180. 76. 15. 20 Chi na 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 100 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 83 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 2
. - DO stributed Whaut hori zed URL Access on
77.247.181.163 [Netherl ands 147.237.77. 216 |dover. i df.i | v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
61.135.190.72 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to 147.237.0. 34/ styl e/ shared/ reset . css |B ock 1
. . . Paraneter Type Mol ati on PageNumin
37.157. 216. 94 Arreni a 147.237.77.216|dover.i df .i | wan i df . i | / 1398- en/ dover . aspx Bl ock 1
176. 13. 4. 252 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
109. 253. 212. 151 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. - Unhaut hori zed URL Access to
66.249.66. 131 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1512- he/ r ef uah. aspx Bl ock 1
. . DO stributed Uhauthorized URL Access on
188.138.9.49  |Ger many 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . DO stributed Whaut hori zed URL Access on
2.54.170.248  |Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
. . DO stributed Uhauthorized URL Access on
150.70.173.7  [Japan 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- hel dover . aspx. B ock 1
90. 149. 223.93  [Nor way 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to vw i df.il/894-en/idf gdover.aspx |B ock 1
. . . . Unaut hori zed URL Access to
61.135. 190. 197 |[Chi na 147.237.0.34 |tikshuv.idf.il 147 237.0. 34/ styl ef shar ed/ | ayout dev. css B ock 1
. . . Paraneter Type Molation SortDr in
37.157. 216. 94 Arreni a 147.237.77.216|dover.i df .i | wan i df . i 1/ 1398- en/ dover . aspx Bl ock 1
. - O stributed Whaut hori zed URL Access on
176.31.191.26  |France 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . Unaut hori zed URL Access to
133.130. 58. 190 |Japan 147.237.77. 216 |dover.idf .il 147. 237. 77. 216/ 1133- 18485- he/ dover . aspx Bl ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to waw idf.il/error. htm B ock 1
188. 143. 232. 11 R‘SIS:;”i o 147. 237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 188. 143. 232. 11 B ock 1
61.135.190.69 |China 147.237.0.15 |kosher-kravi.idf.il [Wauthorized URL Access to 147.237.0. 15/ B ock 1
37.157.216.94 |Arnenia 147.237.77.176 |nat pash. i df . i | Paranet er Type Vol ation Pagehumin Bl ock 1
waw cogat . i df . i | /1038-en/ cogat . aspx
157. 55. 39. 2 Whited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
] . - O stributed Whaut hori zed URL Access on
107.178.194.79 |Wnited Sates  [147.237.77.216 |dover. i df .| v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
. . ; . Unhaut hori zed URL Access to
61.135.190. 198 |China 147.237.0.34 |tikshuv.idf.il 147, 237. 0. 34 shar ed/ ¢l i ent scri pts/j query. pl ugi ns/ sl i der.j s B ock 1
. . Unaut hori zed URL Access to
185. 120. 126. 8 147.237.72. 156 |anan. i df . i | v anen. i df i 1/ htt ps: / v anan. i df i1/ B ock 1
37.157.216.94 |Arnenia 147.237.77.216|dover.idf .i | Parameter Type Mol ation lang in waidf.il/1398-en/dover.aspx |B ock 1
_ www. chamat z. aka. i d ,
141.212.122.64 |lLhited Sates 147. 237.77. 226 £l Mil tiple Mal fornmed URL from 141. 212. 122. 64 Bl ock 1
68.180.228. 112 |Wnited Sates  [147.237.77.216 [dover.idf.i| Paraneter Type Mol ation PageNumin B ock 1
waw i df . i1 /1153- he/ dover . aspx
] . - DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
61.135.190.69 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ 960. css |B ock 1
. . . Paraneter Type Mol ation SortDr in
37.157.216.94 |Arnenia 147.237.77. 176 [mat pash. i df . i | v cogat . i df . i |/ 1038- en/ cogat . asp Bl ock 1
157.55. 39. 75 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
; . . O stributed Whaut hori zed URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover.idf .i | v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
61.135.190.200 |China 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock
185. 120. 126. 8 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ Bl ock
- - Unhaut hori zed URL Access to
46.19. 85. 11 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
141.212.122.64 |Uhited Sates  |147.237.77.235|sviva.idf.il Mal formed URL proxytest . zmap. i o: 80 B ock
68.180.231.40 |lhited Sates |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df . i | /540-he/ pat zar/ aspx |B ock
] . - DO stributed Whaut hori zed URL Access on
208.184.112.74 |lhited Sates  [147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to
61.135.190.71 |[China 147.237.0.34 |tikshuv.idf.il 147. 237. 0. 34/ shared/ cl i ent scri pt s/ j query/ j query. nyr onodal - 1. 6. 2 |B ock 1
.js
. . . Paraneter Type Mol ation lang in
37.157. 216. 94 Arreni a 147.237.77. 176 |nat pash_ idf.il wa cogat . i df . i | / 1038- en/ cogat . aspx Bl ock 1
163. 44. 148. 252 |Japan 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 65. 12. 166 |l srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
61.135. 190. 200 |Chi na 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/text. css |B ock 1
185. 120. 126. 8 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |B ock 1
46. 19. 85. 234 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 1
. - DO stributed Whaut hori zed URL Access on
150.70.173.5  |Japan 147.237.77. 216 |dover.idf .il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
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