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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  [Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3090
85. 25. 235. 155 Ger many 147.237.0. 34 tikshuv.idf.il |Frk_Under Attack_Con_Tcp drop 2
146. 185. 239. 100 Russi an Federation 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |S gnature Devi ce Action |Oount |
185. 130. 5. 207 147.237.76. 147 |chi nuch. aka. i df . i | [20086: HTTP. Mii ebl ackcat Security Scanner B ock 1
23.94.153.178 |thited Sates 147.237.77.216 |dover.idf.il 20085; HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
69. 30. 205. 218 Lhited Sates 147.237.77.216 |dover.idf.il C1000106: HTTP. maj estic bot B ock 1
185. 130. 5. 207 147.237.76. 147 |chi nuch. aka. i df . i | [20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry Signature

195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
168. 62. 238. 153 [147.237.8.50 |Lhited Sates e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024

106. 75. 199. 201 [147. 237. 77. 234 |Chi na hal ag. i df.il MAPAO_E Apac'he mod_ss| non-SSL connection to SS 1

port denial of service attenpt
61.149. 161. 186 [147.237.0.16 |China ny-kosher-kravi.idf.il |GPL SCAN nmap TCP 1
46.60.28.188  |147.237.77.19 |FASStnNan Territory, | vt o umidr. il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gceupi ed Gonnections, Potential Scan or Brute Force
186. 170. 40. 90 [147.237.0.34 |Col onbi a tikshuv.idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

23.94.153.178 |147.237.77.216|lhited Sates dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
183. 60. 252. 84 |147.237.8.14 |China e.orchot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
173.199. 74. 136 |147. 237. 77. 226 |Uni t ed Ki ngdom v chanat z. aka. i df . il |[ET SCAN Pot ential VNC Scan 5900- 5920 1
173. 199. 74. 136 [147. 237. 76. 177 |Lni t ed Ki ngdom ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 [147. 237. 76. 39 |Uni ted Ki ngdom nobi | e. nei tav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
165. 215. 209. 15 [147. 237. 77. 216 |Lnited S ates dover.idf.il Tehila - Perl LW with fake user agent 1
91. 201. 236. 114 [147. 237. 77. 176 |krai ne nat pash. i df .| ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 [147.237.0.35 |lnited Sates akaws. i df i ET SCAN NMAP -sS wi ndow 3072 1
40.115.58. 160 |147.237.77.179|lhited Sates e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 207 |147. 237. 76. 147 chi nuch. aka. i df .i ET WEB SERVER Mii ebl ackcat scanner 1
183. 60. 252. 84 |147.237.8.14 |China e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
173. 199. 74. 136 [147. 237. 76. 200 |Uni t ed Ki ngdom eitan. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173. 199. 74. 136 [147. 237. 76. 148 |Uni t ed Ki ngdom ggcenter. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

176.31.117.76 |France 147.237.77.176 |matpash.idf.il  |drop First packet isn't SN drop 727
Sreaning Engine: TGP Invalid i i ssi

66.249.78.146 |United Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransnission. drop 50
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

84.228. 144. 160 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. drop 36
Ret r ansm ssi on Packet dropped.

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

93.172.191. 215 |israel 147. 237.72. 166 |aka. i df . Bad TCP sequence i;';e“ansmt wth different wndow| oo |14

84.228.222.189 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 13
Sreamng Engine: TCP Invalid i i ssi

70.211.142. 175 |Wited Sates [147.237.77.216 |dover.idf.il 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.

46. 19. 85. 22 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 11

46.19. 85. 22 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 11

89.138.10. 124 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

195. 60. 232.57 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi

85.64.191.172  |Israel 147. 237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransnission. drop 8
Ret r ansni ssi on Packet dropped.

84.110. 84. 61 I srael 147.237.77. 176 |matpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout alert

84.110. 84. 61 I srael 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect

. . SYN+AK retransmit with different .

84. 110. 84. 61 I srael 147.237.77.176 |matpash.idf.il  |Bad TCP sequence i ndow scal 6 noni t or 7
Sreanming Engine: TCP Invalid i i ssi

46.117. 4. 38 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 121 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TQP Invalid i i ssi

79.183.116. 167 |Israel 147.237.76. 200 |ei tan. aka.i of il g =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

213.8.204.67  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.

46.19. 85. 121 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi

66.249.69.93  |Uited Sates [147.237.72. 166 |akaidf . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

59.95.7.188 I'ndia 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TQP Invalid i i ssi

84.228.240.88 | srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

195. 60. 232. 57  |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

195. 60. 232. 57 |Israel 147.237.77. 176 |matpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

46. 19. 86. 212 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5

195.34.150.18 |Austria 147.237.77. 216 |dover. i df .| B ock HTTP Non Conpli ant Fai l ed to handl e connection data monitor |4

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

192. 0. 81. 57 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 3
Sreaning Engine: TCP Invalid i i ssi

149.78.236.9 | srael 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.

86. 153. 151. 93 z‘;;gom 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3

188. 120. 148. 141|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi

5.28.182.254  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.177. 145. 176 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmission. drop 3
Ret r ansni ssi on Packet dropped.

94.230.86.186 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

37.26.148.212 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109.66.42.74  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.179.178.33 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnssion. drop 3
Ret r ansni ssi on Packet dropped.

185.3.147.236 |l srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi

46.19.86.76  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.

89.138.10. 124 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3

: . . . instant nessenger pattern found, .

40.78.146.128 |Uhited Sates |147.237.0.34 |tikshuv.idf.il I nstant Messengers appl i cati on: Skype noni t or 2

5.22.129. 63 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or 2

109. 226. 15.43 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 2

89.138.10. 124 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2

5.22.129.121 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 2

31.210.188.45 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

46.19. 86. 114 I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2

89.138.10.124 I srael 147.237. 77. 216 |dover . i df . i Bad TCP sequence Ws.'n]dﬁsrcij ;ansmt wehdifferent  opitor  f2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.121. 93. 65 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 46
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 25
79.177.145.176 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code B ock 15
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 78. 146 B ock 8
46.120.140.58 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 4
66. 249. 69. 93 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
109. 253. 206. 27 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
. . Unaut hori zed Met hod HEAD for
109. 67.157. 34 |l srael 147.237.72. 166 |aka. i df . i | vow aka i f i 1/ mai n/ home/ def aul t . aspx B ock 2
80. 246. 136. 179 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
. . Paraneter Read Only Molation in
149.78.59. 238 | srael 147.237.72. 166 [aka. i df . i | aka.idf.il/nai n/sachar/registrationw zard/ regi ster. aspx None 2
m ny- kosher - kr avi . _ _
109. 253. 200. 52 |l srael 147.237.0. 17 Pdf il Dstributed I11egal Paraneter Encodi ng None 2
. . . Unaut hori zed URL Access to
109. 253. 205. 26 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 2
107.181.184.95 |Uhited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
176. 228. 154. 211 |l srael 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/pdf/files/3/111883. pdf  |B ock
. . DO stributed Whaut hori zed URL Access on
5.102. 253. 14 | sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77, 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
79.182. 8. 242 I srael 147.237.77.243|nobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 1
199.30.25.161 |Uited Sates [147.237.72.166|aka.idf.il Uhtraceabl e S Sessi ons: sigal gs oS Attack None 1
46.116. 204. 103 |Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - Qpen Mde None 1
114.98.226.56  [China 147.237.77. 176 [nat pash. i of . i | Mil tiple Unauthorized URL Access from 114. 98. 226. 56 Bl ock 1
. . . SS. Lhtraceabl e Gnnection - Protocol violation
106. 75. 199. 201 [Chi na 147.237.77.234|hal ag. i df . il (SSL OONN LI ENT FELLO) None 1
. - Unaut hori zed URL Access to
66.249.78.248 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 7/ 2617. | pg B ock 1
217.174. 237. 235(Tur kneni st an [147. 237. 77. 216 [dover.i df .i | Parameter Type Molation idin wwidf.il/1294-en/ dover. aspx B ock 1
, m ny- kosher - kr avi . _
61.135.190. 71 Chi na 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
. . D stributed Uhauthorized URL Access on
185. 101. 107. 189 147.237.77. 216 |dover.i df .| v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
109. 67.217. 131 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
38.111.147.88 |lhited Sates |147.237.77.176 |nat pash.idf . il Mil tipl e Unauthorized URL Access from 38.111.147. 88 Bl ock 1
; . . O stributed Whaut horized URL Access on
204.13.200. 200 |thited Sates |147.237.77.216 |dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bock |1
46.117.4.38 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code B ock 1
2.54.174.80 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] - . DO stributed Whaut hori zed URL Access on
107.178.194. 79 |lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
79.176.1. 84 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
. ; O stributed Whaut horized URL Access on
185. 101. 107. 189 147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bock |1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock
38.111.147.88 |lhited Sates [147.237.77.176|nat pash.idf.il Unaut hori zed URL Access to waw cogat . i df.il/894-he Bl ock
85.64.191.172 |[Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 1
] - . DO stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bock |1
149. 78.194. 135 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
5.22.129. 237 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
’ . . D stributed Uhauthorized URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bock |1
. . Unaut hori zed URL Access to
79.177.28.156 |Israel 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i |/ mai v gi yus/ kx§i osk/ ki osk. aspx B ock 1
190. 109. 225. 186|Bdlivia 147.237.77. 216 |dover . i df .i | Paraneter Type Mol ation lang in wanidf.il/1283-en/ dover. aspx B ock 1
. . . Unaut hori zed URL Access to
66. 249. 69. 30 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1874 B ock 1
Unaut hori zed URL Access to
wawy, i df . i |/1133-19190- he/ dover . aspxx3 (3 A& A (3 432 A 468
40. 77. 167. 42 Lhited Sates |147.237.77.216|dover.idf.il CALCA 3G EPA G acsG AP a3 A B AP A G acs AcPa€  |B ock 1
S A G B A G aesG AL G agsC At x3 G B A (3 a3 As (3 A€8
& Ay,
87.68.156.229 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessions: sigal gs oS Attack None 1
212.76.112.107 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.78.236 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ nav. css B ock 1
46.120.144.77 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
. . Paraneter Read Qnly Molation in
176. 13. 6. 227 I srael 147.237.72. 166 |aka. i df . i | vw aka i dff i 1/ mai n/ sachar /£ or got passwor d. aspx None 1
5.29.122.50 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/undefi ned Bl ock 1
194. 72.238. 241 z‘;;gom 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/xyzzy Bl ock 1
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