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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 73. 198 | srael 147.237.77.170 naarachot . i df .i| TCP handshake viol ation, first packet not syn |drop 4918
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3240
66. 249. 79. 41 | srael 147.237.77.170 naar achot . i df .il TCP handshake viol ation, first packet not syn |drop 2910
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 4

66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3

66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3

5. 175. 26. 46 Ger nany 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
198. 20. 70. 114 Lhited Sates 147.237. 76. 148 ggcenter.aka. idf.il|B ock Wdp All _Nets dr op 1

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1

66. 249. 81. 215 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1

5. 189. 169. 158 Ger nany 147.237.76. 197 e hinush.idf.il B ock Np Al _Net drop 1

66. 249. 81. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock_UWp Al _Nets drop 1
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41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
106. 79. 129. 35 147.237.0. 34 I ndi a tikshuv.idf.il GPL SCAN nmap TCP 3
66.249. 73. 198 147.237.77.170 |Lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 2
37.26. 149. 202 147.237.0.19 I srael nedi matal .idf.il |ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
37.26. 149, 232 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
212.179.227.181 |147.237.8. 46 I srael e. chi nuch. i df .i ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 114 147.237. 8. 28 Wkrai ne e.nobi | e-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
85. 64. 57. 25 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 137. 19 147.237.72.166 |Israel aka idf.il portscan: TCP D stributed Portscan 1
64.2.184. 130 147.237.77.216 |Wnited Sates dover.idf.il portscan: TCP Distributed Portscan 1
37.142.230. 138 147.237.77.216 |Israel dover . idf.il portscan: TCP D stributed Portscan 1
213.8.204.10 147.237.72.166 |Israel aka idf.il portscan: TCP D stributed Portscan 1
199.191.56.188  [147.237.77.205 [Uited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 4096 1
85. 65. 139. 130 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
84.109. 49. 191 147.237.72.166 |Israel aka idf.il portscan: TCP D stributed Portscan 1
79. 182. 229. 254 147.237.72.166 |Israel aka idf.il portscan: TCP Distributed Portscan 1
66. 249. 69. 42 147.237.72.166 |Wnited Sates aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

country ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TGP Invalid i i ssi
84.95.217.152 |israel 147. 237. 76. 147 |chi nuch. aka. i df . i 9 =g Invalid segnent retransmssion. drop 96
Ret r ansm ssi on Packet dropped.
89.139.187.63 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence fzg;e”ans"“ with different wndowl oo [as
66.249.81.212 |Wited Qates  [147.237.77. 216 |dover.idf. il dr op thexpect ed post SYN packet - RST | o, 31
or SYN expect ed
66.249.81.212 |Lhited Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 26
66.249.81.212 |lhited Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber monitor |26
66.249.81.212 |Wited Sates [147.237.77. 216 [dover.idf.il Bad TCP sequence alert 25
66.249.81.212 |[nited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 25
66. 249, 81. 215 |SSIan 147. 237. 77. 216 |dover i df . Bad TCP sequence Sretransmt with different window), o, 22
Feder ati on scal e
Russi an S SYNretransmt wth different wndow| .
66.249.81.215 | - . 147.237. 77. 216 |dover.i df .il Bad TCP sequence ocal e monitor |22
reamng Engine: TCP Invali i i ssi
176.13.10.30 |Israel 147.237.77. 243 |nobil e. i f . Streamng Engi ne: TCP alid invalid segnent retransnission drop 22
Ret ransni ssi on Packet dropped.
37.142.68.39 |[Israel 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 18
66.249.81.212 |Wited Sates  |147. 237. 77. 216 |dover. i df . Bad TCP sequence i;;e”ansm't with different wndowl oivor |16
66.249.81.212 |Wnited Sates  [147.237.77. 216 |dover.idf. il Bad TCP sequence S retransmt with different wndowl o 16
46.19.85.161 [Israel 147.237. 72. 166 |aka. i of . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .il drop First packet isn't SWN drop 12
46.19. 85.9 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 12
66.249.81.218 |[Wnited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence aert 12
Sreaning Engine: TGP Invalid i i ssi
79.183. 180. 89 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
46. 19. 85.9 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |12
66.249.81.218 |lhited Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence monitor |11
66.249. 81.218 |Wnited Sates  [147.237.77. 216 |dover.idf. il drop thexpect ed post SYN packet - RST | o, 10
or SYN expect ed
94. 230. 86. 228 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 10
Russi an C e Unexpect ed post SYN packet - RST
66.249.81.215 | - o 147.237. 77. 216 |dover.i df .il drop or SVN expect ed drop 10
66. 249. 81. 215 RF;Z:::} o 147. 237.77. 216 |dover. i df . i Bad TCP sequence Inval i d ACK nunber aert 10
66.249. 81, 215 |SSian 147. 237. 77. 216 |dover. i of .| Bad TCP sequence Invalid ACK nunber moni tor |10
Feder ati on
Sreamng Engine: TGP Invalid i i ssi
213.8.204.38 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion drop 9
Ret r ansm ssi on Packet dropped.
84.228.78.60 |Israel 147. 237. 72. 156 |aman. i df .| Bad TCP sequence ig;e”ansm't with different wndowl.oivor o
76.21.157.243 |lhited Sates 147.237.77. 176 |nat pash.i df .i | dr op First packet isn't SYN drop 9
37.142.68.39 |[Israel 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
41.33.231.90 |Egypt 147.237.77. 216 [dover.i df i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 8
66.249.81.218 |Lhited Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 8
66.249.81.218 |lhited Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |8
46. 19. 86. 37 I sr ael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence I'nvalid ACK nunber monitor |7
5.102.218.91 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
85. 65. 149. 230 |l srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
46.19. 85. 21 I sr ael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber alert 6
37.26.149.202 |[lsrael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence nmoni t or 6
46.19.85.189  [lsrael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber aert 6
Sreaning Engine: TCP Invalid i i ssi
194.90.89.5  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansn ssi on Packet dropped.
46. 19. 85. 21 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber noni t or
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop
46.19.85.189 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TGP Invalid i i ssi
66.249.66.95 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
46.19.85.161 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
66.249.81.218 |Wited Sates  |147. 237. 77. 216 |dover. i df . Bad TCP sequence fzg;e”ans"“ with different wndowf o ¢ 6
Sreaning Engine: TGP Invalid i i ssi
93. 172. 232. 207 |I srael 147. 237.77. 243 |nobi l e. i f . | 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
66.249.81.218 |Wited Sates  |147. 237. 77. 216 |dover. i df . Bad TCP sequence fzg;e”ans"“ with different wndowl o ivor |6
Sreaning Engine: TGP Invalid i i ssi
109.67.52.10 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
84.228.194. 119 || srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
37.26.149.202 |lsrael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence alert 6
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46. 19. 85. 42 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 123
46. 19. 85. 42 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 119
37.26.149.202 [israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 103
217.132.120.38 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 95
79.183.191.30 | srael 147.237.0.34 |tikshuv.idf.il ;g?ll\s?ylg, ége Sane Response (bde (404) in Session from g o 87
185. 32.179. 233 |l srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response CGode B ock 79
37.26.149.202 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 76
37.26.147.157 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 45
37.26.147.253 |Israel 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response CGode B ock 36
2.54. 8. 149 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 32
46.19. 85. 42 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 20
176. 13. 10. 30 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 11
46. 19. 86. 218 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 9
37.26.147.229 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 9
217.132.120.38 [Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 7
46. 19. 86. 188 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
80.246.136.97 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.147.181 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66.249.78.159 |[Israel 147.237.77.216|dover.i df . il Mil tipl e Lhaut hori zed URL Access from 66. 249. 78. 159 Bl ock 3
149. 88. 150. 189 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.228.194.119 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
95.86.98.161 | srael 147.237.72.166 |aka. i df . i | g’g' ;ie‘:"'gzlLfgft hori zed Method for Known LR from B ock 2
46.19. 85. 130 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
79.183.149.36 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 2
85. 64.150.121 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
69.171.231.226 [lLnited Sates [147.237.72.166|aka.idf.il Post Request - Mssing Qontent Type B ock 2
5.29.54. 42 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 2
79.179.0. 186 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
204.13.200.200 |United Sates [147.237.77. 216 |dover. i df .| D stri buted 1T§;f;§ggg?ﬂef:;’v§°_fsspf” B ock 2
213.57.134.162 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
107.178.194.87 |Uited Sates |147.237.77.216|dover. i df .il b stri uted li“;;f;;;gfk%ﬁ‘fﬁp;” Bl ock 2
2.54.178. 170 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
66.249.78.97  |israel 147.237.72. 166 |aka. i df . i | ﬂi‘“tzggr ;;?isﬁmﬁ‘;zf?ut;gener al . aspx B ock 1
157.55.39.119 [lhited Sates |147.237.77.176|nat pash.idf.il PHP Attenpt Bl ock 1
46.19.86.195 |israel 147.237.0.17 n?|ny kosher -kravi . i df Mitiple Illegal Paraneter Encoding from46. 19. 86. 195 None 1
115. 239. 110. 231 |Chi na 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to / B ock 1
40.77.167. 42 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1137-he/ dover B ock 1
66.249.81.215 |[Israel 147.237.77.216|dover.idf . il Dstributed URL is Above Root Directory B ock 1
208.184.112.74 |Uited Sates [147.237.77. 216 |dover. i df .| D stri buted 1T§;f;§;gi?ﬂef:;’v§°_fsspf” B ock 1
66. 249. 78. 166 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-ar B ock 1
5.102.218.170 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
89.31.57.5 Italy 147.237.77. 216 |dover . i df . | 111 1155, 25636 nel dover. s B ock 1
84.94.170. 18 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized URL Access from 84.94.170. 18 B ock 1
66.249.65.12  |Israel 147.237. 72. 166 |aka. i df . i | ﬂ?‘_"zg(;r_i7zfdlggfgxﬁslsfotrﬁ 1 asp! showf or um asp Bl ock 1
157.55.39.2 Uited Sates |147.237.72.166aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
2.54.31.8 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.181.109. 190 |[Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 1
213.57.208.197 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
109. 64. 195. 35 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ mai ngsachar B ock 1
37.26.147.254 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
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