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01-07-2016-20:04:06 to 01-07-2016-21:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3053

66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 66
79.176.0. 16 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6

52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1




01-07-2016-20:04:06 to 01-07-2016-21:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action ‘Count
23.94.153.178 Lhited Sates 147.237.76. 42 refuah.idf.il [20086: HITP. Mi ebl ackcat Security Scanner B ock 1
61.135. 189. 97 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1




01-07-2016-20:04:06 to 01-07-2016-21:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
98. 119. 105. 221 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
98.119. 105. 221 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN NVAP -f -sS 1
98.119. 105. 221 147.237.76. 199 Lhited Sates e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
82. 81. 163. 6 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1




01-07-2016-20:04:06 to 01-07-2016-21:04:06

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Bngine: TQP Invalid i i ssi

79.183.180.89 |israel 147, 237. 76. 200 |ei tan. aka. i df .1 9 59 Invalid segment retransmssion. |, 54
Ret r ansni ssi on Packet dr opped.

185.99. 32. 2 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |41

88. 71. 239. 67 Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 41

185.99.32. 2 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber alert 34

s SWNretransmit wth different .
80. 246. 130. 85 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e moni tor |31
46.133.101.87 |Wraine 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFACK retransnit W th moni tor |13
di fferent w ndow scal e

46. 19. 85. 61 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 12

46. 19. 85. 61 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreanming Engine: TCP Invalid ' i ssi

66.249.66.39  |Uited Sates |147.237.77. 234 |halag.idf.il 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.

2.54.62.113 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11

203. 133. 169. 168 g;ﬁaic of 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11

2.54.62.113 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 10

212.179.9.245 |lIsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |10

2.54.62.113 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 10

2.54.62. 113 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 10

2.54.62.113 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreanming Engine: TCP Invalid ' i ssi

2.54.176. 95 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.

46. 133.101. 87 |lkrai ne 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop

41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor

) o SYN+ACK retransmt with .

109. 64. 161. 200 |l srael 147.237.0.19 |nadi matal .idf.il Bad TCP sequence differert vindow scal e nonitor |8

2.54.160. 24 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect

109. 64. 161. 200 |l srael 147.237.0.19 |nadi matal.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

77.125.6.199  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.

reamn ine: TCP Invali i i ssi

79.180.205.82 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.

77.125.111. 137 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval id ACK nunber nonitor |6
Sreaning BEngine: TQP Invalid i i ssi

2.52. 44. 29 I'sr ael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.

e SYNretransnmit wth different .
176.13.15.178 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal nonitor |6
156. 109. 18. 122 |Eur ope 147.237.72. 167 |i shuri maka.idf . il drop First packet isn't SN drop 6

Sreaming Engine: TCP Invalid ' i ssi
109.67.31.34  |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
109. 64. 161. 200 |l srael 147.237.0.19 |nadimatal.idf.il drop First packet isn't SYN drop 6
93.172.166. 144 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6
213. 8. 204. 50 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber nonitor |6
46. 19. 85. 248 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaning BEngine: TCP Invalid i i ssi
80. 178. 218. 160 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.148.246 |Israel 147.237. 77. 243 |robi | e i df . | 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
84.108.183.15 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 82 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACGK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
79.183.26.247 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segrent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
84.108.183.15 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber nonitor |6
92.109. 213. 179 |Net her| ands 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 5
213.8.204.50 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 5
85.130. 253. 162 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
109. 64. 161. 200 |l srael 147.237.0.19 |nmadi matal.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
2.54.180. 204 I srael 147.237.77. 243 |mobi l e.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Feiled to hand e connection data |monitor |4
Sreanming Engine: TCP Invalid i i ssi
93.172.155.34 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
46.120. 185. 253 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
203. 133. 169. 166 g‘j‘;‘iic i |147.237.77.226 "f"l‘“ha”atz' aka. Tdl 1o At ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 248 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 86. 204 I srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect




01-07-2016-20:04:06 to 01-07-2016-21:04:06

|Top Attackers In V\AF|

A tacker

Attacker Address ‘Target Address |Site dgnature Devi ce

‘Count

Country Action
31.168.29.66 | srael 147.237.0.19 |nadimatal .idf.i gi?l'\gfyzge;éhe Sane Response (bde (404) in Session from Bl ock 357
87.68. 146. 51 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 246
31. 168. 29. 66 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 179
31.168.29.66  |Israel 147.237.0.19 |nadimatal .idf.i ;‘f_’l'\é%'?yzgolfeéhe Sane Response (bde (403) in Session from Bl ock 150
87. 68. 146. 51 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 115
87.68.146. 51 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
79.182.107. 232 |Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 76
46.19. 86. 218 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 63
79.181.12.12 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 43
109. 64. 161. 200 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 27
2.54.29. 218 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 22
37.26.149.202 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
109. 253. 144. 106|1 sr ael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 12
2.52.7.104 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode Bl ock 11
92.109. 213. 179 |Net herl ands 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock
80. 246. 136. 172 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
176.13. 14. 243 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode Bl ock
79.183.217. 245 | srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?rd'fz?? | t:_egpgrcyisem(;res/l st ehi | ddocunent <) 1465 Bl ock 3
109. 253. 214. 19 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
87.69. 172. 57 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
2.54.171. 144 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.180. 168. 234 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
79.183.26.247 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 2
84.108.49.201 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 64. 161. 200 |l srael 147.237.0.19 |madimatal .idf.i|Miltipl e Untraceabl e SSL Sessions from 109. 64. 161. 200 (Qpen Mode) None 2
85. 65. 8. 94 I srael 147.237.76.31 |nakchal .idf.il [Unauthorized HTTP Met hod B ock 2
46.121.13. 15 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.111.242. 143 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.19. 85. 50 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
107.178.194.87 |United Sates |147.237.77.216|dover. i df .|| D stri outec 1?;;}2;;5?&%&??:&” B ock 1
80.246.130.85 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css Bl ock
79.177.179.75  |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
204.13.200.200 |United Sates [147.237.77.216 |dover. i df il D stri putec ll‘f;;_t;;’é;gf’ﬂeﬁvﬁfzspzn B ock 1
5.102. 253. 40 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.78.95  |[Israel 147.237.77. 216 |dover . i df . i | D R o oL el dover aspx B ock 1
173.252.89.56 |lhited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
85. 65. 8. 94 | srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/8/ B ock 1
84.108.169.10 |[Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
46.117.42.85 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 65. 208. 73 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
93.172.128.97 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
79.181.55.225 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
212.179.21.194 [Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
2.54.128.115 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
87. 68. 69. 88 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wawidf.il/error. htm Bl ock 1
68. 180. 230. 226 |Wited Sates |147.237.77.216|dover.idf.il D stributed Whaut horized URL Access on 147.237.77. 216/ robot s. t xt B ock 1

Uhknown Paraneter catld in
176. 13. 23. 74 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ f avi con. g [None 1
i f

46.121. 203. 118 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ favi con.ico Bl ock 1
109. 253. 214. 99 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
84.228.176.102 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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