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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 3087
109. 200. 30. 168 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 5
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
86. 108. 108. 96 Jor dan 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
220.174.19.37 |147.237.72.217|Chi na eidf.il ET SCAN Potential SSH Scan 2
66.249.81.129 |147.237.72.166|lhited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
85. 65. 239. 10 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
220.174.19.37 |147.237.76. 196 |Chi na e.sviva idf.il ET SCAN Potential SSH Scan 1
79.183.148. 100 |147.237.72.166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
220.174.19.37 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
61 238. 80. 29 147. 237.76.34 |Hong Kong yohal an.i o1 ET SIJAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
213.151. 44. 117 |147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
180. 150. 177. 188|147. 237. 8. 46 |Chi na e.chinuch.idf.il [ET SCAN NMAP -sS w ndow 1024 1
121. 40. 195. 144 |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 76. 201 |Canada e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
220.174.19.37 |147.237. 76. 200 |Chi na eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
89.139.191.48 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
220.174.19.37 |147.237.76. 197 |Chi na e. hi nush. i df .i | ET SCAN Potential SSH Scan 1
84.228.57.154  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
220.174.19.37 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
220.174.19.37 |147.237.76.39 [China nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
50,126 244. 74 |147. 237 0.33  |Tai ven il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
220.174.19.37 |147.237.72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover . idf.il portscan: TCP O stributed Portscan 1
106. 75.199. 201 |147.237.0.15 |China kosher-kravi .idf.il MAPM Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
220.174.19.37 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.77. 176 |Net her| ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
220.174.19.37 |147.237.76.198|hi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
91.183.57. 12 Bel gi um 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
79.177.203.190 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 34
84.228.78.60  |Israel 147. 237. 72. 156 |anan. i df .i Bad TCP sequence mdﬁr::;”lt wth different moni tor |27
79.179.96.14  |israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segrent retramsmission. | oo 27
Ret ransm ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 24
166.127.1.182 |wited Sates |147. 237. 77. 226 f“:"l"“hamz'aka'idf drop First packet ism't SWN drop 19
109. 67. 106. 179 [ srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 12
Ret ransn ssi on Packet dr opped.
85. 64. 35. 39 I sr ael 147.237.77. 243 |robi | e. i of .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
66.249.66.90  |lited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransnission drop 10
Ret ransn ssi on Packet dr opped.
109. 65.26. 113 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dr opped.
2.54.63.164 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 8
62. 128. 48. 46 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 8
79.182.110. 139 |Israel 147.237.77. 233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
176.13.5. 90 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 8
85.130.173.12 | srael 147.237.77. 234 |hal ag.i of . Bad TCP sequence mdgstvrf:;”lt wth different monitor |8
176.13.5.90 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
85. 130. 253. 162 |l srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect
149.78.15.122 |Israel 147.237.77. 216 |dover. i df il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect
79.183.164. 221 |Israel 147. 237. 77. 216 |dover i of .i Bad TCP sequence mdr(svr;n;"lt vith different moni tor |7
85.130. 253. 162 |l srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.86.198  |israel 147. 237.77. 243 |mobi le. i f . i Streaning Engine: TCP Invalid finvalid segnent retramsmission. | o 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 243 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
46. 19. 85. 252 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber monitor |6
91.200.12.141 |Wkraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
46.19. 85. 78 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 6
217.132. 135. 246|l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 54 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
149.78.247. 169 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
149.78.172. 18 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
217. 132. 135. 246|l srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 54 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber monitor |6
193.106.52. 33 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 85. 44 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
85.130.173. 12 | srael 147.237.77. 234 |hal ag.idf .il dr op Frst packet isn't SN drop 6
2.54.63. 91 I srael 147.237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransn ssi on Packet dr opped.
46. 19. 85. 252 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 44 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber monitor |6
46. 19. 85. 243 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 5
213. 8. 204. 85 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 243 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber monitor |5
5.102.254.221 |l srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
94.230. 86.198 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 85. 243 I 'srael 147.237.72. 167 [i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 5
77.127.152. 187 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
149. 88. 132. 247 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
213.8.204.85 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5
46. 19. 85. 243 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
193.106.52. 33 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.179.129. 111 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 266
37.26.148.166 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 70
109. 253. 131. 178]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 48
2.54.30.52 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 36
79.182.198. 169 |lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 18
80. 246. 136. 249 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 15
188. 242.107. 124 :ZZ::E on 147.237.72. 166 [aka. i df . i | mu;(h:ri Id???l /’\':Te;ihn(;dgi ?Zg gj\tsh;rzri cat i onser vi ce. asnx/ get aut huser Bl ock 14
87.69. 172. 57 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 12
85. 64. 35. 39 I srael 147.237.77.243|nobi | e. i df . i | O stributed Uhaut hori zed URL Access on nobi | e. i df . il/sachar/i ndex B ock 7
2.54.157. 128 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
46. 19. 85. 59 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 5
77.125.163.87 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wawv aka.idf.il/main/ Bl ock 5
109. 253. 219. 43 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.181.180.189 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
37.26.149.159 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 3
79.182.107. 144 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
212.76.112. 154 [israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized URL Access from 212. 76.112. 154 B ock 3
109. 64. 161. 200 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 3
85. 64. 35. 39 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CQode B ock 3
79.180. 165. 235 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storage/files/9/ B ock 3
66.249.78.159 |[Israel 147.237.77.216|dover . i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 159 B ock 2
107.178.194.83 |Uited Sates  [147.237.77. 216 |dover. i df il (D S!1oUeC 1?:;}:;;5?&%\/’?21}2” B ock 2
46.19. 86. 194 I srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut horized URL Access from 46. 19. 86. 194 B ock

109. 253. 213. 115]I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode B ock
204.13.200.200 |Uited Sates  [147.237.77. 216 |dover i df. il (D S!1DUeC 1?;;}:;&;;?&%\2??;{;” B ock 2
46.19.86.194  |Israel 147.237.77. 243 |nobi | e. i df . i | nﬂ;”lt:?réfsz , g;‘eggrcye;m e/l st chi | ddocument s/ 1362 Bl ock 2
149. 88. 83. 74 I srael 147.237.77. 216 |dover . i df .i | O stributed Lhaut hori zed URL Access on wwwidf.il/https:/wawnidf.il/ |B ock 1
80.74.124.132 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
213.57.168.97 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: CQpen Mde None 1
5.29.142.13 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
107.178.195. 171|Wited Sates  |147. 237. 7. 216 |dover . i df . i | Dstri buted 1T§;f;§g;§?ﬁe%vpecrc_f:p;” Bl ock 1
79.178.209.86 | srael 147. 237.72. 166 |aka. i df . i | (SSSLSET égflila_bggpcﬁngic;li gll_-Dz‘T(XffE())lCI\-lliA?\llCa:‘i_; on None 1
195. 154. 194. 111|France 147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover . i df .i | Unaut hori zed LRL Access to www i df.il/newsitelfrench/ B ock 1
176.13. 4. 98 I srael 147.237.77.243|nobi l e. i df . i | D stributed Lhaut hori zed LRL Access on nobil e.idf . il/nekudot/i ndex B ock 1
89. 138. 80. 34 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.117. 42. 85 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
84.109. 212. 230 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
212.76.101. 183 [Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wanidf.il/ https:/twtter.con B ock 1
109. 65. 208. 73 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
101.21.70.101 [China 147.237.77. 216 |dover . i df . il Uhaut hor i zed URL Access to / B ock 1
178.239. 177. 223]italy 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
85. 64. 96. 55 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66. 249.78. 236 | srael 147.237.76.42 [refuah.idf.il i;u;:;r;ﬁfig/;i&l eﬁ?f}z/ssifol | er/jquery.jcarousel . css Bl ock !
149. 88. 233. 4 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46. 19. 85. 95 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
109. 253. 150. 72 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
213.57.208.82 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
5.29.145.52 I 'srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1
109.64.17.101 |l srael 147.237.72. 166 |aka. i df . i | tnknown Par ameter _V BASTATEENCRYPTED in None 1

wan aka. i df . i |/ mai n/ sachar / nai | box. aspx
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