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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3516

8. 37.237.219 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 64

8. 37.237.219 Lhited Sates 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 37

188. 242. 107. 124 Russi an Federation 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 16

66. 249. 66. 28 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 9

37.26. 146. 237 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 8

8. 37.237.219 Lhited Sates 147.237.77. 216 dover.idf.il |F Dover_Uhder Attack Con Htp drop 2

168. 235. 197. 31 Lhited Sates 147.237.77. 216 dover.idf.il |F Dover Under Attack Con Htp drop 1
41.33.231. 90 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
58. 253. 96. 122 147.237.77.19 Chi na lawforumidf.il |ET SCAN NVAP -f -sS 1
222.186.21. 92 147.237.0.35 Chi na akavs. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
40.77.167. 16 147.237.72.166  [lhited Sates aka.idf il portscan: TCQP D stributed Portscan 1
213.8.241. 234 147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
5.29.120. 194 147.237.77.216  |Israel dover.idf.il portscan: TGP D stributed Portscan 1
188. 161. 194. 97 147.237.77.216  |Palestinian Territory, Qcupied dover.idf.il portscan: TCP D stributed Portscan 1
2.54.131. 34 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
149. 88. 101. 3 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
80. 246. 139. 232 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
79. 180. 100. 171 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
69. 248. 129. 181 147.237.77.216  [lLhited Sates dover . idf.il portscan: TCP D stributed Portscan 1
58. 253. 96. 122 147.237.77.19 hi na lawforumidf.il |ET SCAN NMAP -sS wi ndow 2048 1
222.186. 21. 92 147.237.76.200 |China eitan.aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 86. 65 147.237.77.216  [Israel dover . idf il portscan: TCP D stributed Portscan 1
222.186.21. 92 147.237.0. 34 hi na tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
37.26.147. 213 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
5.29. 83. 186 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
176. 13. 13. 215 147.237.72.166  [Israel aka.idf.il portscan: TQP D stributed Portscan 1
95. 86. 109. 99 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
79.182. 111. 61 147.237.77.216  [Israel dover . idf il portscan: TCP D stributed Portscan 1
77.125. 115. 174 147.237.72.166  [Israel aka.idf.il portscan: TQP D stributed Portscan 1
66. 249. 78. 153 147.237.72.166  [Lhited Sates aka idf.il portscan: TGP D stributed Portscan 1




01-07-2016-18:04:09 to 01-07-2016-19:04:09

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
79.1.44.129 Italy 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 154
8.37.237.219 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 110
168.235.197.31 |[lhited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 48
8.37.237.219  |wited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 40
84.228.26.48  |Israel 147, 237.77. 243 |rvit e iop i1 | ©AMNG Bngine: TGP Invalid - invalid segnent retransmissi on. drop 33
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
107. 167. 103. 225|tited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
176.13.10.30  |israel 147.237. 77, 243 bl e i of 11 | €M NG Engine: TCP Invalid - finvalid segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dr opped.
80. 246. 133. 211 I srael 147.237.76. 200 [eitan. aka i o i1 [ 3 NG Engine: TP Tnvalid - fimwal id segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
85.130.173.12 [ srael 147.237.77. 234 |hal ag. i o . i Bad TCP sequence Vsu.\(':dr(;tlr;”:fit wth different monitor |16
46. 19, 85. 45 I'srael 147.237.77. 243 |moti e ior. i1 | SAMNG Engine: TP Invalid invalid segnent retransnissi on. drop 15
Ret r ansni ssi on Packet dropped.
85.130.173.12 |lsrael 147.237.77.234 |hal ag.idf.il drop First packet isn't SYN drop 15
46. 19. 86. 13 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 14
62. 0. 200. 160 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
84.228.78.60  |Israel 147. 237. 72. 156 |anan. i df .i Bad TCP sequence VS“”;' d;itvrsi”asl”lt wth different moni tor (13
149.88.5. 20 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 12
84.228.5. 116 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
109. 160. 144. 92 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 11
109. 160. 144. 92 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 11
85.130.173.12 | srael 147.237.77.74 |lawidf.il Bad TCP sequence mdﬁr:c”;'it wth different moni tor {10
198. 204. 249. 34 |Wnited Sates |147. 237. 72. 166 |aka i df il Streanng Bngine: TCP Invalid  finvalid segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dropped.
8. 37.237.219 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 10
46. 19. 85. 90 I sr ael 147.237.77. 233 |atal .idf il Bad TCP sequence Invali d ACK nunber noni t or 9
85.130.173.12 |lsrael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 9
209.56.132. 253 |Lhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
94.230.86.174 |Israel 147.237. 72. 166 |aka. i df . | Bad TCP sequence Invali d ACK nunber noni t or 6
46. 19. 85. 180 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber aert 6
109.64.170.9  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
84.108.24.164 |Israel 147. 237. 72. 156 |anan. i df . | drop First packet isn't SWN drop
167.58.28. 235 |Uruguay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
176.13.3.112  [Israel 147.237.77. 243 |moti e ior iy | SAMNG Engine: TP Invalid - invalid segnent retransnissi on. dr op 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 180 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 6
77.125.158. 201 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
149. 88. 148. 127 |Israel 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
167.58.28.235 |Uruguay 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 232 I sr ael 147. 237. 72. 166 |aka. i dof .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19.85.5 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 211 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
167.58.28. 235 |Uruguay 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
176.13.20.172 |Israel 147237, 77, 243 mbi e ior i1 | €M NG Bngine: TCP Invalid - finvalid segnent retransmssi on, drop 6
Ret r ansni ssi on Packet dropped.
79.183.164.221 |israel 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence V?':dﬁr;”;'it wth different monitor |6
46.19.85.5 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.86.196  |Israel 147, 237, 72. 167 |i shur i maka i o || S NG Engine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 22 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invali d ACK nunber alert 5
46.19. 85. 22 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 5
31.210.190.5 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
46.19. 85. 74 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invali d ACK nunber alert 5
31.13.112.120 |lreland 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
46.19. 85. 74 I 'srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval id ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
109. 253. 129. 75 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 373
109. 253.129. 75 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 118
109. 253.129. 75 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 102
79.178.10.189 | srael 147.237.0.34 |tikshuv.idf.il ;g?l'\g?ylgflége Sane Response (de (404) in Session from gy oo 44
8.37.237.219 Uhited Sates |[147.237.77.216|dover.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 33
176.13.11. 243 |l srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 33
85.130. 129. 175 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 17
176. 13. 10. 30 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 10
46. 19. 86. 32 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 4
176.13.20.172 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 141 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
109. 253. 145. 1891 sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
89. 139. 52. 25 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
109. 253. 147. 33 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
87. 68. 51. 227 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
109. 253. 193. 232|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 86. 66 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19.86.66  |israel 147.237.77. 243 |nobi | e. i df . i | DSt buted thadthori zed LR Access on Bl ock 2
2.52.1.10 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock

149. 88. 52. 63 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 149. 88.52. 63 B ock
204.13.200. 200 [Uhited Sates [147.237.77. 216 |dover. i df il D stri bt ec ff;;_t;;;gfﬁeﬁvﬁcl?;pz” Bl ock 2
46.19. 85. 43 | srael 147.237.77. 243 |nobi 1 e. i df . i | Em;tlré_l?“éf‘:ﬂzﬁjgg{ ;izrfgexm' Access on Bl ock 2
66.249.78. 159 |l srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock
84.228.104. 204 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None

213. 8. 204. 58 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
79.183.164. 221 |israel 147.237.76.31 |nakchal .idf.il ﬂ?ftzgglr'?éégﬂ?pfgffrs;g;ﬁi | o5/ 8 1668, doc Bl ock 1
198.71.228.21 |uwited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
109. 253. 132. 177|i srael 147.237.0.17 ][nlnly kosher -kravi . id L'qs?ijos';ae’ra_“g;;i Elngfod: I”?a; Zi/icr;eat ecspt cha age, aspx None 1
46. 19. 85. 22 I srael 147.237.77.216|dover.idf . il D stributed Wknown HITP Request Met hod B ock 1
107.178.194.87 |Uhited Sates [147.237.77. 216 |dover. i df .| Dstri buted ffggggzgfﬂe%v’;‘ffssp;” Bl ock 1
79.176.178.67 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
89.138.162. 211 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
66.249.69.30  |Israel 147.237.77. 243 |nobi | e. i df . i | Lravthor zed g;eggfﬁimgtes” <t ehi | ddoounent <f 1662 Bl ock 1
157. 55. 39. 75 Lhited Sates |147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
46.117.42.85 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 253. 216. 247|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
84.109. 230. 103 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
208.115.113.82 [Uhited Sates |147.237.0.34 |tikshuv.idf.il pradthor zeq LR nfgicjjss/se‘;er o a5 Bl ock 1
79.180.19.112 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
192. 243. 55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55, 131 B ock 1
46. 19. 85. 240 | sr ael 147.237.77. 216 |dover . i df .i | Mal f or med LRL B ock 1
109. 160. 167. 24 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
68.180.228.112 [nited Sates |147.237.77.216 |dover.idf.il mafztfe: Jylplzg\fr?é/aéé\?gr _P:ggzumi : B ock 1
41. 96. 63. 21 Ageria 147.237.77.216|dover.i df . il Lhaut hori zed LRL Access to wawidf.il/arr/ Bl ock

93.173. 232. 205 |l srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df.il/894-en/idf gdover.aspx  |B ock 1
2.54.52. 117 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
85.130.173.12 |l srael 147.237.77. 234|hal ag. i df . i | ﬂ?.ng?.ri?;fegszﬂ_nﬁggs/sssh;oe o/ bl et L, i Bl ock 1
66. 230. 230. 230 [Lnited Sates [147.237.77. 216 |dover. i df .i | pstri d?‘_“i?c; ff;;_tggggg'_eﬂe%ﬁ‘ff:pﬁ” Bl ock 1
149.88.51.21  |Israel 147.237.76.42 |refuah.idf.il ﬂ?&;g;r;éefzﬁlffsifr etd‘/’t ot css B ock 1
80. 246. 136. 103 |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Cde Caracter in URL /nai n/kapatz//res B ock 1

our ces/ i nages/ i nner page/ goback. gi f
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