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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3025
31.168. 133. 226 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 3
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets dr op 3
121. 20. 58. 103 Chi na 147.237.76. 202 e halag.idf.il JIMPurple Gon Linmit Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
121. 20. 58. 103 Chi na 147.237.76. 199 e. nakchal .idf.il JIMPurple Gon Linit Htp drop 2
121. 20. 58. 103 Chi na 147.237. 76. 200 eitan. aka. idf.il JLMPurple Gon Limt Htp drop 2
77.247.178. 132 Net her | ands 147.237.76. 39 nobile.neitav.idf.il [Bock Np Al Net drop 1
121. 20. 58. 103 Chi na 147.237.76. 198 e.yohal an.i df .il JLMPurple Gon Linmit Htp dr op 1
77.247.178. 132 Net her | ands 147. 237.76. 42 refuah.idf.il Block Np Al Net drop 1
77.247.178.132 Net her | ands 147.237.76. 202 e halag.idf.il B ock Np Al Net drop 1
38.229.1.13 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock Np Al _Net drop 1
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Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
85. 250. 234. 125 147.237.77.216  [israel dover.idf.il portscan: TCP O stributed Portscan 2
104. 219. 238. 10 147.237.0. 17 m ny-kosher - kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
84.229. 161. 216 147.237.72.166  [Israel aka.idf.il portscan: TCP O stributed Portscan 1
79.183.57. 22 147.237.72.166  [Israel aka.idf.il portscan: TCP O stributed Portscan 1
212.179.192. 247  |147.237.77.216  [Israel dover . idf.il portscan: TCP O stributed Portscan 1
77.125. 95. 70 147.237.77.216  [israel dover.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 98 147.237.77.179  |thited Sates e.nazi.idf.il ET DRCP Dshiel d B ock Listed Source 1
185. 46. 212. 70 147.237.77.216  [Swtzerland dover . idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147.237.76.177  |China ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
115. 144. 69. 85 147. 237. 0. 200 Korea, Republic of mu.idf il ET SCAN Potential SSH Scan 1
109. 67. 28. 98 147.237.72.166  [Israel akaidf.il portscan: TCP O stributed Portscan 1
80. 178. 235. 12 147.237.72.166  [Israel aka.idf.il portscan: TCP O stributed Portscan 1
212.199.107. 106  |147.237.72.166  [Israel aka.idf.il portscan: TCP O stributed Portscan 1
79.178. 220. 138 147.237.77.216  [Israel dover . idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147  |147.237.0. 19 Lhited Sates madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 32. 179. 76 147.237.77.216  [israel dover.idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147. 237.76. 42 hi na refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 160. 168. 30 147.237.72.166  [Israel aka.idf.il portscan: TCP O stributed Portscan 1
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82.81.12. 22 I'srael 147.237.0.34 |tikshov.icr.i1 | SAMNG Engine: TCP Invalid — Jinvalid segnent retransnission drop 45
Ret ransni ssi on Packet dropped.
84.108. 98. 67 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
109.65.15.95 |l srael 147, 237. 76. 200 | tan. aka i 1 |2 €M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 24
Ret ransni ssi on Packet dropped.
46.19.85.168  |Israel 147.237.76.31 |nakohal iar.i1 | €AM NG Engine: TP Invalid —invalid segnent retransmssi on drop 24
Ret r ansni ssi on Packet dropped.
46. 19. 86. 99 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
176.13.21. 1 I srael 147.237.76.31 |rakehal gt i1 | €M NG Engine: TCP Invalid  Jinvalid segrent retransnission drop 16
Ret r ansni ssi on Packet dr opped.
46.19.86.188  |Israel 147.237. 72. 166 |aka.i df . i Streamng Engine: TCP Invalid —invalid segnent retransmssion drop 15
Ret ransni ssi on Packet dropped.
1.39.99. 196 I ndi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
85.130.173.12 | srael 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence Vﬂdﬁr::;”lt wth different monitor |14
85.130.173.12 |lsrael 147.237.77.234 |hal ag.i df . il drop First packet isn't SN drop 13
79.176. 180. 205 |Israel 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence md:)irsaé‘;”lt wth dfferent moni tor (13
79.177.203. 190 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
79.178. 160. 25 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
176.13.21.104 |Israel 147.237.77. 233 |atal i df il Bad TCP sequence Vﬂdﬁr::;”lt wth different moni tor |11
46. 19. 85. 108 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
46. 19. 86. 29 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 10
94.197. 120. 28 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
212.101. 249. 140|Lebanon 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
109. 253.211. 41 |israel 147.237.77. 243 |mbit e i1 | €AM NG Engine: TP Invalid —invalid segnent retransmssi on drop 10
Ret r ansni ssi on Packet dropped.
212.101. 249. 140|Lebanon 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
176.13.21. 104  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
176.13.21.104 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert
84.111.226.14 | srael 147. 237, 72. 167 | shuri maka i o | | €M NG ENgine: TP Invalid - invalid segnent retransmission drop 8
Ret ransm ssi on Packet dropped.
46. 19. 86. 99 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 8
46.120. 96. 27 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 8
195.189.193.1 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46. 120. 96. 27 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 8
109. 67. 191. 93 | srael 147.237.77. 243 |nobi le.idf . i1 dr op Frst packet isn't SN drop 8
85. 250. 246. 62  |Israel 147.237. 77, 243 |obi e i or 1 | €M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 8
Ret r ansni ssi on Packet dr opped.
109. 65. 175. 140 |l srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 8
80.179.9. 115 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
109. 64. 206.56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46.19. 85. 12 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 221 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
37.26.149.141 |[lIsrael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 196 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 60 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
79.179. 6. 116 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
46.19. 85. 12 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 85. 138 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 196 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 72 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85.13 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
94. 159. 152. 150 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 72 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
31.168.187.40 | srael 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid invalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dropped.
5.28.183. 61 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46.19. 85. 174 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 221 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 32 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 141
46. 19. 86. 32 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 97
176.13.22.136  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 68
79.179. 122. 254 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 67
. . . Too Many of the Same Response Code (404) in Session from
79.178. 220. 138 |l srael 147.237.0.34 |tikshuv.idf.il 79 178. 220. 138 B ock 20
46.19. 86. 32 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) Bl ock 16
. . . Distributed Lhaut hori zed URL Access on
109.65. 116.5 | srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock i
109. 253. 204. 82 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
81.218.33.77 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 81.218. 33. 77 B ock 5
79.177.4.7 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthori zed Method for Known URL from79.177.4.7 B ock 4
109. 67.157. 34 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/main/ giyus/ Bl ock 4
79.181. 152. 28 | srael 147. 237.72. 166 |aka. i df . i | E;hggt horized URL Access to waw aka. i df.il/main/sachar/tfasi maspxa€ B ock 4
46.19. 86. 15 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 160. 178. 237|I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/sip storage/files/ U Bl ock 3
176.13.19.236 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 211. 41 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 3
. . Unaut hori zed URL Access to
213.251. 182. 103 |France 147. 237.77. 176 @t pash. i df . i | vy cogat . i df.il/sip storage/fil es/ 0/ si ze220x0/ 3410.  pg. src Bl ock 3
178.137.85.67 |lkrai ne 147.237.77.74 |lawidf .il Mil ti pl e Unaut horized URL Access from 178.137. 85. 67 B ock
176.13.17. 35 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock
] . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 2
84.109. 68.149 [Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 2
109. 253. 145. 168l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
77.126.72.68 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
79.181.195. 154 [Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 64. 151. 149 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
93.172.41.228 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
198. 27.80. 144 |Canada 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 198. 27. 80. 144 Bl ock 2
79.181.152.28 |l srael 147.237.72. 166 |aka. i df . i | Paraneter Fead Qily Miolation in None 2
aka. i df.il/mai n/ sachar/f or got passwor d. aspx
185. 32.179. 232 |l srael 147.237.72. 156 |aman. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 2
84.108. 35. 43 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
77.127.179.58 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
94. 159. 148. 175 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 94, 159. 148. 175 B ock 1
213.8.204. 21 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unknown HTTP Request Method r: in URL
46.19. 85. 97 I srael 147.237.76.42 |refuah.idf.il v ref U at al i df i 1/ 1256- hel ref uah. aspx B ock 1
84.228.89.140 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
208.115.113.82 |lnited Sates [147.237.0.34 |tikshuv.idf.il |Unauthorized URL Access to tikshuv.idf.il/main/giyus/ general . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.75.107 I srael 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or ns/ downl oadf or m asp Bl ock !
176.13.9. 26 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
5.29.2.142 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
- . Unaut hori zed URL Access to
80.179.223.31 |lIsrael 147.237.77. 176 [nat pash. i df . i | v cogat i df .i1/si p. storagel il es/ 9/ 4629. ] pg Bl ock 1
- . . Unaut hori zed URL Access to
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai v/ har edi i gener al . aspx B ock 1
50.87.161.155 |lhited States |147.237.77.176|mat pash.idf.il [Wauthorized URL Access to wn cogat.idf.il/xnrpc. php B ock 1
46.19. 86. 234 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
79.179.9. 136 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
178.137.85.67 |lkraine 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
46.19. 85. 145 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1
91.231.193. 150 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
212.199. 107. 106/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. - Unaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p storage/ i | es/ 7/ 69047, pef B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 4/ 3334. | pg B ock 1

01-07-2016-16:04:02 to 01-07-2016-17:04:02




