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01-07-2016-15:04:04 to 01-07-2016-16:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3047

66. 249. 73. 214 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 421
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

66. 240. 236. 119 Lhited Sates 147.237.76. 176 test.ncore.idf.il|B ock Wp All Nets drop 1

66. 249. 93. 182 | srael 147.237.72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 dest - r eset 1

103. 200. 21. 62 147.237.77. 61 e.cogat.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address ‘Site |Sgnature |Devi ce Action |Count |
197.52. 211. 203 Egypt 147.237.77.216 |dover.idf.il]|14170. HTTP. B ank User-Agent (descriptor but no string) B ock 3
182. 50. 130. 134 S ngapor e 147.237.77.216 |dover.idf.il|28: HITP. AnhrefBot craw er B ock 1
123.126.113. 154 |China 147.237.77.216 |dover.idf.i||Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 2
112.171.173.85 |147.237.77. 205 ok‘f’rea RepUDITC | i o i of i ET SCAN Potential SSH Scan 1
5.102.227.106  |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 65. 30. 14 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
94. 102. 50. 53 147. 237. 76. 147 |Net her | ands chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
216.177.129. 140|147. 237. 72. 166 |Lhited Sates [aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 50. 53 147.237.0.33  [Netherl ands idf.il ET SCAN Potential SSH Scan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
84.228.49.125 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stri buted Portscan 1
176.13. 16. 81 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249.73.206 |[147.237.77.170|Wited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 1
46.121. 158. 210 |(147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
167. 88. 9. 227 147.237.77. 121 |Wnited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 66 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
112.171.173. 85 |147. 237.77. 227 Okfrea REpUDI € o hanaz. i f i ET SCAN Potential SSH Scan 1
31.168. 66.248 [147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
112.171.173. 85 |147. 237.77.178 Okfrea' RepUDITC |0 ot pash. i f . i ET SCAN Potential SSH Scan 1
5.28.187. 68 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
107.191. 63. 157 |147.237.8.24 |tnited Sates [e.lifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218 200, 128.58 147 237 0.33  |ani na il ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94. 102. 50. 53 147.237.0.35  [Netherl ands akavs. i of . i | ET SCAN Potential SSH Scan 1
213.8.204. 78 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.228.172. 205 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
176.13.20.216 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 74. 111. 83 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
168. 62. 238. 153 [147.237.76.198|lhited Sates |e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249.69. 10  |147.237.72.166 |Uited Sates |aka.idf.il SERVER APACHE Apache nod_ss| non- S5 connection to S3. port |,
deni al of service attenpt
167. 88. 9. 227 147.237.77. 226 |Uited Sates |ww chamatz. aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.120. 164. 214 (147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
112.171.173.85 |147.237.77.235 Okfrea REPUDI T C | i vy i of i ET SCAN Potential SSH Scan 1
37.26.149.255 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.76.127.10 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 24
107.167.108. 16 |Wnited Sates |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 19
84.94.119.243 |israel 147.237.77. 243 it et [ S NG Engine: TP Tnvalid - fiwal id segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
176.13.6.138  |israel 147.237. 77, 243 bl e i o 11 | €M NG Engine: TCP Invalid - finvalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
212.76.127.44  |Israel 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 15
109. 253.130.9  [Israel 147, 237.77. 243 |rvit e iop i1 | ©AMNG Bngine: TGP Invalid - invalid segnent retransmissi on. drop 14
Ret r ansni ssi on Packet dropped.
46. 19. 85. 241 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 12
79.181.121.47 |israel 147. 237. 72. 166 |aka. i o . i Streanng Bngine: TCP Invalid  finvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
46.19. 85. 117 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 10
209. 88.192. 97 |Israel 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 10
212.76.127. 111 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
213. 8. 204. 39 | srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
109. 253. 197. 123|1 srael 147 237.72. 167 | shurimaka i of i | | €2 NG Engine: TGP | nvalid Jinvlid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
79.181.1. 14 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 6
213.8.204.15 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 90 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nvalid ACK nunber noni t or 6
46. 19. 85. 242 I srael 147.237. 77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 226 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
84.229.51.97  |israel 147. 237. 72. 166 |aka. i f . i Streanng Bngine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
77.127.101. 129 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
5.29.129.52 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
79.181.1. 14 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 98 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 85. 226 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6
192.114.5.10  |israel 147.237. 77, 243 bl e i of 11 | €M NG Engine: TCP Invalid - finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
2.54.154.86  |Israel 147. 237, 72. 167 [i shuri maka i o1 || S NG Engine: QP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 59 I srael 147, 237, 72. 167 |i shur i maka i o || S NG Engine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
85.250.191.29 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
79.179. 107. 250 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 85. 138 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 6
77.125.125.11 |Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence noni t or 6
85.250.191.29 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
37.26.146.240 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 6
216.177.129. 140|lhited Sates |147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 90 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber aert 6
46. 19. 85. 242 I 'srael 147. 237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 6
87.68.35.217  |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP | nvalid Jinvlid segnent retransission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 40 I srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber alert 5
5.22.131.1 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 134 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence Invalid ACK nunber aert 5
209. 88.192.97 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 40 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
37.26. 149. 188 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 5
46. 19. 85. 134 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 5
77.127.245.249 |Israel 147.237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
213.57.21.138 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
109. 253. 212. 222|l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 5
80.178.213.53 |Israel 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 85. 109 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 233
185.32.179.76 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 171
185.32.179.76  |Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 144
46. 19. 85. 240 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 119
176. 13. 21. 56 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 91
46.19.85.109 | srael 147.237.0.19 |nadimatal .idf.il 12?;;’?’;"5_0{0;“ Sane Response Qode (404) n Session from g o 79
185. 32.179. 221 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 72
185.32.179.76 |l srael 147.237.0.19 |nadimatal .idf.il Igg_'\,gfyl;’; ;ge Sane Response Qode (403) n Session from g o 68
109. 253. 147. 64 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 67
46. 19. 85. 109 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 67
176. 13. 21. 56 I srael 147.237.0.19 [madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 52
46. 19. 85. 240 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 34
109. 66.204. 86 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 16
109. 64.222.31 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
84.228.35.205 |lsrael 147.237.0.34 |tikshuv.idf.il D stributed Too Many of the Sane Response Code (404) B ock 14
46.19. 86. 15 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 12
109. 253. 142. 152|I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 11
2.54.47.70 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
84.109.188.20 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84.109. 188. 20 B ock 5
176. 13. 6. 138 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 5
109.253.130.9 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
185.32.179. 221 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 5
79.180. 113.200 |Israel 147.237.77. 243 |nobi | e. i df . i | tauthort zed. t’;‘eggfﬁimziesn <t ehi | ddoounent </ 1465 Bl ock 4
109. 253. 131. 133|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
80. 246. 136. 135 |[lIsrael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
84.109.188.20 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/9/ |B ock 3
212.143. 134. 129]l srael 147.237.77.74 |lawidf.il Mil tipl e Uhaut hori zed URL Access from 212.143. 134. 129 B ock 3
109. 253. 219. 143]I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
176. 13. 3. 24 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
212.179.21.194 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Emj: rc'h:oﬁhig :E:“T 2?”' szioﬁt;”ess on Bl ock 2
84.108. 145. 188 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock
66.249.78.159 [l srael 147.237.77. 216 |dover. i df .i | Distributed Unhauthorized URL Access on waw i df .il/894-ar Bl ock
46.19.86.218  |israel 147.237.72.166 |aka. i df . i | m“;:giidzf‘??lﬁmﬁf;f;jsltcoomml o ot udal A Bl ock 2
46.19. 85. 240 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 2
94.249.93.43  [Jordan 147.237.77. 216 |dover. i df . il Uhaut hori zed URL Access to wanidf.il/894-ar B ock 2
217. 132. 109. 2511 srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
37.26.148.199 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS At ack None 2
85. 250. 230. 240 |1 srael 147.237.0.17 nlnlrry kosher - kravi . i df Mitiple I1legal Paraneter Encoding from 85. 250. 230. 240 None 2
2.54.165. 149 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None

46.121. 193. 205 |[lIsrael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None
134.191.232.70 |Israel 147. 237.77. 216 |dover . i df . i | mﬂt;?riilii?pgofggﬁs”tezl of 169150k Bl ock 1
46.19. 85. 214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
80.246. 136. 63  [Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: si gal gs oS Attack None 1
192. 114. 5. 10 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
46.19. 85. 24 | srael 147.237.77. 216 |dover.idf .il Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 24 Bl ock 1
79.178.143.90 | srael 147.237.76.31 |nakchal .idf.il lfi?f’tzg?,”?éegyﬁpﬁcffigéf)fi | e/ 8 1668, doc B ock 1
66.249.73.129 [Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
149. 88. 54. 29 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
31.44.128.246 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
87.68.241.102 [israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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