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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3056
8.37.70.90 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context dr op 3
80. 246. 130. 220 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2
8.37.231. 36 Anonynous Proxy 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 2
146. 185. 239. 100 Russi an Federation 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
77.247.178. 132 Net her | ands 147.237.76. 44 e.refuah.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
222.84.7.163 Chi na 147.237.76.31 |nakchal .idf.il [Cl000108: HITP. Trying to | ocate existing FO<editor B ock 3
66.240.213.93 |Lhited Sates 147.237.76.176 |test.ncore.idf.i]|13891: TLS QpenSSL Encrypt ed/ hencrypted Heartbeat Packet Per mt 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
79.178. 196. 174 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 73. 206 147.237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 1
59. 45. 79. 117 147. 237. 76. 199 Chi na e.nakchal .idf .il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 2048 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
54.72.0.55 147.237.77. 216 Irel and dover . idf.il portscan: TCP DO stributed Portscan 1
183. 61. 109. 189 147. 237. 76. 196 Chi na e.svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
46.19. 86. 199 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 160. 131. 108 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
31.168. 11. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.182. 115. 118 147.237.77. 216 Bel gi um dover.idf.il portscan: TCP O stributed Portscan 1
79.181. 105. 95 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
79. 178. 63. 86 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 66. 69 147.237.77. 176 Lhited Sates nat pash. i df .i | ET SCAN NVAP -sA (2) 1
59. 45. 79. 117 147. 237. 76. 147 Chi na chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
197. 211. 229. 238 147.237.8. 27 Zi nbabwe e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
58. 253. 96. 122 147.237.77. 234 Chi na hal ag.i df .il ET SCAN NVAP -f -sS 1
193. 105. 134. 220 147.237.77. 179 Sweden e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 220 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
183. 61. 109. 189 147.237. 76. 196 Chi na e.svivaidf.il ET SCAN NVAP -f -sS 1
41.33.29.71 147.237.77. 243 Egypt nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
95.86.94. 7 147. 237.72. 166 I srael aka.idf il portscan: TCP O stributed Portscan 1
5.29. 41. 203 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
81. 218. 50. 34 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature /?ca\t”i(;i
8.37.231.36 Anonymous Proxy  [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 70
Sreaning Engine: TCP Invalid i i ssi
213.57.80.194 | srael 147.237.76. 200 |6i tan. aka. i df .i 9 =9 Invalid segnent retransmssion. |, 42
Ret r ansni ssi on Packet dropped.
213. 244, 88. 90 g";'cis;i'géa” Territoryli 47237, 77. 176 mat pash.icf.i1 - [Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |42
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
62. 0. 200. 215 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 26
46.19. 85. 140 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Invalid ACK nunber noni t or 21
79.179.182. 124 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 18
207. 241. 229. 192|lhited Sates 147.237.72. 166 |aka.i df i drop SAMrule drop 18
79.179.182. 124 |Israel 147.237.72. 166 |aka.i df il Bad TCP sequence I'nval i d ACK nunber nonitor |18
2.52.154. 188 I srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 16
Sreanming Engine: TCP Invalid i i ssi
109. 253. 222. 201 |l srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
65.49.14.73 Anonynous Pr oxy 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 11
R SN retransnmit wth different .
46.116.87. 37 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence wi ndow scal e moni tor |11
r eam n ine: TCP Invali i i ssi
176.13.17.12  [israel 147.237.77. 243 |moti e iop. i1 | SAMNG Engine: TCP I nval i d invalid segrent retransnissi on. drop 10
Ret r ansni ssi on Packet dr opped.
R SN retransnmit wth different
46.116.87. 37 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence wi ndow scal e aert 10
132. 64.25.131 |l srael 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect
43.255.176.89 [Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
R SYN+tACK retransnmit wth .
46.19. 85. 178 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence di fferent w ndow scal e noni tor |7
192.115.83.5 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 85. 153 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
109. 67.26.134 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dropped.
185. 120. 125. 15 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi
2.54.11. 175 I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
212.143.36.21 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.161 |israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 68 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber aert
46. 19. 85. 238 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert
Sreanming Engine: TCP Invalid i i ssi
176.13. 1. 45 I'srael 147.237.77. 243 |nobi l e. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 174 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
109. 66. 124.56 |l srael 147.237.72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 154 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 68 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
46. 19. 85. 32 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 238 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber nonitor |6
46.19. 85. 174 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
109. 67.17. 77 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
62. 0. 249. 129 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
46. 19. 85. 210 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
46. 19. 85. 32 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
Sreanming Engine: TCP Invalid i i SSi
46.210.137.25 |israel 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
192.115.83.5 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 6
37.26.149.235 |[Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 153 I srael 147.237.77. 216 |dover.i of .i | Bad TCP sequence Inval i d AGK nunber aert 6
109. 67.17. 77 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi
2.52.183.70 I'sr ael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |y o 6
Ret r ansni ssi on Packet dropped.
185. 120. 125. 15 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi
2.54.11. 172 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 123 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
176.13.15. 158 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or
2.54.46.91 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.49.108 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 24
31.168. 66. 247 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 21
2.54.58. 111 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 20
109. 253. 131. 178l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 16
217.194. 202. 110 srael 147.237.0.34 |tikshuv.idf.il Zi‘;.'\gni ;’gzt. qelosa”e Response (bde (404) in Session from B ock 15
2.54.4.126 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 8
195. 95. 183. 254 |l srael 147.237.72.166|aka. i df . i | Mul tipl e Whaut horized URL Access from 195. 95. 183. 254 B ock 8
2.54. 167. 247 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
176.13.21.137 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46.19.85.9 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 6
80. 246. 137. 196 || srael 147.237.72. 166 |aka. i df . i | m”;gri'df’?l /'\ﬁ;ihn(;‘;i%} Su\tsh;r::rl cat onservi ce. asm! get aut huser Bl ock 5
80. 246. 140. 172 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 5
81.218.241.25 |[Israel 147.237.77.216|dover . i df . il Mil tipl e Unhaut hori zed URL Access from 81.218. 241. 25 B ock 4
79.181.162.57 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed HTTP Met hod B ock 4
185.32.179.65 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
81.218.70.243 |[Israel 147.237.77.74 |lawidf .il Ml tipl e Unhaut horized URL Access from 81.218. 70. 243 B ock 3
109. 253. 222. 201 ]I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Code B ock 3
81.218.241.25 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wawn aka. i df . i/ $$$&787$$$ B ock 3
2.54.183. 87 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.17.12 I srael 147.237.77.243|nobi l e.idf . i | Distributed Suspici ous Response Code B ock 3
46.19. 86. 176 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
87.69.11.101 | srael 147.237.76. 147 chi nuch. aka. i df . i muért;or:ljczh?ikﬁdfpﬁﬁssrsest)ﬁr ce/ userf ol | owr esour ce/ creat e/ Bl ock 3
79.181.162.57 |[Israel 147.237.77. 216 |dover. i df .l Unaut hori zed URL Access to www i df.il/1133-19783-he/i df gdover. aspx/ |B ock 2
159. 203. 82. 47 |Uhited Sates [147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut hori zed URL Access from 159. 203. 82. 47 B ock 2
46.19. 85. 156 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.179.182.124 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
109. 253. 131. 27 |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
103. 255. 6. 94 Paki st an 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/anan B ock 2
2.52.152. 104 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80.246.133.75 |l srael 147.237.76.42 |refuah.idf.il ~ |[rameer Tpe o i/‘irs'l‘;t_'hm:taiﬁtagpicem' der1txtiDin B ock 2
2.54. 44. 170 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
207.46.13.123 |lhited Sates [147.237.77.216|dover.idf.il muf z? r: ffldnﬁ dﬁg/cizzeggn/ ens codegen. php Bl ock 1
5.22.131. 27 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 64. 48. 229 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.178.196. 174 |[lIsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css Bl ock 1
50. 62. 176. 72 Lhited Sates [147.237.77.170|maarachot.idf.il [Dstributed PHP Attenpt B ock 1
87.69. 170. 99 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.52.4.166 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46. 19. 86. 64 I srael 147.237.72. 166 |aka. i df . i | 3/;} ;L;Li‘tdf‘_ji H‘mﬁ?rk'szﬁl iu;_- iﬁlccess on Bl ock 1
109. 253. 217. 25 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.26.146.196 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 186. 190. 195] srael 147.237.77.216|dover.i df .l Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
2.54.163.98 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
95. 86. 70. 243 I srael 147.237.77.216|dover . i df . il D stributed Whaut hori zed URL Access on wwwyidf.il/https:/wanidf.il/ B ock 1
68.180.228. 175 |Lhited Sates |[147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9234- he/ r ef uah. aspx |Bl ock 1
195. 95. 183. 254 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip_storage/files/8/ B ock 1
2.54.30. 190 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
84.111.9. 100 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.116.87.37  |Israel 147.237.72. 166 |aka. i of . i | ?‘rjlotniq‘ﬂg fﬂal ‘é‘j;.j;h?/m fuidth Lhi code Encoding on LR/ Par anet er (+) B ock 1
109. 253. 136. 157 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
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