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01-07-2016-10:04:00 to 01-07-2016-11:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 214 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 6696

66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 3905
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3337
82.81.12. 22 I srael 147. 237.72. 156 anan. i df.il Block Udp All Nets drop 3
223.4.174. 30 Chi na 147.237.76. 44 e.refuah.idf.il |[JLM Under Attack Con_Tcp drop 2
77.247.178. 132 Net her | ands 147.237.76. 201 eatal.idf.il B ock Np Al _Net drop 1




01-07-2016-10:04:00 to 01-07-2016-11:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgna1 ure Devi ce Action |Count |
185. 130. 5. 207 147.237.76.200 |eitan. aka.idf.il|[20086: HITP. Mi ebl ackcat Security Scanner B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1

185. 130. 5. 207 147.237.76.200 |[eitan. aka. i df.il[20085: HITP. Mi ebl ackcat Security Scanner Initia Request B ock 1




01-07-2016-10:04:00 to 01-07-2016-11:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker CGountry Ste |Signature

2.54.0.235 147.237.77.216  |Israel dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 32
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
66. 249. 78. 67 147.237.76. 30 Lhited Sates hi nush. i df . i1 ET SCAN NVAP -sA (2) 2
197.211.229.238 |147.237.77.74 Zi nbabve lawidf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 207 147.237.76. 42 refuah.idf.il ET WEB_SERVER Mii ebl ackcat scanner 1
173. 199. 74. 136 147.237.77.216  |United Ki ngdom dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 147. 237. 0. 200 Lhi ted Ki ngdom ndu. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
85. 64. 240. 28 147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
62.219. 99. 130 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
217.194. 206. 43 147.237.77.216 |l srael dover . i df .i | portscan: TCP DO stri buted Portscan 1
197.211.229.238  |147.237.77.74 Zi nbabwe lawidf.il ET SCAN NVAP -sS w ndow 4096 1
176.13. 0. 36 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
173.199. 74. 136 147.237. 76. 42 Lhi ted Ki ngdom refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
109. 226. 20. 85 147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
37.26. 149. 220 147.237.77.216 |l srael dover.idf il portscan: TCP D stributed Portscan 1
223.4.174.30 147.237.76.200 |China eitan.akaidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
212.179.155.129 [147.237.77.216 [Israel dover.idf.il portscan: TGP D stributed Portscan 1




01-07-2016-10:04:00 to 01-07-2016-11:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
reamn ine: T i i ssi

85.130. 180. 219 |israel 147. 237.72. 167 | shurimaka i i1 [ ' €2M N Engi ne: TCP I1valid segment retransmssion. Packet drop 120
Inval id Retransm ssion dr opped.
Sreamng Engi ne: TCP i i ssi

37.26.149.222 |israel 147. 237.77. 243 |nobil e. i f . | mng Engine: 1 Invalid segnent retransmssion. Packet drop 60
Inval i d Retransm ssion dr opped.

141.0.14.72 Eur ope 147.237.77.234 |hal ag.idf.il drop Frst packet isn't SN drop 60

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34

2.54.0.235 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25

reamn ine: T i i ssi

2.52.186.202  |Israel 147.237.0.34 |tikshicr.il | €amng Engine: TCP Invalid segnent retransmssion. Packet drop 24
Inval id Retransm ssion dr opped.
Sreamng Engi ne: TCP i i ssi

62.219.99.130 |Israel 147. 237.77. 243 |nobil e. i f . | M Nng Engine: 1 Invalid segnent retransmssion. Packet drop 22
Inval i d Retransm ssion dr opped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il drop First packet isn't SN drop 17
S reanm ng Engi ne: TCP i i ssi

176.13.12.123  |Israel 147.237.77. 243 |nobi le.i o . i1 mng Engine: 1 Invalid segnent retransmssion. Packet drop 15
Inval id Retransm ssion dr opped.

80.246.133.5 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence SYNretransmt wth different w ndow scal e monitor |14
S reaning Engi ne: TCP i i ssi

176.13.19.94  |Israel 147. 237.77. 243 |bi le. i f . i1 mng tngine- 1 nvalid segnent retransmssion. Packet drop 12
Inval id Retransm ssion dr opped.
St ream ng Engi ne: TCP i i ssi

2.54. 20, 111 I srael 147. 237. 72. 166 |aka i of . i | mng tngihe. 7 Invalid segnent retransmssion. Packet drop 12
Inval i d Retransmission dr opped.
S reaning Engi ne: TCP i i ssi

46.19.85.153  |israel 147. 237.77. 243 |bi le. i f . i1 mng tngine- 1 nvalid segnent retransmssion. Packet drop 12
Inval id Retransm ssion dr opped.
St ream ng Engi ne: TCP i i ssi

176.13.20.10  |israel 147. 237.77. 243 |nobile. i f . | mng tngihe. 7 Invalid segnent retransmssion. Packet drop 12
Inval i d Retransmission dr opped.
S reaning Engi ne: TCP i i ssi

2.54.133.224  |israel 147. 237.77. 243 |bi le. i f . i1 mng tngine- 1 nvalid segnent retransmssion. Packet drop 12
Inval id Retransm ssion dr opped.
S reanm ng Engi ne: TCP i i ssi

46.19.86.140  |Israel 147. 237.77. 243 |nobil e. i f . | mng tngihe. 7 Invalid segnent retransmssion. Packet drop 12
Inval i d Retransmission dr opped.

109. 66. 103. 114 |l srael 147.237.72.166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12
Sreamng Engi ne: TCP i i ssi

185. 120. 126. 102 147. 237.77. 243 |nobi l e. i f . | M Nng Engine: 1 Invalid segnent retransmssion. Packet drop 12
Inval i d Retransm ssion dr opped.

212.143.110. 33 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt with different wndow scal e nonitor |11
S reanming Engi ne: TCP i i ssi

37.26.148.182 | srael 147.237.72. 166 |aka i df .i mng Engine: 1 nvalid segnent retransmssion. Packet drop 9
Inval id Retransm ssion dr opped.

2.52.33.11 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
S reaning Engi ne: TCP i i ssi

91.135.102. 174 | srael 147.237.0.34  |tikshuv.idf.il mng tngine- 1 Invalid segnent retransmssion. Packet drop 6
Inval id Retransm ssion dr opped.

168. 168. 43. 250 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6

46.19. 85. 102 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber aert 6

46.19.86.8 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6

103. 18. 75. 48 I ndi a 147.237.77. 216 [dover.idf .il Bad TCP sequence monitor |6

185. 120. 125. 25 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 85. 102 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni tor |6
St ream ng Engi ne: TCP i i ssi

79.182.117.83 |Israel 147. 237. 72. 166 |aka i of . i | mng tngihe. 7 nvalid segnent retransmssion. Packet drop 6
Inval i d Retransmission dr opped.

103. 18. 75. 48 India 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engi ne: TCP i i ssi

77.127.184.120 |Israel 147. 237. 72. 166 |aka. i of . i | M Nng Engine: 1 nvalid segnent retransmssion. Packet drop 6
Inval i d Retransm ssion dr opped.

109. 64. 218. 231 |Israel 147.237.72. 156 |anan. i df .i Bad TCP sequence noni t or

199. 203. 63.34 |Israel 147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYNACK -> Ti meout rej ect
St reami ng Engi ne: TCP i i ssi

2.54.13. 184 I'srael 147. 237.72. 167 |i shuri maka. i f . i mng tngihe. 7 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransmission dr opped.

62.0.228. 129 I srael 147.237.76.30 [hinush.idf.il drop First packet isn't SN drop

192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreamng Engi ne: TCP i i ssi

109.67.32.105 | srael 147.237. 72. 166 |aka. i df . i mng tngine. 1 Ivalid segnent retransmssion. Packet drop 6
Inval i d Retransmssion dr opped.

185. 32.179. 192 |Israel 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

85.64.130. 142 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

2.54.0.235 I'srael 147. 237. 77. 216 |dover . i df . i1 Bad TCP sequence SSC'a:(':G( retransmt with different wndow .o iior |5

46. 19. 85. 227 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber alert 5
S reaning Engi ne: TCP TCP segnent with urgent pointer (no data).

2.54.0.235 | srael 147.237.77. 216 |dover.idf.il 9 9 Ugent data indication was stripped. H ease aert 5
Wgent Data Enforcement | orer to sk36860.

46. 19. 85. 157 I srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber monitor (5

o Sreani ng Engi ne: TCP TCP segnent _vxit'h ur gent poi nt_er (no data).

2.54.0.235 | srael 147.237. 77. 216 |dover.idf.il Ugent data indication was stripped. H ease drop 5
Wgent Data Enforcement | e to skasses.

109. 64. 139. 144 |Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 110 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5

2.52.39.173 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

85.64.130. 142 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5

2.54.0.235 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5

37.26.146.151 |Israel 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5




01-07-2016-10:04:00 to 01-07-2016-11:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
46. 19. 85. 133 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 163
176.13.18.136 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 122
46.19. 85. 133 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 111
176.13.7.11 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 108
80.74.110.141 | srael 147.237.72.167 i shuri maka. i df . i ;g%“f%gd;‘e Sane Response Qode (404) in Session from B ock 100
176.13.18.136 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 66
176.13.7. 11 | srael 147.237.0.19 |madimatal .idf.il 1’(;2. l\llzr.l);.olflthe Sane Response Code (404) in Session from B ock 52
2.54.58. 29 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 51
109. 253. 212. 77 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 49
2.54.62.11 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 40
46.19.85.133  |israel 147.237.0.19 |nedi matal i df . i [[jo° . O 1he S Fesponse Code (403) in Session from Bl ock 22
176.13.23.220 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 16
46.19. 86. 232 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 15
37.26.149.222 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 10
62.219.99.130 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 10
46.19. 86. 111 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 9
46. 19. 86. 95 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
176.13.18.136 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 5
176.13.12. 123  |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 5
176.13.19. 94 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 4
176. 13. 20. 10 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
176.13.21. 179  |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 4
2.54.133. 224 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 4
109. 253. 142. 235|I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 4
46.19. 85. 104 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
213.8.204.64  |Israel 147.237. 72. 166 |aka. i df . i | Dstr buted thadt :,0;: ;js‘j g'\:rferr“;d';ggxmom R on Bl ock 3
109. 253. 137. 110|1 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
208.115.113.88 |thited Sates [147.237.76.86 [navy.idf.il Mil tipl e Unaut horized URL Access from 208. 115. 113. 88 B ock 3
2.54.184.2 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
213. 8. 204. 64 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Whaut horized Method for Known URL from 213. 8. 204. 64 B ock 3
208.115.113.88 |thited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forunasp/ showf or um asp |Bl ock 3
204.13.200. 200 [Uhited Sates |147.237.77. 216 |dover. i df .i | D stri but oc 1?;;};;25?&%@??315&” Bl ock 3
109. 253. 137. 211 ]I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
37.26.149.189 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 233 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
109. 253. 193. 200]I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
185. 120. 126. 102 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Qode B ock 2
107.178.194.79 |United Sates |147.237.77.216|dover. i df . || D stri utec 1?:;};322;?&%&??:&” Bl ock 2
2.52.5.84 I srael 147.237.72. 166 |aka. i df . i | V‘;“Wi”;k*;”, 'dfe,d | ,'\::,- '?172;52'7 \,f. c;:/\paysl i p. aspx Bl ock 2
46. 19. 86. 140 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
212.235.98.139 [Israel 147.237.77. 170 [maar achot . i df . i | |Mil tiple Wnauthorized URL Access from 212. 235, 98. 139 B ock
107.178.194.79 |Uhited Sates 147.237.77. 216|dover. i df . i | e 1) 1155, 25650 nel dover. aume B ock 2
204.13.200.200 |United Sates [147.237.77.216 |dover. i df il D stri utec 1?;;};‘%;;?&%&?2222” B ock 2
46. 19. 85. 153 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode B ock 2
107.178.194.83 |United Sates |147.237.77.216|dover. i df .|| D stri utec 1?:;};322;?&%&??:&” Bl ock 2
109. 253. 131. 131 ]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249.78. 159 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock 1
208.115.113.82 |[thited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx B ock 1
62.219.170.25 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod CPTI ONS for waw aka. i df . i1/ sachar/1 ogi n/ B ock 1
2.54.166.229 | srael 147.237.77. 216 |dover . i df . i | ?fgtégleszuigg (gg Hel fwi dth Lhi code Encoding on LR Paranet er (+) B ock 1
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