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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3039
66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn |drop 318
147.235.236. 1 | srael 147.237.77. 233 atal.idf.il JIMPurple Gon Limt Htp drop 73
147. 235.236. 1 | srael 147.237.77. 233 atal.idf.il JLMPurple Gon Lint Tcp dr op 23
173. 208. 136. 170 Lhited Sates 147.237.76. 200 eitan. aka.idf.il B ock_Ulp Al _Nets drop 3
132. 64. 31. 253 | srael 147.237.77.170 naar achot . i df . i | HTTP- M SC- MS- W ndows - HTTP- DOS dest - r eset 3
173.208. 136. 170 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il |Bl ock Udp All _Nets drop 2
198. 20. 70. 114 Lhited Sates 147.237. 76. 147 chinuch.aka.idf.il |B ock Wdp All Nets drop 1
141.212.122.199 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
52.53.222.9 Lhited Sates 147.237.76. 197 e. hinush.idf.il Bock Np Al Net drop 1
203. 135. 142. 130 Hong Kong 147.237. 8. 50 e.tikshuv.idf.il L4 Source or Dest Port Zero drop 1
141.212. 122. 206 Lhited Sates 147.237.76. 30 hi nush. i df . i B ock Udp Al Nets dr op 1
208. 67. 1. 60 Lhited Sates 147.237. 76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Quntry Target Address |Site |Sgna1ure Devi ce Action |Oount

198. 20. 69. 74 Lhited Sates 147. 237. 8. 46 e.chinuch.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Gountry

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
173.199. 74. 136 147.237. 0. 34 United Ki ngdom tikshuv.idf il ET SCAN Potential VNC Scan 5900- 5920 1
82. 166. 27. 134 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 227 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
31.154. 12. 102 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
176. 13. 18. 201 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
173. 199. 74. 136 147.237.77. 19 Uni ted Ki ngdom | awforumidf.il ET SCAN Potential WNC Scan 5900- 5920 1
173.199. 74. 136 147.237.76. 30 Uni ted Ki ngdom hi nush. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
113. 59. 33. 61 147.237. 8. 45 Chi na e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 151. 53. 196 147.237.0. 33 krai ne idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 73 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
212.29.193. 221 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
193.104. 41. 54 147. 237. 76. 86 Ml dova, Republic of navy.idf.il ET SCAN Potential SSH Scan 1
176.13. 17. 180 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
173. 199. 74. 136 147. 237.76. 197 Uni ted Ki ngdom e hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
46. 19. 85. 203 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 142
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
80. 246.133.55 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different monitor |36
w ndow scal e
147.235.236.1 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 33
89. 139. 242. 200 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
46. 19. 85. 187 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 13
185. 89, 217. 227 147.237.0.34 [tikshuv.idf.il drop First packet isn't SWN drop 12
147.235.236.1 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval id ACK nunber alert 11
Sreaning Engine: TQP Invalid i i ssi
212. 143. 225. 101 ]I srael 147.237.72. 166 |aka i df . 9 =g Inval i d segnent retransssion. drop 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
81.218.44. 254 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. -y 9
Ret r ansmi ssi on Packet dr opped.
185. 89. 217. 225 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 8
Sreanming Engine: TCP Invalid i i ssi
84.108. 236. 183 I srael 147. 237.76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g o 8
Ret r ansni ssi on Packet dr opped.
217.194.197.98 |lsrael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
212.235. 124. 168|l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence I'nval i d sequence nuniber noni t or
R SWNretransnmit wth different .
80. 246. 133. 145 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal noni t or 7
46. 19. 85. 227 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
. . . SWNretransmt wth different .
58. 38. 250. 61 hi na 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 7
80. 246. 140. 105 |l srael 147.237.72. 156 |anan. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout alert
79.178.144.54 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber alert
80. 246. 140. 105 |l srael 147.237.72. 156 |anan. i df .i| SYN At ack SYN -> SYN-ACK -> Ti neout rej ect
80. 246. 140. 105 I srael 147.237. 72. 156 |anan. i f .| Bad TCP sequence SINHAK retransmt with different | oo |7
w ndow scal e
62.0.251.1 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
185. 89. 217. 233 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i ssi
2.54.165. 78 I'sr ael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransnssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 133.30 |Israel 147.237.72. 167 |i shuri maka. i df .i 9 =g Invalid segnent retransmssion. 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
31.168.77.218 |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransnssion. drop 6
Ret ransm ssi on Packet dr opped.
46.19. 85. 51 I srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 86. 67 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 165 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.83  |Israel 147.237.77. 243 |nobi le.i o . i1 9 =g Invalid segnent retransmssion. 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 147 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 229 I srael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 6
37.46.39.33 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 210 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 165 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
185. 89. 217. 226 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 210 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.178.144.54 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 6
185. 89. 217. 232 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 167 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
70.211.143.99 |Lhited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 159 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
2.52.2.135 I srael 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
217.194. 207. 24 |Israel 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19. 85. 114 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 114 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 58 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber alert 5
70.211.143.99 |United Sates [147.237.77.216 [dover.idf.il Bad TCP sequence noni t or 5
46. 19. 85. 58 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
5.29.243.179 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
109. 253. 201. 67 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 85
46. 19. 86. 45 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 79
2.54.172. 189 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 51
109.226.17.47  |Israel 147.237.0.34 |tikshuv.idf.il Igg'gg 1°; Z?e Sane Response Qode (404) in Session from B ock 27
46. 19. 85. 62 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 20
109. 253. 201. 67 |l srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 15
109. 253. 147. 64 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 14
46.120.62.127 |Israel 147. 237.72. 166 |aka. i df . i | mtarki;ﬁ’_di Il‘/ha“t hori zed Nethod for Known URL on B ock 4
46. 19. 86. 63 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 4
85. 65. 62. 68 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unauthori zed URL Access from 85. 65. 62. 68 B ock 3
176.13.23.198 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 232 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
85. 65. 62. 68 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip_storagel/files/5/ B ock 3
46.19. 85. 83 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.147.242  |[Israel 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm Bl ock 3
80. 246. 137. 233 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
62.219.174.67 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wan aka. idf.il/sip storagel/files/8/ B ock 2
80.246.136.21 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
81.218. 151. 163 |Israel 147.237.77. 234 |hal ag. i df . i | mﬂtg";’t Izgg aﬁ.f‘;fﬁslslsti%_smagem | el 412054, 5 Bl ock 2
208.184.112. 74 |Wnited Sates |147. 237. 77. 216 |dover. i df . | e 1) 1155, 25650 nel dover. aue Bock |2
2.54.58. 29 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
81.218.161.95 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
176.13.16.232 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 78. 159 B ock 2
176.13.19. 142  |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
79.181.128.133 |l srael 147. 237.72. 166 |aka. i df . i | Distributed Lhaut hori zed URL Access on B ock 2

wan aka. i df . i |/ mai n/ sachar/ undef i ned

. . . D stributed Unaut hori zed URL Access on
107.178.194.79 |thited Sates |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2

DO stributed Unaut hori zed URL Access on

204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133 22461- hel dover . aspx. Bl ock 2
2.54.181. 250 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176. 13.0. 171 | srael 147.237.0. 17 ][n inly- kosher -kravi . id Miltiple Illegal Paraneter Encoding from176.13.0.171 None 2
68.180.228. 112 [United Sates |147.237.77. 216 |dover. i df . i | ma?zﬁJﬁis\fiacr"/adt;vo;.?sg;(mmi : Bl ock 1
46.19. 85. 6 I srael 147.237.77. 216 |dover . i df . i | Ilegal HITP \ersion B ock

31.154.19.5 I srael 147.237.77.216|dover. i df . i | Mil tipl e Unauthori zed URL Access from 31.154.19.5 B ock

66.249.78.9 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249.78.9 B ock

213.8.204.28  [Israel 147. 237.72. 166 |aka. i df . i | Lledd I?ta;eﬁdsngpg;g‘z/‘;;g;kﬁ i wiapatzlfres Bl ock 1
2.54.131. 148 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
80. 246. 137. 247 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 1
46.121. 14. 67 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . il/nai n. sachar Bl ock 1
46. 19. 85. 234 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
173. 252.120. 110|United Sates |147.237.72.166|aka.idf .il Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
79.182.36.193 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.187.129.166 |France 147.237.77. 216 |dover. i df . i | Distributed Lhauthori zed URL Access on Bl ock 1

waw i df . i | /1133- 22461- he/ dover . aspx.
] . . O stributed Uhaut horized URL Access on
107.178.194.79 |Wnited Sates |147.237.77. 216 [dover.idf. il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1

Uhaut hori zed URL Access to

66.249. 78.254 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mobi | f mai 1V gi yus/ gener al . aspx B ock 1
207.46.13. 21 Lhited Sates |147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to vww nakhal .idf.il/out.asp B ock 1
2.54.184.85 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs oS Atack None 1
82.166.27.134 |israel 147.237.72. 166 [aka. i df . i | Unhknown Par arret er ct| 00Sct | 00$cphii n$cphSachar $ctl 09 in None 1
v aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
2.54.7.207 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176.13.8. 213 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
68.180. 228. 112 [United Sates |147.237.77. 216 [dover. i df . i | Paraneter Type Vol ation PageNimin Bl ock 1

waw i df . il /1153- he/ dover . aspx
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