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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3397
208. 67. 1. 60 Lhited Sates 147.237.76. 197 e hinush.idf.il |Bock Np All Net dr op 1
93.174.93. 151 Net her | ands 147.237.76. 199 e.nakchal .idf.il [Bock Np Al Net drop 1
107. 150. 55. 213 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl forward 1
66. 249. 73. 206 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 1
93.174.93. 151 Net her | ands 147.237. 76. 30 hi nush. i df .i | B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 93. 222 147.237.77. 170 Lhited Sates naar achot . i df i | ET SCAN NVAP -sA (2) 2
162. 222. 185. 165 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
149. 88. 202. 228 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
94. 230. 86. 231 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
213.8.41. 250 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
84. 228. 208. 53 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218. 202. 61 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
177.21.107. 124 147.237.72. 167 Brazil i shurimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1
173.199. 74. 136 147. 237. 76. 44 Uni ted Ki ngdom e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 85. 158 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
173. 199. 74. 136 147. 237.76. 30 Uni ted Ki ngdom hi nush. i of . i | ET SCAN Potential VNC Scan 5900- 5920 1
2.54.172. 124 147.237. 72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
162. 222. 185. 165 147.237. 76. 199 Lhited Sates e. nakchal . i df .il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.0. 200 Lhited Sates . i df i | ET SCAN Potential SSH Scan 1
109. 253. 136. 97 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
91. 218. 246. 103 147.237.77.121 Russi an Federation e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.179. 28. 34 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
84.108. 214. 47 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
177.21. 107. 124 147.237. 72. 167 Brazil i shurimaka.idf.il ET SCAN NVAP -sS w ndow 3072 1
79.183. 223. 47 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
177.21.107. 124 147.237.72. 167 Brazil i shurimaka.idf.il ET SCAN NVAP -f -sS 1
64.231.207.9 147.237.77. 216 Canada dover.idf.il portscan: TGP D stributed Portscan 1
173. 199. 74. 136 147. 237.76. 38 Uni ted Ki ngdom eenetav.idf .il ET SCAN Potential VNC Scan 5900- 5920 1
40. 115. 58. 160 147. 237. 77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
162. 222. 185. 165 147.237. 76. 201 Lhited Sates e.atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
80.246.130. 42 I srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence v?l:dgirfgaslnlt wth dfferent moni tor |58
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
212. 235. 103. 203|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d sequence nunier noni t or 16
80.178.218.76 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d sequence nunber noni t or 12
46. 19. 85. 197 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 11
46.19. 85. 197 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 85. 208 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
192.116.81.14 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
2.52.152. 199 I srael 147.237.72. 167 |i shurimaka.i df .i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 86. 76 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 10
46. 19. 85. 156 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 64 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 7
46. 19. 85. 64 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 131 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
2.54.185.236  |Israel 147237, 72. 167 |i surimaka i i || SAM NG Engine: TP Invalid invalid segnent retransnissi on. dr op 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 30 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d ACK nunber noni t or 6
176.13.13. 143 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 138 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 224 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d ACK nunber aert 6
46.19. 85. 61 I 'srael 147. 237. 72. 156 |anan. i df .| Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 174 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber aert 6
46.19. 85. 131 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
176.13.13. 143 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 148 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
46.19. 85. 224 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.54.159. 11 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85.174 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 25 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber alert
46.19. 86. 168 I srael 147.237.72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
194. 90. 89. 5 I'srael 147237, 77, 243 |mbi e ior i1 | €M NG Bngine: TCP Invalid - finvalid segnent retransmssi on, drop 6
Ret r ansni ssi on Packet dropped.
46.19.85. 72 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber alert 6
62.219.21.20  |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP | nvalid  Jinvlid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 162 I srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 17 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 148 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 236 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 25 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.72 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 208 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 6
66.249.78.62  |Uited Sates [147.237.72. 166 |aka.idf.il Streaning Engi ne: TCP Invalid  invalid segnent retransnission dr op 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 50 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber aert 6
46. 19. 85. 162 I 'srael 147. 237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 148 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 236 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.54.13.4 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 30 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 6
46.19. 85. 138 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber aert 6
2.54.130. 89 I'srael 147, 237.72. 167 | shurimaka i o i |2 | €2 NG Engine: TP Invalid  finval i d segnent retransnissi on dr op 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 50 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
178.154.4.191 |Belarus 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.18.19 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 292
176.13.18. 19 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 116
176.13.18.19  [Israel 147.237.0.19 |nadimatal .idf.il EZ l\{l;r.lylé).flst)he Sane Response Code (403) in Session from Bl ock 102
176.13.0. 190 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 90
37.26.147.187 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 71
176.13.16.1 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock 54
80. 246. 136. 176 |[lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 31
2. 54. 146. 147 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
46. 19. 86. 93 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
176.13. 0. 190 | srael 147.237.0.19 |madimatal .idf.il 1’(;2. I\lla3r.1)g.olf98he Sane Response Code (404) in Session from B ock 10
109. 253. 147. 64 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
46. 19. 85. 149 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
186. 202. 153. 185|Brazi | 147.237.72. 166 |aka. i df . i | Ml tipl e Wnauthorized LRL Access from 186. 202. 153. 185 B ock 5
84.228.54.138 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 228. 54. 138 B ock 4
148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df.il/894-he Bl ock 4
46. 19. 86. 24 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 4
84.228.54.138 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka. idf.il/sip storagel/files/6/ B ock 3
109. 253. 201. 67 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 123 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
107.178.194. 83 |United Sates |147. 237. 77. 216 |dover . i df . i | D stri buted 1?:?;;&;;6%%\/?21;” Bock |2
216.72.40.185 |[lIsrael 147.237.72.166|aka. i df . i | Lhaut hori zed UR. Access to v aka.idf.il/sip_storage/files/1/ B ock 2
107.178.194.79 |Wiited Sates [147. 237. 7. 216 |dover . i df . i | m:idkf"_’tﬁ‘j 1?;;};;2&;?&%&?‘21;” Bock |2
213.57.189. 144 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 146. 120|1 sr ael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 2
46.121.135. 3 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
2.54.31.8 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
116. 25.107. 110 |Chi na 147. 237.77. 216 |dover . i df . i | mﬂt ;cfri'lzlic:]aﬁ/ﬁ‘;fizn::’ol of header upper / B ock 1
46.19. 85. 174 I srael 147.237.77.216|dover . i df . i D stributed Unhknown HTTP Request Met hod B ock 1
204.13.200. 200 [United Sates |147. 237. 7. 216 |dover . i df . i | D stri bt oc 1T§3L’_t£'§g;;_eﬂeﬁvﬁc_isp;” Hock |1
84.108.76.190 |israel 147. 237.72. 166 |aka. i df . i | \Au':x'j‘v”;’kmg I'Z"’]}r":‘?';trg Ncéggﬁiitgangfgz_'\’:isgfcphsaChar$Ct'09 in None 1
37.26.148.236 |lIsrael 147.237.72.166|aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
183. 79. 220. 248 |Japan 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to wanidf.il/international _training B ock 1
2.54.153. 66 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
157.55.39. 253 |lhited Sates |147. 237. 77. 176 [nat pash. i df . i | Mitiple Illegal URL Path Encoding from 157.55. 39. 253 B ock 1
68.180.228.112 [nited Sates|147.237. 77. 216|dover.idf .il Par aneter Type M ol ati on PageNumin waw i df .il/1133- he/ dover. aspx |B ock 1
216.72.40.185 [Israel 147.237.72. 166 [aka. i df . i | D stributed Uhaut hori zed Method for Known URL on wwn aka.idf.il/ |B ock 1
46.19.85. 124 | srael 147.237.0.17 (rjnf ‘rri!/|- Kosher-kravt :'rllln;e/?aklosﬁrra-nlfrtae\;i I?qgfw: r?a: r;?(/ic? eat ecapt chai nage. aspx None !
186. 202. 153. 185|Brazil 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
80. 246.139.57 | srael 147.237.72. 166 |aka. i df . i | mn;k‘f:i ?ﬁﬁaﬂ/%ﬁmiﬁaﬁgmm in None 1
37.26.146.160 |[Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
66.102. 9. 101 Uhited Sates|147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to vww i df.il/1294-en/vwwn idf.il/english |B ock 1
2.54.56.225  |Israel 147.237. 72. 166 |aka. i df . i | L'u'ri%asj/ i?ta;egdsngggzgzgggkﬁ f/ nai v kapat 2/ res Bock |1
138.134.192. 10 |lIsrael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to ww i df.il/ml net B ock 1
Unknown Par anet er
109. 64.21. 114  |lIsrael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP acekol der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46. 19. 85. 189 I srael 147.237.77. 216 |dover . i df . i | Dstributed Ml formed UR B ock 1
208.184.112. 74 |Uhited Sates|147. 237. 7. 216 |dover . i df . i | Dstri uted 1?;;};;2&;?&%&?‘21;” Bock |1
40.77.167.5 Lhited Sates|147.237.77.233|atal .idf.il Abnormal |y Long Request URL Bl ock 1
184.105. 139. 67 |Wited Sates|[147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
84.228.16. 97 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84.228. 16. 97 B ock 1
2.54.184.132 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
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