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|Top Attackers | n DDoS- Def ence |

Site

Device Action

Count

Attacker Address

|Attacker Country

Target Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3109
93.174. 93. 218 Net her | ands 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 2
163.177.19. 12 Chi na 147.237.76. 34 yohal an.idf.il JLMPurple Gon Linit Tcp drop 1
82. 80. 89. 41 | srael 147.237. 72. 167 ishurimaka.idf.il |B ock Wip All Nets drop 1
93.174. 93. 151 Net her | ands 147. 237. 76. 196 e.svivaidf.il B ock Np Al _Net drop 1
93.174.93. 151 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
93.174.93. 151 Net her | ands 147.237. 76. 200 eitan. aka idf.il B ock Np Al _Net drop 1
208. 67. 1. 60 Lhited Sates 147.237.76.176 test.ncore.idf.il B ock Np All _Net drop 1
93.174.93. 151 Net her | ands 147.237.76. 34 yohal an.idf.il Bock Np Al Net drop 1
71.6.165. 200 Lhited Sates 147.237.76. 30 hi nush. i df.il B ock_Udp Al Nets drop 1
93.174. 93. 151 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78.254 |147.237.72.166|Wited Sates |[aka.idf.il ET SCAN NVAP -sA (2) 2
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 2
41.33.29.71 147. 237.76. 34 |Egypt yohal an.i df . i ET SCAN NVAP -sS w ndow 3072 1
209.126. 116. 147(147.237.0.16 [Lited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220|147. 237. 77.19 |Sweden I awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
173.199. 74. 136 |147.237.77.179 LKJ?';;gom e mazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147. 237.8. 24 LK?';gegom elifestyleidf.il ET SCAN Potential VNC Scan 5900- 5920 1
163.177.19.12 |147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
109. 253. 192. 32 |147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1

L ET DO Large anount of TCP ZeroViindow - Possible Nkiller2
80. 246. 133. 144 |147.237. 77. 233l srael atal.idf.il 1
DDos attack

41.33.29.71 147.237.76. 34 |Egypt yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
173.199. 74. 136 |147. 237. 77. 243 LK?';gegom nobi | e.i df i ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147. 237.72. 166 LKJ?';;gom aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
121.201. 61. 49 |147.237. 76. 199 [Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
88.247.238.39 |147.237.8.28 |Turkey e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
80.178.201. 104 |147.237.77.216 |l srael dover.idf.il portscan: TQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address |[Ste Signature
107. 167. 104. 176|Wited Sates 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 33
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
46.19. 85. 173 | srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 31
212. 235. 103. 203|I srael 147. 237. 72. 166 |aka.i of .i 1 Bad TCP sequence Invali d sequence nunber nonitor |28
46.19. 86. 112 I srael 147.237.72. 167 |ishurimaka. i df .il|Bad TCP sequence I'nval i d ACK nunber noni t or 28
176.13.23.50  [Israel 147.237. 7. 243 |t 1o o1 | AM NG Engine: TP Invalid finvalid segnent retransnissi on drop 8
Ret r ansni ssi on Packet dropped.
192. 115.83.5 I sr ael 147. 237. 77. 216 |dover . i of . i | Bad TCP sequence Inval i d ACK nunber noni t or
192.115.83.5 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber alert 7
46. 19. 85. 88 I'srael 147 237.72. 167 [i shuri maka i i || €2 NG Engi ne: TGP Invalid inval i d segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
2.54.30.91 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
80. 246. 133. 144 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
80. 246. 136. 253 |l srael 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85.55 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
37.26.147.161 |Israel 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 226 I sr ael 147. 237. 77. 216 |dover . i of . i | Bad TCP sequence Invali d ACK nunber alert 5
46. 19. 85. 226 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 19. 85. 55 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval id ACK nunber alert 5
176.13. 1. 45 I sr ael 147.237.77. 243 |rwbi e i1 | S8 NG Engine: TP Invalid finvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor
212.199. 251. 235|l srael 147. 237. 72. 156 [anan. i df . il Bad TCP sequence Invalid ACK nunber noni t or
95. 65. 34. 177 g"ﬁg‘ﬁ o 147.237.8.28 |e.mobile-ks.idf.il|Geo-1 ocation enf or cenent gﬁ?;'rggiinfn  nbound drop 3
46.19.85.224  |israel 147.237.72. 166 |aka.i df . i1 Streaning Engi ne: TCP Invalid - finvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
212. 235. 103. 203|I sr ael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
46.19. 85. 63 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 50 I sr ael 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence Invali d ACK nunber alert
79.177.203.190 |lsrael 147.237.72. 166 |aka.i df . il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
62.219. 115. 220 | srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
185.3.146.208 |Israel 147. 237. 77. 216 |dover . i of . i Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 50 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or
2.54.167. 144 I sr ael 147.237. 72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.54.0. 62 I'srael 147. 237.72. 166 |aka i of . i Streanmng Bngine: TCP Invalid  limvalid segnent retransnmission. |y 3
Ret r ansni ssi on Packet dropped.
141. 8. 132. 112 :Z:::t”i o 147.237.72. 166 |aka. i df .1 ;{ ?Zr:s?r? SESr;chJ:e: TP Invalid :}';‘éi!td dsreggsg;. retransmssion. g o 3
109. 67.33.125 |l srael 147. 237.72. 166 |aka i of . i Streamng Bngine: TCP Invalid  limvalid segnent retransnission. | 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 239 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence I'nval id ACK nunber noni t or 2
182.77.27.166 [India 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
46.19.85.41 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
46. 19. 86. 227 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence I'nval id ACK nunber noni t or 2
185. 89. 217. 233 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |2
46. 19. 86. 42 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
84.94.182.80 | srael 147,237, 77. 243 |noti 1o o1 | AM NG Engine: TP Invalid finvalid segnent retransnissi on drop 2
Ret r ansni ssi on Packet dropped.
2.54.157. 217 I sr ael 147.237.0.19 |nedimatal.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 86. 55 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
46.19. 85. 94 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
79.182.32.171 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invali d ACK nunber nonitor |2
46. 19. 85. 88 | srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 41 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 2
67.8.231.215 |Uited Sates  |147.237.76.86 |navy.idf.il Streamng Bngine: TCP Invalid  limvalid segnent retransnission. | 2
Ret r ansni ssi on Packet dropped.
84.228.54.138 |[lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nval id ACK nunber noni t or
212.235.98. 139 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunier noni t or
46. 19. 86. 227 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert
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109. 253.132. 23 |Israel 147.237.0.19 |madi matal .idf. |00 M of the Same Response Code (404) in Session from B ock 316
109. 253. 132. 23
109. 253. 132. 23 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 113
109. 253.132.23 |Israel 147.237.0.19 |madi matal .idf.i|/c0 My of the Same Response Code (403) in Session from Bl ock 76
109. 253. 132. 23

2.54.154. 58 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 58
2.54.157. 217 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 52
176.13. 13. 23 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
46.19. 86. 112 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
2.54.14.128 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 8
109.67.98.45  |Israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?réfz‘f? | t:‘eggrcﬁsemztesn <t ehi | ddocunent s/ 1071 B ock 5
212.199. 180. 202! srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for ww aka. i df i/ B ock 4
2.54.30.132 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
212.199. 180. 202|l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storagel/files/ 8/ B ock 3
80.178.201. 104 [Israel 147.237.77.216|dover.i df .i | Ml ti pl e Uhaut horized URL Access from 80.178. 201. 104 B ock 3
80.246.136.14 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
193.34.57.101 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: si gal gs oS At ack None 2
93.174.93.218 |Netherl ands 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Mthod from 93.174. 93. 218 B ock 2
176. 13. 23. 50 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
80. 246. 136. 111 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109.67.1.237  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :?rd'fz'f? , t’;‘eggf;semgtesu et | ddocunent </ 1152 B ock 2
93.174.93.218 |Netherl ands 147.237.72. 166 |aka. i df . i | Miltiple NULL Character in Method from 93.174.93.218 B ock 2
72.9.148.10  |Uited Sates  [147.237.76.86 |navy.idf. il m“tngs;' e e e/ navy. aspx. aspx B ock 2
109. 67. 1. 237 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unauthorized URL Access from 109. 67. 1. 237 B ock 2
2.54.31.223 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 1
84.228.54.138 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
77.127.182.184 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
157.55. 39. 75 Lhited Sates 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/klali.aspx Bl ock 1
66.220.155.214 |lhited Sates |147.237.72. 166 |aka. i df .| Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
5.29.163. 16 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.28. 160 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 1
109. 253. 215. 228]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
68.180.230. 224 |Uited Sates  [147.237.76.31 |nakchal . idf. il | oo, o TYPe M cleton FRgehumi e Bl ock 1
46. 19. 85. 50 I srael 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Method age: in URL en-gb, en-us B ock 1
2.54.50. 14 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to ww aka. i df.il/main/ B ock 1
84.228.76.196 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.181.35. 25 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
157.55.39.116 |Wited Sates [147.237.72. 166 |aka. i df.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 66. 29 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1367-8722- he/ at al . aspx |B ock 1
5.29. 210. 124 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176. 13. 23. 50 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
82.81.17.90 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/matash/| ogin/default.asp  |B ock 1
131.253.25.129 |[thited Sates [147.237.0.34 [tikshuv.idf.il |Wauthorized LR Access to www tikshuv.idf.il/i/jot B ock 1
2.54.50. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
85. 64.103. 118 |l srael 147.237.72. 166 [aka.i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
176.13. 1. 205 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 253. 138. 35 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66.249.69.30 I srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?réfz‘f? | t:‘eggrcﬁsemztesn tehi | ddocument <) 1675 B ock 1
93.174.93.218 [Netherl ands 147.237.72. 166 [aka. i df . i | NULL Character in Mt hod B ock 1
31.13.112.119 [ireland 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
2.54.31.8 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
176. 13. 23. 53 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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