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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action |Count]|

66. 249. 73. 198 | srael 147.237.77.170 naarachot . i df .i| TCP handshake viol ation, first packet not syn |drop 3524
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3075
66. 249. 73. 206 | srael 147.237.77.170 naar achot . i df .il TCP handshake viol ation, first packet not syn |drop 291
77.247.178.132 Net her | ands 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1

93. 174. 93. 151 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ock Np Al Net drop 1
93.174.93. 151 Net her | ands 147.237. 76. 38 eeneitav.idf.il |Bock Np Al Net drop 1
93.174.93. 151 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
208. 67. 1. 60 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al Net dr op 1
93.174.93. 151 Net her | ands 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘Target Addr ess étu"’r‘ftkre; Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
93.174.93.203 [147.237.8.28 |[Netherlands e.mobi le-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 2
66.249.73.198 |147.237.77.170(lhited Sates  |mmarachot.idf.il |ET SCAN NVAP -sA (2) 2
66.249. 73. 206 |147.237.77.170|lhited Sates nearachot.idf.il  |ET SCAN NVAP -sA (2) 2
173. 199. 74. 136 |147. 237. 76. 198 [Uni t ed Ki ngdom |e. yohal an.i df.i| ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.8.45 [United Ki ngdom |e.eitan.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
185. 65. 201. 196 [147. 237. 77. 235 :ZZ:;”im svivaidr.il ET SCAN NVAP -sS wi ndow 2048 1
173. 199. 74. 136 |147. 237. 77. 205 |Uni t ed Ki ngdom |prisha.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147. 237.76.39 |[United Ki ngdom |nobile. neitav.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.203 [147.237.76.86 [Netherlands navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
200,92 99. 164|147 237 8.14  |vexii co o orchot i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 65. 201. 196 [147. 237. 77. 235 :ZZ:;”im svivaidr.il ET SCAN NVAP -sS wi ndow 3072 1
185. 65. 201. 196 [147. 237. 77. 235 | XSS svivaidf.il ET SCAN NVAP -f -sS 1
Federati on
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 34
23.29.130. 42 Lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 34
85. 250. 120. 195 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
85. 250. 120. 195 |l srael 147.237.76.30 |himush.idf.il |drop First packet isn't SN drop 16
. e SN retransnmit wth different .
119. 139. 82. 159 [Chi na 147.237.77. 234 |halag.idf.il [Bad TCP sequence i ndow scal e noni t or 12
46. 19. 85. 193 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 11
46.19. 85. 193 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber alert
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
46. 19. 85. 46 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi
157.55.39.75  |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
194. 90. 89. 5 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
46.19. 85. 75 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 18 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 46 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 75 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber moni tor |6
46. 19. 85. 18 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval id ACK nunber nonitor |6
46. 19. 85. 46 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
40.77.167.8  |Uited Sates 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 46 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber nonitor |6
Sreaming Engine: TCP Invalid i i ssi
40.77.167.95  |ited Sates 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 119 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
84.94.58.8 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber alert
46.19. 86. 108 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence I'nval i d ACK nunber noni t or
e SN retransmit wth different .
109. 65. 145. 236 |l srael 147.237.77.233|atal .idf.il  [Bad TCP sequence vi ndow scal e moni tor |4
84.94.58. 8 | srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreaming Engine: TGP Invalid i i ssi
157.55.2.157  |wited Sates 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.
212.76.127. 111 |l srael 147.237.77.233|atal.idf.il  |Bl ock HTTP Non Conpli ant Failed to handl e connection data |nenitor 3
Sreamng Engine: TCP Invalid i i ssi
82.81.35.25 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
50.153.191. 14 |Wnited Sates 147.237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. |y 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 193 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 90 I'sr ael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |y ., 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
95.108. 158. 167 |Russian Federation  |147.237.72. 166 |aka i df i 9 =9 Invalid segnent retransmssion. |y ., 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
84.228.205. 196 |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |y ., 3
Ret ransni ssi on Packet dropped.
2.52.174.212 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
212.76.127.10 |lsrael 147.237.77.233atal .idf.il  |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreaming Engine: TCP Invalid i i ssi
79.182.148.69 |lsrael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 193 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 3
188. 120. 148. 170]I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 3
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
2.54.182.214 | srael 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 2
84.108.68.146 |lsrael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber monitor |2
Pal estinian Territory, S L
176. 58. 66. 178 Qccup ed 147.237.77.216 |dover.idf.il |dr op Frst packet isn't SYN drop 2
Sreaming Engine: TGP Invalid i i ssi
66.249.66.95 |lited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
37.46. 39. 102 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
66.249. 78. 146 |lhited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 2
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
166. 137. 139. 46 |Wnited Sates 147. 237. 77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
68. 180. 229. 121 |Wnited Sates 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |, ., 2
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 90 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
141.212.122. 161 |thited Sates 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Addr ess count ry Target Address |Site Sgnature Acti on ‘Count
192.118.11. 124 |Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 83
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 208. 115. 113. 88 B ock 10
148. 251. 21. 227 |Ger many 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 3
109. 253. 137. 222|I srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 3
109. 253. 159. 223|| sr ael 147.237.76.30 |hinush.idf.il Ml tiple Unhauthorized URL Access from 109. 253. 159. 223 B ock 2
109. 253. 206. 102|I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.121.76.233 |[Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 2
109. 186.19.81  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
79.182.103. 236 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.78.97  |israel 147. 237.72. 166 |aka. i df . i | i;t rzist;tl’tg‘ 1%%?“;;;0;} ;e;ustzexf;s.sazgx B ock 1
131.253.25.129 |Uited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to v ti kshuv.idf.il/i/jot B ock 1
109. 65. 43.186 I srael 147.237.72. 166 |aka. i df . i | m”;k“;i?me;a?nglegmm in None 1
68.180.228.175 |Lhited Sates |[147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
66. 249. 66. 3 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy. i df.il/edi niyoman/ yonan. asp B ock 1
185.27.105.78 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
109. 253. 159. 223 I srael 147.237.76.30 |himush.idf.il  [hautnorized WFRLAccess o R B ock 1
84.95. 85. 18 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
208. 115. 113.89 [Lhited Sates |147.237.77. 216|dover. i df .i | E:?:t 7%?%?055555 to v idf.il/english/ och Bl ock 1
66.249.78.111 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
37. 46.39. 67 I srael 147.237.72. 166 |aka. i df . i | thriizll i%;eﬁdsng‘;ggzggz;kﬁ f/ i 1V kapat z/ /res B ock 1
148. 251. 21. 227 |Ger nany 147.237.77.216|dover.idf.il Ml ti pl e Uhaut horized URL Access from 148. 251, 21. 227 B ock
109. 65. 145. 236 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock

Unaut hori zed URL Access to
68.180.229.239 |lhited Sates [147.237.72.166|aka.idf.il v aka. i df . i1/ si p_storagel il es/ 2/ 62532. pdf g2=whvg9j gvov3i gm of | egd |Bl ock 1
a

66. 249. 66. 90 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to www navy. i df . il /navy/ navy/ general . aspx B ock

185. 32.179. 8 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None

84.111. 66. 49 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None

208.184.112.74 |Uited Sates [147.237.77.216|dover. i df .il D stri butec lfsgggggfﬁe%ﬁ??:pﬁ” Bl ock 1
66.249.78.240 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Uauthorized URL Access on 147. 237. 72. 166/ robot s. t xt B ock 1
79.177.105. 189 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249.73.129 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list2005b. htm B ock 1
109. 253. 219. 143|| sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
84.228.205. 196 |Israel 147.237.72. 166 |aka. i df . i | \;Twagiﬁm@??lﬂﬁ\sa?hjri/?zgii;raﬂmWZard/regi ter. asp None 1
68.180.228.112 [nited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin vww i df . i|/1781- he/ dover. aspx B ock 1
66.249.64. 177 |lsrael 147.237. 76. 147 [chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
157.55.39. 119 [thited Sates |[147.237.77.176|nat pash. i df . il Uhaut hori zed URL Access to www cogat . i df.i1/894-he B ock 1
79.177.116.53 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
204.13.200. 200 [United Sates [147.237.77. 216 |dover . i df . | D stri bt oc 1T;g:§gi3§?ﬁeﬁvﬁcfsspﬁn Bl ock 1
66. 249. 78. 9 I srael 147.237.72. 166 |aka. i df . i | m“;grii ;é?lﬁmbff‘;i; It_]/ogi yus/ general . aspx Bl ock 1
119. 139. 82. 159 |Chi na 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ i mages/ shared/ bul | et 1. gi f  [B ock 1
107.178.194.87 |lnited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df . il/1133-22638- he/ dover . aspx. B ock 1
68.180.228.112 [nited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/news/jeninkilled stn B ock 1
66. 249. 66. 3 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 66. 249. 66. 3 B ock 1
176.13. 23. 53 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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