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01-07-2016-05:04:01 to 01-07-2016-06:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3013
114. 219. 162. 211 Chi na 147.237. 76. 148 gacenter.aka. idf.il |B ock Wp Al _Nets drop 1
46.43.72.110 Pal estinian Territory, Qcupi ed 147.237.76. 176 test.ncore.idf.il ock Wdp Al Nets dr op 1

114. 219. 162. 211 Chi na 147. 237. 76. 147 chinuch. aka.idf.il [Block Wp Al Nets drop 1




01-07-2016-05:04:01 to 01-07-2016-06:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnalure Devi ce Action |Oount |
198. 20. 69. 74 Lhited Sates 147.237.8. 28 e. nobi | e-ks. i df.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
185. 130. 5. 207 147.237.77.216 |dover.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1

185. 130. 5. 207 147.237.77.216 |dover.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 1




01-07-2016-05:04:01 to 01-07-2016-06:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.73.198 |147.237.77.170|lhited Sates maar achot . i df .i | ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 76. 147 |Chi na chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
173.199. 74. 136 |147.237.77.74 |United Kingdom |[lawidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 |147.237.77.61 |United Kingdom |e.cogat.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.8.24 |China elifestyle.idf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 |147.237.72.156 |Lhited Kingdom |anan.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
41. 140. 253. 9 147. 237. 72. 167 |Mor occo i shuri maka.idf.il ET SCAN NVAP -sS w ndow 4096 1
122.114.17.100 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
217.243.198. 134|147.237.0.35 |Ger many akaws. i df .i | ET SCAN Potential SSH Scan 1
31.184.195.114 [147.237.76.34 |Russian Federation |yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.195 [147.237. 77. 216 |Net her| ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.220.50.133  |147.237.77.179 :égu”'b”'z'?c e.nezi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
213.85.31.170 |[147.237.76.38 |Russian Federation |e e neitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93.203 |147.237.0.34 [Netherlands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 77. 216 |Lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 170 |Chi na nmaar achot . i df . i | ET SCAN Potential SSH Scan 1
193.201.227.7 |147.237. 72. 166 |Wkrai ne aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 199 |Chi na e.nakchal .idf il ET SCAN Potential SSH Scan 1
173.199. 74. 136 |147.237.77.216 |United Ki ngdom  [dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 |147.237.77.74 |United Kingdom |lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
173.199. 74. 136 |147.237.72.217|United Kingdom |e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.0. 200 |China . i df . i | ET SCAN Potential SSH Scan 1
173.199. 74. 136 |147.237.0.16 |[United Kingdom  |ny-kosher-kravi.idf.il |[ET SCAN Potenti al VNC Scan 5900- 5920 1
31.184.195. 114 |147.237.76. 147 |Russi an Federation |chi nuch. aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
106. 75.199. 201 [147. 237. 7. 235 |chi na sviva idf.il SERVER APACHE Apache nod_ssl non-SSL connection to S8 |,
port denial of service attenpt
217.243.198. 134|147.237.0.16  |Ger many ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
5.220.50.133  |147.237.77.179 :égu”'b”'z'?c e.nezi.idf.il ET SCAN NMAP -sS wi ndow 4096 1
94.102. 48.195 |147.237.77. 176 |Net her| ands mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
213.85.31.170 |147.237.0.16 |Russian Federation |ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 207  |147.237.77.216 dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df .| drop SMrul e drop 34
46.19.85.147  |israel 147. 237.72. 166 |aka i f .| Streamng Engine: TCP Invalid - invalid segnent retramsmission. | 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 56 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 56 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
108. 189. 108. 212|wnited Sates  [147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. | Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |4
75. 45. 0. 168 Lhited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 86. 238 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
141.8.132.85 gz::;”ion 147.237.72. 166 |aka. i df . i ;: le:srrlr? SEsr:g;:e: TP Invalid :Dg‘éakjeitd ;eggggg_ retransmssion. 4 00 3
199.30.24.162 |Whited Sates 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19. 86. 238 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or
188. 143. 232. 16 gz::;”i o 147. 237. 77. 216 |dover . i df .| drop SMrul e drop 2
46. 19. 85. 254 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
66.249.78.160 |lhited Sates |147.237.72.166 |aka idf.il Streaning Engine: TCP Invalid Jimvalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dr opped.
199.30.24.162 |UWnited Sates  [147. 237. 72. 166 |aka i df il Bad TCP sequence ﬁﬁsﬁ reansm't wehdifferent |onitor |2
157.55.39.75  |wited Sates  |147.237.72. 166 |aka.idf. il Streaning Engine: TCP Invalid Jivalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dr opped.
184. 105. 247. 220|Wnited Sates  |147.237.8.50 |e.tikshw.idf.il [Geo-1ocation enfor cenent gﬁ?olrggi:]fn I nbound drop 1
141.212.122. 173|Wnited Sates  [147.237.0.35  [akavs.idf.il drop drop 1
106.75.199. 201 |oni na 147.237.8.27 |e.madimatal .idf.i|Geo-1 ocation enf or cenent Sﬁ?;ggi:}f” I nbound drop 1
199. 30.25.166 |Lhited Sates 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
157.55.39.75  |Wnited Sates  |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
115. 230. 124. 164|cni na 147. 237. 77. 216 |dover . i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.14 Lhited Sates [147.237.8.14 [e.orchot.idf.il |Geo-1 ocation enf or cement gﬁ?;'rggiinfn I nbound drop 1
216.218.206. 92 |lhited Sates |147.237.76.199|e.nakchal .idf.il |Geo-1 ocation enf or cenent Sﬁ?;ggi:}f” I nbound drop 1
141.212. 122. 173|Wnited Sates  [147. 237. 77. 179 |e. nazi . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 75. 199. 201 |chi na 147.237.77. 235 |sviva i df . SYN At t ack SYN -> SYN-ACK -> RST rej ect
54.159.52.193 |lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
199.30.25.166 |Wnited Sates  [147.237.0.34 |tikshw.idf.il  [Bad TOP sequence SINAQC rerransmt Wih diferent Jopgitor 1
159. 203. 67. 223 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
74.82. 47. 26 Wited Sates  [147.237.76.200|eitan.akaidf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.94 |lhited Sates [147.237.8.46 |e.chinuch.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 174|Wnited Sates  [147.237.0.35 |akavs.idf.il drop drop 1
108. 189. 108. 212|wnited Sates  [147. 237. 77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |1
54.211.166.212 |lLhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
208.115.111.68 |lhited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 1
141.212. 122. 160|Wnited Sates  |147. 237. 72. 166 |aka. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 56 Whited Sates |147.237.8.45 |eeitanidf.il  |SYN Atack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.95 |hited Sates [147.237.77.235|svivaidf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 219 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212. 122. 174|Wnited Sates  [147.237. 77. 179 |e. nazi . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 71 |Wnited Sates  |147.237. 77. 243 |nobil e.i of . SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 161|wnited Sates  [147. 237. 72. 166 |aka. i df . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 136. 126 || srael 147.237.72. 166 |aka. i df . SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.230.145.49 |Wited Sates |147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.92 |Wnited Sates |147.237.76.197|e.himushidf.il |Geo-1 ocation enfor cenent gﬁ?g'rggiin:’n I nbound drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
176.13.16. 120 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
80. 246.136.19 |[lsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
87.69.112. 202 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
] . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Lhited Sates  |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 78. 160 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
’ . . Unaut hori zed URL Access to
199. 16. 156. 124 |Whited Sates  |147.237.77.216|dover.i df .i | vowe i o i 1/si p storagel i1 es/ 2/ si ze220x0/ 17882, | pg B ock 1
157.55.39.75 |lhited Sates  |147.237.72.166|aka. i df . il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
184. 105. 139. 67 |Lnited Sates  |147.237.77.243|nobil e.idf . il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
] . . D stributed Unaut hori zed URL Access on
107.178.194. 83 |Lhited Sates  |147.237.77.216|dover.idf . il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. - Unaut hori zed URL Access to
66.249. 78. 234 [l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx Bl ock 1
] . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |Wnited States  |147.237.77. 216 |dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
157.55.39.75 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 1
Unaut hori zed URL Access to
66.249.66.72 |lIsrael 147.237.77. 176 |nat pash. i df . i | wa cogat . i df . i |/ usef ul i nformation/ i dkoni ni pages/ 02112010. asp |B ock 1
X
www. chanat z. aka. i d .
185. 25. 151. 159 |Pol and 147.237.77. 226 £l Uhaut hori zed URL Access to testpd. pospr.waw pl/testproxy. php |B ock 1
117.78.13.29  |China 147.237.72.167|i shurimaka. i df . i | Unaut hori zed URL Access to 147.237.72. 167/ robot s. t xt Bl ock 1
. . Unaut hori zed URL Access to
66.249. 78. 240 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
208.115.113. 88 |Lhited Sates  [147.237.76.86 |navy.idf.il Whaut hor i zed URL Access to waw navy. i df.il/&€Z B ock 1
159. 203. 67. 223 |Lhited Sates  [147.237.77.216|dover.idf .il Ml tipl e Unhaut horized URL Access from 159. 203. 67. 223 B ock
93.173.11. 203 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
- - Unaut hori zed URL Access to
66.249. 78. 104 [l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ edi i f und/ f unddesc. asp B ock 1
185. 25. 151. 159 |Pol and 147.237.77.234|hal ag. i df . i | Uhaut hori zed LRL Access to testp5. niel no. | ubin. pl/testproxy. php |B ock 1
A . . Paranet er Type M ol ation ctl00$Cont ent A aceHbl der 1t xt Bai | in
122. 54. 233. 174 |Phi | i ppi nes 147.237.77. 216 |dover.i df . i v i df i 1/ 1038- en/ dover . aspx Bl ock 1
68.180.228. 112 |Lhited Sates  [147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw i df.il/newsitel hebrew 120203  |B ock 1
] . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |United Sates  |147.237.77. 216|dover. i df . i | Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . Unaut hori zed URL Access to
159. 203. 67. 223 |Lhited Sates  |147.237.77.216|dover.idf .il vow i df i |/ enpl at es/ t enpl at econt rol s/ nevsf | ashy vawy ynet . co. | | Bl ock 1
. . . . SS. Untraceabl e Gonnection - Protocol violation
106. 75. 199. 201 |Chi na 147.237.77.235|sviva. i df . i | (SSL_OONN LI ENT FELLO) None 1
66.249. 78. 159 |l srael 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/error. htm B ock 1
185. 27. 105. 78 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
141.8.132. 85 RJSS::Ini on 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
77.126. 252. 220 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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