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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3488
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 2

183. 60. 48. 25 Chi na 147.237. 76. 196 e.sviva.idf.il JLM Under Attack Con_Tcp drop 2

208. 67. 1. 60 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock Np Al Net drop 1

208. 67. 1. 60 Lhited Sates 147. 237. 76. 202 e.halag.idf.il Block Np All Nt drop 1
89.248.174. 4 Net her | ands 147.237. 76. 86 navy.idf.il B ock Np Al Net drop 1

208. 67. 1. 60 Lhited Sates 147.237. 76. 39 nobi le.neitav.idf.il |Bock Np Al _Net drop 1
89.248.174. 4 Net her | ands 147. 237. 76. 147 chi nuch. aka.idf.il B ock Np All _Net dr op 1

208. 67. 1. 60 Lhited Sates 147.237. 76. 44 e.refuah.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

At tacker A tacker .
count ry ’Target Address |Site dgnature

46.252.131.34 |Ger nany 147.237.77.216|dover.i df .i |

C1000106: HITP. naj estic bot

203.78.12.21 |d ngapore 147. 237.77. 170 |mmar achot . i df . i 'ﬁ?s;abi '”t‘y PHP-C3 Qeery String Paraneter Information Dsclosure g o 1

Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 93. 37 147.237.76.31 |Wnited Sates  [nakchal .idf.il ET SCAN NVAP -sA (2) 2
173.199. 74. 136 |147.237.72.14 |United Kingdom |dover.idf.il(old) |ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.8.46 |United Ki ngdom |e. chi nuch.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
172.245.11.57 |147.237.0.35 |Lhited Sates akavs. i df i | ET SCAN NVAP -sS w ndow 3072 1
104. 128. 144. 131|147. 237. 76. 176 |Canada test.ncore.idf.il |ET SCAN NVAP -sS w ndow 3072 1
209. 126. 116. 147|147. 237. 77.19 |lhited Sates | awforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
31.184. 195, 114 |147. 237.77. 212 ?ég:;;”im e. dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
31.184.195. 114 |147.237.76. 44 gjjslr‘im erefush.idf.il  |ET SCAN Potential VNC Scan 5900- 5920 1
190, 65.38. 130|147 237 0.33 0ol onbi & il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T ' Potential Scan or Brute Force
31.184.195. 114 |147.237.0.35 gj;:lnim akaws. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237. 76. 200 [Uni ted Ki ngdom [eitan.aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.76.39 [United Ki ngdom |nobile. neitav.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.8.50 |Uhited Ki ngdom |e.tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74.136 [147.237.0.35 |Uhited Ki ngdom |akavs.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
172.245.11.57 |147.237.0.35 |lhited Sates akaws. i df . il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 77. 205 |Lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
201 160.77.135 |147. 237, 0.15  |vexi co vosher-kravi i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
B T " |Potential Scan or Brute Force
31.184.195. 114 |147.237. 76. 201 gj;:lnim eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
193. 105. 134. 220|147. 237. 77. 243 |Sweden nobi | e.idf il ET SCAN NVAP -sS w ndow 1024 1
31.184.195. 114 |147.237.8. 46 23::;'}0'1 e.chinuch.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.77.178|Uni ted Ki ngdom |e. nat pash. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
31.184.195. 114 [147.237.0. 34 ?éjj;’}m tikshuv.idf. i ET SCAN Potential VWNC Scan 5900- 5920 1
173.199. 74. 136 |147.237.76. 197 |Uhi ted Ki ngdom |e. hi nush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237.77. 216 |dover. i df . drop SMrule drop 36
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
85.250. 56. 239 I srael 147.237.77. 233 |atal i cf i Bad TCP sequence V?’:dﬁr::;”lt wehdfferent — Joonitor |7
46. 19. 85. 167 I srael 147.237.77. 216 [dover.i df i | Bad TCP sequence I'nvalid ACK nunber noni t or 6
89.138.124.20 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence mdﬁr::;rzt wthdifferent N\ onitor 6
46.19.85.167  |Israel 147. 237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber alert 6
207.46.13.32  |United Qates |147.237.76.86 |nawy.idf.il Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | o 4
Ret r ansni ssi on Packet dr opped.
195. 34.150.18 |Austria 147.237.77. 216 |dover.i df .il B ock HTTP Non Conpli ant Fai | ed to handl e connection data [monitor |4
207.46.228.208 Lhited Sates |147.237.76.31 [nakchal .idf.il Bad TCP sequence S et wehdfferent — Jopnitor |3
207.46.228.208 |Uhited Sates 147, 237.76.31 |nakchal.idf.il Bad TCP sequence SN etranemt with different  ajert 2
188.143. 232, 16 [USSI AN 147. 237.77. 216 |dover i df .1 | drop SAMrule drop 2
Federati on
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
77.237.138.202 |Czech Republic |147.237. 77. 212 |e. dover. i df.il Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 2
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
184.105. 139. 84 |Wnited Sates |147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93.174.93.203  |Net her| ands 147.237.76.30 |hinush.idf.il drop SAMrul e drop 1
185. 130. 5. 231 147.237. 76. 148 |gqcenter. aka. i df . i | drop SAMrul e drop 1
185. 130. 5. 231 147.237.0.35 |akavs.idf.il drop SMrule drop 1
141.212.122. 175|Wited Sates  |147. 237. 76. 197 |e. hi nush. i df .1 Geo- | ocati on enf or cenent gﬁ?;):ggismon  nbound drop 1
198.20.69.74  |lnited Sates |147.237.8.28 |embileks.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.44.224.176 |pain 147.237.76.86 |navy.idf.il drop SMrule drop 1
185. 130. 5. 231 147.237.76.202|e. hal ag.idf.il drop SAMrul e drop 1
185. 130. 5. 231 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
184. 105. 139. 112|Uhited Sates |147.237. 76. 147 [chinuch. aka.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 126. 48 |Chi na 147.237. 77. 216 |dover.i df .i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
193. 105. 134. 220|Sweden 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent (effolrg‘e:ﬁ;'mon i nbound drop 1
46. 19. 86. 61 I srael 147.237.77. 243 |robi L e. i of .| Bad TCP sequence Invalid ACK nunber monitor |1
185. 130. 5. 231 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
185. 130. 5. 231 147.237.76.30 |himush.idf.il drop SMrule drop 1
149.50.101. 223 [Uhited Sates |147.237. 77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
199. 30. 24.141 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
85. 65. 6. 28 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber monitor |1
185. 130. 5. 231 147. 237. 77. 216 |dover . i f . | drop SMrule drop 1
45.79. 168. 168 147.237.77. 176 |nat pash.i df . i | Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
185.130. 5. 231 147.237.76.44 |e.refuah.idf.il drop SAMrul e drop 1
184. 105. 247. 220|United Sates  |147. 237. 72. 156 |anan.i df . SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212.83.40.238 |CGermany 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212. 122. 160|Wnited Sates  |147.237. 76. 197 |e. hinush.i df .1 Geo- | ocati on enf or cenment Sﬁ?o'r;ﬁ?;no” t nbound drop 1
193. 105. 134. 220|Sneden 147. 237. 77. 226 "‘I”‘IW chanat z. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.52 Lhited Sates |147.237.72.167|ishurimakaidf.il  |SYN At ack SYN -> SYN-ACK -> RST rej ect
185. 130. 5. 231 147.237.76. 177 |ncore.idf . il drop SAMrul e drop 1
185. 130. 5. 231 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 1
199.30.24.141 |Whited States  [147. 237. 7. 216 |dover. i df.il Bad TCP sequence ;ﬂ'\f;oefnrj;;j;;?c;gth moni tor |1
188.143. 232. 16 | 2SS a1 147.237.77.74 |lawidf il drop SAMrul e drop 1
Federati on
46. 19. 85. 63 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
185. 130. 5. 231 147.237.76.86 |navy.idf.il drop SMrule drop 1
184. 105. 247. 220|Wni ted Sates  |147. 237. 76. 177 |ncore. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 165|Wnited Sates  |147.237. 77. 235 |sviva. i df. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
193. 105. 134. 220|Sweden 147.237.77. 234 |hal ag.i of . SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 231 147.237. 76. 197 |e. hi nush. i df . i drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 229 I srael 147.237.0.19 |nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 54
109. 253. 145. 80 |l srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock
207.46.13.123 [lnited Sates [147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 123 B ock
89.138.124.20 |[lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
116.25.105.70  |Chi na 147. 237.77. 216 |dover. i df . i | \Al‘hmfvult gf?ri'lzli‘:]aﬁlﬁ‘;gfizn:fol of header upper Bl ock 1
68.180.230.29 [United Sates  |147.237.77. 176 |nat pash. i df .i | Z‘;‘rwazggzzfel Y/go"f_:r’?;‘;gf'.\“agxn Bl ock 1
207.46.13.157 |[thited Sates |147.237.77.216|dover.idf .il Dstributed PHP Attenpt B ock 1
91. 196. 50. 33 Fol and 147.237.0.19 |[madimatal . idf.il|Unauthori zed URL Access to testp3. pospr. waw pl / t est pr oxy. php B ock
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw i df.il/error. htm B ock
151.80.138.19 |[italy 147.237.77. 216 [dover . i df . i | D stri utec lfsgfggzgfﬂe%ﬁ‘ff:pﬁn Bl ock 1
74.82.47. 4 Lhited Sates |147.237.72.167|i shuri maka. i df . ijunaut hori zed URL Access to 147.237.72. 167/ B ock 1
207.46.13.157 |Wiited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/1133-20168-he/ girl s02. php |B ock 1
91. 196. 50. 33 Pol and 147.237.76.30 [hinush.idf.il Lhaut hori zed URL Access to testp2. czar. bi el awa. pl / t est proxy. php B ock 1
66.249.78.173 |[Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text.asp B ock 1
176.10.104. 240 |Sntzerland  |147.237.77.216|dover. i df . i b stri bt oc lfsgfggggg?ﬂeﬁvﬁff;p;” Bl ock 1
79.181.161. 254 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1
207.46.228.208 |lnited Sates |147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ Bl ock 1
68.180.229.173 |[lhited Sates |147.237.72.166|aka. i df .il Untraceabl e S3. Sessions: sigal gs oS Attack None 1
188.76.241. 119 [Sain 147.237.77. 176 [mat pash. i df . il  [veéb Il eech 7 B ock 1
85. 250. 56. 239  |Israel 147.237.77.233|atal .idf.il Unaut hor i zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx Bl ock 1
207.241.237.211|thited Sates |147.237.77.216|dover.idf . il Unhaut hori zed URL Access to waw i df.il/3sandsaf ety/ g3-f.ilh.jowh B ock 1
115. 230. 126. 48 |Chi na 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wa idf.il/ckfinder B ock 1
68.180.230.29 |United Sates  [147.237.77. 176 |mat pash. i df . i | mar:;g; pe M /Oig;zi;-or?;?ggglt@ais;x Bl ock 1
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